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Abstract—The hardening of critical infrastructures against threats 
of intentional electromagnetic interference is mandatory in order 
to improve their safety and security. We propose in this paper to 
demonstrate how the extreme value statistics can be involved in 
risks management procedures for the estimation of appropriate 
protections thanks to the evaluation of a safe margin. 
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I.  CONTEXT 
Intentional electromagnetic interference (IEMI) poses 

unacceptable risks for the security and safety of critical 
infrastructures. The hardening of these structures has been 
enhanced thanks to risk management procedures. In the same 
time, the complexity of systems and networks imposes to lay 
aside experimental tests for a combined use of simulation tools 
and statistics [1]. The use of models imposes to take into 
account the uncertainty and the variability of input modeling 
parameters. This has been achieved by the introduction of 
stochastic methods, such as the Monte-Carlo approach, which 
allows estimating the variability of a physical quantity under 
study.  

In Electromagnetic Compatibility studies, the Gaussian 
model (computation of the mean and variance of the physical 
quantity under study) is mainly applied, even if it is known for 
failing in accurately modeling the probability of outliers. We 
propose to highlight the benefit of extreme value statistics [2] 
for an accurate design of protective devices. 

II. VULNERABILITIES AND PROTECTIONS ANALYSIS

The risk has been formulated [3] as a function of the 
Exposure of the target, its Vulnerability and its Criticality as 
follows: 

Risk = α{Exposure, Vulnerability, Criticality} 

Based on the estimated risk, additional protective devices 
should be inserted in the infrastructure.  

In order to define the appropriate protection line (PL), it is 
necessary to estimate accurately the following parameters [4]:  

- Threat Level (TL), provided by standards;  

- Immunity level (IL) of the device to be protected; 

- Safe margin (SM) in order to introduce the parameters 
uncertainty and variability. 

As soon as we focus on the security and safety of critical system, 
it is necessary to manage the worst-case scenario (as depicted in 
Fig. 1) where the tails of distributions overlap. It has been shown 
[2] that the extreme values statistic, and more specifically the 
excess model, is a well-founded methodology for the analysis of 
highly improbable events. 

Figure 1. Probability density function of IEMI vs. Device susceptibility 

By adjusting the extreme values thanks to the generalized 
Pareto distribution [2], the TL, IL and SM levels can be 
computed for a given probability. 

III. RISKS MANAGEMENT

During the presentation, it will be demonstrated how we can 
capitalize on the prediction of the extreme values statistics of the 
devices immunity (IL), IEMI level (TL) and protections 
performance for the design of appropriate protective systems 
(SM). 
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