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EMC on Large Aircrafts: Computer Simulations to
Assist a Full Scale Experiment
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Abstract— This paper presents the importance of
computer simulations for an EMC experiment applied on
large aircrafts. An FDTD simulation tool has been used to
assist the design of the illumination system and to define
how it could be used.

The latter configuration required a large amount of
computer resources. The mesh has to be fine enough to
accurately simulate the highest frequencies. A total of
about 6 billion of cells were needed. An example of output
is presented in Fig. 3.
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I.

INTRODUCTION

The system presented here is very similar to the Artemis
facility presented in Ref. [1]. It meets the same
requirement: estimate the EMC coupling of large
structures to assess the environment of critical components
located inside those structures. The elongated shapes of the
fuselage and the wings of an airliner may significantly
resonate at the lower frequencies of the spectrum, but
mainly for a horizontally polarized illumination. However,
the Artemis facility is limited to vertical polarization. That
is why a new illumination system with a horizontal
polarization was needed.
II.

Figure 2. FDTD model including inner structures, materials, antennas,
doors and cables.

ILLUMINATION SYSTEM

As shown on Fig. 1, the illumination system uses two very
common antennas. These antennas have been simulated
with the Gorf3D solver, based on the Finite-Difference
Time-Domain Method (FDTD).

Figure 3. E field map at 5 m above the ground for the entire experiment
where the aircraft is located at 80 m from the illumination system.

IV.
Figure 1. Illumination system, a log-periodic array antenna (30 MHz –
500 MHz) below an inverted V antenna (1MHz - 30 MHz).

III.

SIMULATION OF THE ENTIRE
EXPERIMENT

A test model of a particular jet has been deduced from
publicly available data, common aircraft communication
antennas and reasonable assumptions on cables paths and
on doors joins. Fig. 2 presents the final FDTD meshed
model. Two configurations have been simulated: first a
plane wave illumination in free space which is the desired
result, second the actual illumination system on the ground
which is the measurable configuration.
______________________________________
This study has been carried out for the DGA.

CONCLUSION

The computer simulation of an entire EM coupling
experiment including the illumination system and the
target was possible thanks to the increase of computational
power and to the improvement of software functionalities.
This could be very helpful for the design and the postprocessing (for example Ref. [2]) of an EMC study applied
on large aircrafts in a short timeframe.
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Abstract—This article deals with the modelling of a high
amplitude current injection source associated with its
electrical generation-transformation-distribution chain.
This complex installation has been modelled in differential
injection mode, validated and integrated in PSpice
software. This PSpice model has also been validated and is
very useful in order to predict currents and voltages on
switch-mode power supplies when a disturbance is injected
in conducted mode at its input.
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input were recorded, corrected by the transfer function of
the measurement chain and then converted into the
frequency domain. In parallel, impedances Z30 and Z120 of
these loads are measured with a network analyzer. Currents
and impedances measurements permit to calculate Vco and
Zs with (1) and (2) in frequency domain.

=
=
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I.

INTRODUCTION

Several studies show that a voltage pulse of several
kilovolts amplitude and a few hundred nanoseconds
duration would be able to destroy many consumer or
industrial equipments [1]. In this context, a Current
Injection Platform (PIC) has been designed to reproduce
this type of pulse. The aim of this article is to present the
PIC modelling by an equivalent Thevenin generator. In a
first part, the PIC is presented. The second part presents the
calculated equivalent Thevenin generator. In the third part,
this Thevenin generator PSpice model is validated. This
study has been carried out for Direction Générale de
l’Armement (DGA).
II.

(1)
−
−

(2)

APPLICATION AND SIMULATION

The calculated equivalent Thevenin generator has been
integrated into PSpice and used to predict the correct
disturbing input current injected on a flyback switch-mode
power supply. To obtain this generator in PSpice, the Vco
(in time domain) has been directly integrated and an
equivalent electrical circuit has been defined for the Zs.
Fig. 1 presents the comparison between measured and
simulated disturbing currents injected at the input of the
flyback which is conclusive. The small differences are due
to the Zs approximation.

PRESENTATION OF THE PIC

The PIC gives the possibility to reproduce “high amplitude”
electrical stresses representative of disturbances induced by
the coupling of an electromagnetic field on long-distance
wire links. The generated conducted signal is a biexponential type configurable in shape (rise time and midheight time) and level, several hundred amperes. An
electrical generation-transformation-distribution network
including a generator, a step-up and a step-down
transformer permits to power the equipment under test
independently from the mains and to be representative of a
conventional high voltage / low voltage distribution.
III.

IV.

−
−

EQUIVALENT THEVENIN GENERATOR

The whole current injection source has been modelled with
an equivalent Thevenin generator in order to be integrated
in PSpice simulation. To calculate the equivalent Thevenin
generator (Vco: open-circuit voltage and Zs: source
impedance) in differential mode, injections were made on a
load of 30 Ω, then on a load of 120 Ω. The time
measurements I30 and I120 of the related currents in load

Figure 1. Comparison between measured input current and
simulated input current for the flyback power supply.

V.

CONLUSION

This article described the equivalent Thevenin generator of
a high power pulse source dedicated to injection on
electronic systems. This model has been integrated into
PSpice software and will be used to understand and predict
the behavior of power supplies when a high-power current
pulse is injected at its input.
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Abstract— This paper presents a study of HPEM (High
Power Electromagnetics) effects on a GaAs e-PHEMT low
noise amplifier (LNA). The study aims to evaluate HPEM
coupling effects on the LNA’s active element. The
presented results include measurement of the LNA
destruction threshold, as well as its response below
destruction level.
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I.

INTRODUCTION

Studying the effects of IEMI is an important issue
in the EMC community [1]. Also, increase in availability
and portability of IEMI sources was reported [2]. This
study focuses on irreversible and reversible effects of
IEMI on a low-noise amplifier (LNA). The LNA is the
first active element of most RF receiving front-ends, and is
therefore most likely to fail due to IEMI front-door
coupling.
II.

III.
A.

RESULTS AND DISCUSSION
Destruction of GaAs active element

Destruction of the LNA’s active element was
observed for an input power of 46.5 dBm (45 W) (carrier
average power). No recovery of the DUT functionality is
possible afterwards without replacing the active element.
The destruction mechanism was further investigated.
B.

Degradation of the DUT’s functionality

Progressive “degradation” of the DUT S-parameters
was observed before destruction. Recovery is possible and
has been observed. Further investigation is required to
explain this phenomenon. Carrier trapping is most likely.

DEVICE UNDER TEST

The device under test is a low noise amplifier
specifically designed for conducted high power
interference studies. Its operating bandwidth is roughly
800 to 2000 MHz with 12 to 20 dB gain depending on the
designated operating frequency.
III.

T. Dubois, G. Duchamp
Univ. Bordeaux
IMS Laboratory, CNRS UMR 5218
Bordeaux, France

EXPERIMENTAL SETUP

The setup is close to the usual Direct Power
Injection (DPI) method. It allows the monitoring of the
DUT time domain response to HPEM pulses and
frequency domain characterization through S-parameters
measurement.
The waveform used was a 100 ns rectangular pulse
modulated carrier at 1.575 GHz.
The aim was to measure its “destruction threshold”,
which is the carrier average power (“Pin”) for which a
single pulse causes irreversible loss of the LNA
functionality.
_____________________________________

Figure 2. S22 parameter absolute value after each
pulse. The value increases with higher values of Pin. The topmost curve corresponds to the last incremented value of Pin
before destruction.

IV.

CONCLUSION

The experiments presented in this paper show how
transistor-scaled overvoltage effects can have an impact on
circuit-wide functionality. Noticeable effects of exposure
to an HPEM environment can appear, even for nondestructive power levels.
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Abstract—The Direct Current Mode Stirred method
(DCMS) is a new method which combines the advantages
of Direct Current Injection (DCI) on surfaces of test
objects and the advantages of a Reverberation Chamber
(RC). The idea of this combination is motivated by the
growing requirements of high field level susceptibility
testing and the resulting significant costs. The RC already
fulfills this efficiency requirement and needs quite low
power to generate high field levels, but is always limited in
the lower frequency range to some hundred Megahertz. In
contrast to this, the DCI (or HLDD, High level Direct
Drive) technique works [1] very effectively in the low
frequency range, but is limited at higher frequencies to
some hundred Megahertz. A combination thereof allows to
extend the useful frequency range from kilohertz to
gigahertz and is therefore usable for EMC and HPEM
qualification without frequency limitation.
Mode Stirring Chamber, DCI, HLDD, Reverberation
I.

The following Fig. 2 shows the achievable field strengths
per 1 Watt inside the RC, which was numerically
simulated. Three modes of operation are defined:
1.

2.

3.

DCI: The OCRR keeps the energy on the EUT
and does not radiate. The field generating antenna
is not used. Very high RF levels on the EUT.
DCMS hybrid: The OCRR starts to radiate and
the RC uses it as a field generating antenna. Field
generating antenna not in use but Stirrer is used.
MSC: Standard use of a RC without OCRR. Field
generating antenna and Stirrer in use.

INTRODUCTION

The generation of electromagnetic fields for Radiated
Susceptibility is fairly ineffective, as the electromagnetic
energy from the power amplifier has to be injected into an
antenna and then be radiated with remarkable losses.
Additionally, most of the electromagnetic energy is not
used for interaction with the Equipment under Test (EUT)
but is lost in the absorbers of an anechoic chamber. The
DCI technique overcomes these radiation losses, as it puts
the power of the amplifier directly onto the surface of the
EUT. Nevertheless, with increasing frequency the DCI
setup itself starts to radiate. This self-radiation is normally
lost, but when put into a RC it can be used as an additional
radiation source.
II.

Figure 1. Setup of Direct Current Mode Stirred

Theory of Operation

The following Fig. 1 shows the measurement setup with a
test missile enclosed in an Open Coaxial Return Rig
(OCRR) for DCI and placed within a Reverberation
Chamber (RC) for Mode Stirring. On the right side the
field generating antenna can be seen and at the back the
stirrer of the RC. The RC has a lowest usable frequency of
about 80 MHz.

Figure 2. Modes of operation of DCMS

III.

Results

The described setup of Fig. 1 has been realized, measured
and numerically simulated. The setup performed as
predicted, but the correlation of the injected power into the
OCRR and a comparable external field strength seems
challenging.
Appreciation goes to the German Customer WTD81
Greding GF410, who enabled this project as a Technology
Demonstration.
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Abstract — To evaluate the response of a test object to a wideband electromagnetic threat such as the nuclear electromagnetic pulse (EMP)
requires pulsed antennas that do not reflect energy from the ends and
continuous wave (CW) antennas that are relatively flat over 3 or 4 decades of frequency. These two characteristics are, of course, related, and
each requires loading the antennas according to some profile. There
are a number of design approaches that can be used. This paper presents an overview of some current antenna designs and additional design concepts that could be applied to future CW illuminator or EMP
simulator designs.
Keywords-EMP, CW, averaging, extrapolation, resistive loading

I. INTRODUCTION
In order to build an antenna that is suitable for EMP evaluation, it
must perform over a frequency range of 3 or 4 decades. To do this, it is
necessary to critically damp the natural resonances of the structures so
as to eliminate reflections from the ends of the antenna and thus reduce
or eliminate resonant peaks and notches in the frequency spectrum of the
radiated field.
II. DIPOLES
For dipole antennas, the resistive profile that has been used for
EMP simulators is that developed by Wu and King 1965 [1]. The
W-K Taper, as it has come to be known, has been applied to numerous EMP simulators, in particular VPD II, NAVES, and EMPRESS
II. It can also be used effectively on CW illumination antennas to
damp the resonant peaks and notches, thereby flattening the radiated
spectrum. It is emphasized that radiating type of EMP simulators
have: i) a low frequency limitation and ii) a radiated field that is bipolar, whereas E1 EMP waveform is mono-polar.
III. LOOPS
Several methods for damping the resonances of loop antennas are
described by Kanda [2]. He describes loading them one point or at
multiple points using a combination of resistive and RLC networks.
Gosh and Sarkar analyzed loops and numerous other antennas in
their 2006 paper [3].
_______________________
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IV. HYBRIDS
The horizontally polarized dipole EMP simulator at
Patuxent River and the Ellipticus CW Illuminator are examples of hybrid antennas, which change their radiation characteristics from that of a dipole at the higher frequencies
(early times) to that of a loop at the low frequencies (late
times) [4]. The resistive loading is applied continuously
along the length of the antenna in order to damp out the resonance of the loop and also to adjust the late-time near-field
wave impedance to 377Ω.
V. TEM HORNS
For TEM horns to be useful in EMP simulation, they
must be resistively loaded in a W-K fashion, as described
by Kanda [5], or they may be reshaped to break-up the front
aperture differentiation of the pulse, as described by Shlager
[6] and Gallon and Giri [7]. Attempts at energizing a TEM
horn by an integral of a DEXP waveform resulting in an
approximate DEXP radiated waveform have not worked out
well,
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Abstract— Construction industry, like any other industry,
wants to reduce cost and improve productivity. When
building in concrete, iron binding is a considerable part of
building cost and time. For this reason it would be desirable
to replace some of the normal rebars in concrete with steel
fiber reinforcement. Introducing steel fibers will make the
concrete more conductive, and thus contribute to increase
electromagnetic shielding. Different compounds can be
added in concrete in order to increase electromagnetic
shielding, but the main purpose of adding 35 or 50 mm steel
fibers is to strengthen the concrete.
Keywords-concrete; electromagnetic shielding;
I.

III.

EXPERIMENTS

Concrete plates, 2x2 m, 20 cm thick, were mounted in an
opening in a steel container. The plates were with 50 mm
steel fibers, 35 mm steel fibers and without steel fibers.
When produced, aluminum foil was put at the edge in the
framework, in order to provide contact with the flange of
the container. Attenuation measurements were then done in
the container.
We see from the measurements, Fig 1 that steel fibers in the
concrete provide a distinct contribution to shielding, which
in some cases could be sufficient, or allow simpler methods
of protection to handle residual threats.

INTRODUCTION

Traditional ways of protecting buildings or rooms against
IEMI can be expensive. Some studies have been carried out
in order to investigate RF attenuation in normal buildings[1]
and samples of building material.[2] In these studies most
materials like plywood, bricks and gypsum has shown low
attenuation, while concrete has provided higher, but still
modest attenuation, although increasing at frequencies over
1GHz. There have been variations in the measured
attenuation in the different studies. Other studies have
inserted carbon or metal fibers for the purpose of providing
electromagnetic shielding. Attenuation of up to 70 dB have
been reported.[3]
II.

MOTIVATION

In this work the aim was to find the shielding effect from
adding steel fibers for reinforcement. Steel fibers can
replace normal rebars especially in concrete floors. In
walls, normal rebars will be required, but the quantity could
possibly be reduced. As a result, buildings could be built
faster and cheaper.
The standard commercially available fibers for
reinforcement are 35 mm and 50 mm. Most concrete
companies can deliver concrete with up to 40 kg/m3 steel
fibers as a standard product. The concrete will however be
less liquid, and in thin walls with rebars, we could face
problems if the concrete does not flow properly into the
formwork.

Figure 1 Attenuation measurements on concrete plates with and
without steel fiber reinforcement
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Abstract—The exact solution is obtained for the problem
of wire lines formed by two thin infinitely long ideally
conducting cylinders under the influence of a short EMP.
The limits of applicability of the telegrapher’s equations
are found by comparison with the exact solution. The
errors that arise in the case of the use of telegrapher’s
equations for finding disturbances on two-wire lines from
HEMP and UWB pulses are estimated.

distance between the cylinders. It follows from equations
(1) that the currents in the cylinders forming the two-wire
line are different. This circumstance can be interpreted as
follows: two types (modes) of induced current are formed
in the line, namely, in-phase (I) and antiphase (ΔI). Using
equations (1), it is not difficult to find the exact solutions
for I and ΔI, as well as expressions for calculating these
parameters under the condition of transverse quasistationarity, where kh = 1 .

Keywords−electromagnetic pulse (EMP), pulse electric
disturbance, wire line, telegrapher’s equations.
I. INTRODUCTION
Any calculation method has its own limits and going
beyond those limits leads to unacceptable errors. These
problems were repeatedly analyzed in the literature, as an
example, in several books [1, 2]. Nevertheless, sometimes
erroneous results of calculations are encountered, which,
apparently, are caused by insufficiently deep
understanding of the patterns of formation of disturbances
on wire lines and the incorrect application of well-known
calculational methods. In connection with this, the method
proposed by the authors of this article for investigating the
patterns of disturbance formation on wire lines, as well as
an analysis of the limits of telegrapher’s equations
applicability, which are often used to calculate the
characteristics of these disturbances, may prove useful for
specialists engaged in solving similar problems.
II. CURRENT FORMATION IN A WIRE LINE OF
TWO THIN INFINITELY LONG IDEALLY
CONDUCTING CYLINDERS
The problem of current formation in wire lines was solved
in two stages. At the first stage, the exact solution of the
problem of current formation in one infinitely long ideally
conducting cylinder was found. Then, using the results of
the first stage, an exact solution was found for the current
arising in two parallel thin cylinders:
α − β e−ikh
α e−ikh − β
.
(1)
I1 = E0 2
,
I
=
E
2
0
α −β2
α2 − β2
Here I1, I2 are currents in the wires; α and β are geometry
depending constants; k is the wave number; h is the

III. ANALYSIS OF THE TELEGRAPHER’S
EQUATIONS APPLICABILITY LIMITS
The basic assumption used in deriving the telegrapher’s
equations is the condition of transverse quasi-stationarity.
In practice, this condition is often violated. Thereby, the
question arises of the applicability limits of telegrapher’s
equations and the possible consequences of going beyond
these limits. To answer these questions the antiphase
current ΔI was calculated using the exact and approximate
equations. Then the results obtained are compared with
one another. This comparison shows that to calculate the
current induced in a two-wire line under the influence of a
bipolar pulse, the telegrapher’s equations can be used only
if    𝑇 ≥ 10(ℎ/𝑐), where: T is the pulse duration; h is the
distance between the line wires; and c is the speed of light.
At the same time, when assessing the HEMP interference
from the unipolar waveform recommended by the standard
[3], limits of the use of telegrapher’s equations are much
weaker. However, it should be noted that the form of the
complete HEMP waveform is not unipolar. In this regard,
it is possible that the use of the telegrapher’s equations for
disturbance calculations on wire lines from real HEMPs
requires additional analysis.
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Abstract—At the present time, there is a belief that the
energy being absorbed in semiconductor elements of
electronic devices is the key parameter that adequately
characterizes the physical process of EMP influence on
these elements [1]. But it should be noted that the
distribution of absorbed energy in a semiconductor
element depends on a variety of factors, including the time
characteristics of the induced signals. As a result of the
influence of these factors at the same value of the energy
released, the consequences for the element may be
different. So, it would be interesting to find a way of
directly observing the processes occurring inside the
semiconductor element, depending on the characteristics of
the influencing electromagnetic pulses. It could be possible
by measuring the light radiation spectrum for lightemitting semiconductor devices (LEDs or laser diodes).
The results of experimental verification of this method are
considered in the paper.
Keywords−electromagnetic pulse (EMP), pulse electric
disturbance, laser diode.
I. THE EXPERIMENT IDEA
As an object under test, we chose a vertical-external-cavity
surface-emitting-laser diode (VECSEL) that emits light
with a wavelength of about 405 nm. The diode is powered
by a current source. The normal operating current is
I0=30 mA. The laser diode is connected to a nanosecond
pulse generator, which forms a rectangular pulse. These
pulses simulate signals induced on the circuits of the
device by EMP. The amplitude and duration of these
pulses are chosen in such a way that the pulses have the
same energy. The diode current was measured with a
resistive shunt and a LeCroy WR64xi oscilloscope. The
consequences of the current pulses influence on the laser
diode operating mode were fixed in real time using a
lattice spectrograph equipped with a recording system.
This system is based on the Hamamatsu photoelectric
modules and the multichannel photon counting module.
The spectral resolution of the equipment used is 0.1 nm
and time resolution is 0.4 ns. The optical fiber line was
used to introduce light into the spectrograph.
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II. THE EXPERIMENT RESULTS
Depending on the amplitude and duration of the current
pulses, the following effects were observed: an increase in
the concentration of nonequilibrium carriers in the region
of the p-n junction and, as a consequence, an increase in
the intensity of the laser radiation; intermode hopping;
non-equilibrium heating of the VECSEL. As an example,
Fig. 1 shows the wavelength dynamics of laser diode
emission when a current pulse with 150 mA amplitude and
6 ns duration is applied to it. The effects mentioned above
are shown.

Fig. 1. Wavelength map for VECSEL when a current pulse is
applied to it with 150 mA amplitude of and 6 ns duration.

The increase in the concentration of nonequilibrium
carriers affects the intensity of the laser radiation and also
leads to the wavelength change due to the increase in the
Fermi energies for electrons and holes. For longer (more
than 10 ns) current pulses, the diode heating caused by
nonradiative recombination becomes noticeable and leads
to a monotonic radiation wavelength shift.
SUMMARY
Thus, the influence of current pulses having the same
energy, but of different amplitudes and duration, can lead
to different physical effects in semiconductors and, as a
consequence, to various disruptions in the functioning of
electronic devices. This gives grounds for the research
aimed at clarifying known key parameters determining the
possibility of electronic device malfunction, and perhaps,
on the use of new key parameters directly related to
physical processes in semiconductors (for example carrier
concentration and p-n junction temperature). It is assumed
that the results obtained can be generalized to the case of
other non-light-emitting semiconductor devices.
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Six Antenna Theory Puzzles That Are Solved by the
Antenna Equation
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Abstract— The antenna equation as developed by Farr
[1,2,3] describes antenna performance in a manner that is
both compact and elegant. It works in both the time and
frequency domains, and in both transmission and
reception. It provides the obvious way to standardize
antenna characteristics in the time domain. It also adds a
meaningful phase to antenna gain. In addition to these
remarkable accomplishments, the antenna equation also
solves six problems in antenna theory that previously
seemed intractable.
Keywords-antenna equation, antenna impulse response,
antenna transfer function, antenna gain, effective length,
bandwidth, coupling to complex systems, transient antenna
pattern, mutual impedance.
I. GAIN OR REALIZED GAIN–WHICH TO USE?
Because space is limited in publications, it is common to
publish only antenna gain and reflection coefficient,
leaving out realized gain. While one can calculate realized
gain from the other two quantities, most readers cannot do
so in their heads! The antenna equation shows that realized
gain is far more fundamental to antenna performance, and
should always be preferred to simple gain.
II. COUPLING INTO AND RADIATION FROM
SHIELDED COMPLEX SYSTEMS
A longstanding problem in the EMC community has been
how to describe coupling into and radiation from shielded
complex systems, with the simplest possible parameters.
These parameters must be consistent in both transmission
and reception, and must work in both the frequency and
time domains. If we treat this as an antenna problem, then
the parameters of the antenna equation provide the
simplest solution, with the simplest equations.
III. HOW TO DEFINE TRANSIENT ANTENNA
PATTERNS?
Various authors use a variety of definitions of antenna
frequency range and bandwidth. But the choice becomes
obvious from the antenna equation, using the 3-dB
frequency range of the antenna impulse response.

IV. HOW TO DEFINE ANTENNA FREQUENCY
RANGE AND BANDWIDTH?
Antenna frequency range and bandwidth are also defined
differently by various authors. But the choice becomes
obvious from the antenna equation, using the 3-dB
frequency range of the antenna impulse response.
V. HOW TO GENERALIZE EFFECTIVE LENGTH?
The effective length of an antenna is the ratio of the
received open circuit voltage to the incident electric field
[4]. It is often used in place of antenna gain in applications,
such as phased antenna arrays, that require phase
information. However, effective length is undefined for
waveguide feeds, because one cannot measure an open
circuit voltage. One can avoid the problem by adding
waveguide-to-coax adapters, but the adapter response is
then mixed in with the antenna response. The antenna
equation shows how to isolate the antenna response from
the waveguide-to-coax adapter, using simpler equations
than those currently used.
VI. HOW TO GENERALIZE MUTUAL IMPEDANCE
IN AN ANTENNA ARRAYS?
Mutual impedance in an antenna array is the ratio of the
open-circuit voltage produced at one terminal to the
current supplied to a second terminal, when all other
terminal pairs are open-circuited [4]. This concept is
undefined for waveguide feeds, because one cannot
measure an open-circuit voltage. One can add waveguideto-coax adapters to all the ports, but the adapter response is
then mixed in with the antenna response. The antenna
equation allows one to isolate the mutual coupling
response from the waveguide-to-coax adapter, using
simpler equations than those currently used.
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Abstract—In this paper we present electric and magnetic
fields transmitted through aperture arrays located in an
infinite screen and relate these to the corresponding fields
transmitted through a single sub-aperture. Both numerical
and analytical results are presented.
Keywords- shielding; electric field; magnetic field;
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I.

INTRODUCTION

Modeling of the shielding effectiveness of enclosures with
aperture arrays has been treated by several researchers, see
e.g. [1] and [2]. In order to evaluate expressions in the
literature and to improve our physical understanding of field
penetration through aperture arrays we have studied the
simple case of the shielding effectiveness of aperture arrays
in infinite and perfectly conducting screens illuminated by
a normally incident plane wave (Einc = 1 V/m).
II.

IV.

COMPARISONS

An example of numerically and analytically calculated
magnetic fields transmitted through an array consisting of
415 sub-apertures of size 44 mm2 and a sub-aperture
separation of 4 mm are presented in Fig.1. Good
agreement is obtained between numerical and analytical
results except when being in the reactive near-field (as
indicated by the dashed lines).

NUMERICAL CALCULATIONS

The numerical calculations of electric and magnetic fields
transmitted through aperture arrays were performed using
the Method of Moments solver in FEKO. Since the screens
with the aperture arrays were assumed to be perfectly
conducting and infinitely thin, simulations were performed
for the complementary case of an array of perfectly
conducting patches. Thus, transmitted electric and magnetic
fields were obtained from numerically calculated scattered
magnetic and electric fields, respectively. Simulations were
performed for linear and 2D arrays with varying number of
elements, N, varying sub-aperture sizes and varying subaperture separations. Transmitted fields were calculated at
varying distances, r, behind the centrally located subaperture. To simplify the comparison of results for different
aperture arrays, simulations were performed over a
frequency range such that /100  L  , where L denotes
the array length. (In the case of 2D arrays we defined L to
be the length of the diagonal of the aperture array.)
III.

magnetic polarizability of a sub-aperture. These fields are
then multiplied by a factor related to the array, Carray, which
we found to a good approximation to be equal to N if r  L,
while it was heuristically found to be approximately equal
to 𝑁 ∙ √𝑟/𝐿 when 0.2L  r  L.

Figure 1. Magnitude of transmitted magnetic field (dBA/m) at
various distances, r, behind a 415 aperture array illuminated by a
normally incident plane wave (Einc=1 V/m). FEKO results (black),
analytical approximation (red) and analytical results for an array
of magnetic dipole radiators. Dashed lines represents results in the
reactive near-field (i.e. r  /2), cf. Table I.

Table I presents approximate relations for the shielding
degradation in terms of electric and magnetic fields, SEE
and SEH, for an array of N apertures compared to a single
sub-aperture. Note that the presented analytical relation for
SEH for distances 0.2L  r  L is approximately valid only
for r  /2, i.e. when outside the reactive near-field.
TABLE I. APPROXIMATE RELATIONS FOR THE
SHIELDING DEGRADATION FOR APERTURE ARRAYS
Distance

ANALYTICAL CALCULATIONS

Two approaches were used for analytically calculating the
fields transmitted through the aperture arrays. In the more
rigorous approach the fields were calculated by creating an
array of magnetic dipole radiators with electric and
magnetic field amplitude determined using the magnetic
polarizability of a sub-aperture. Transmitted fields were
then obtained by a coherent summation of the contributions
from the individual magnetic dipole radiators. In the second
approach we started by calculating the fields transmitted
through a single sub-aperture, E11 and H11, using the

SEE ; SEH

rL

N2

0.2L  r  L

N2(r/L) *

* For SEH valid only if r  /2.
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Abstract — Using a state-of-the-art automated testing
system called SALVO, pulsed RF signals were directinjected into the clock line pin of a microcontroller (MCU)
using careful timing. The MCU is programmed in assembly
language to execute a simple binary counter, and we
monitor the output of this counter to establish whether an
upset has occurred. Since the timing of the MCU program
is well understood, an RF pulse can be injected at specific
instructions and locations relative to the rise and fall of the
clock signal. An experiment to understand how the
probability of effect (PoE) changes as a RF pulse is injected
at different locations relative to the rising and falling clock
signal was performed. The rising edge clock state showed
the highest PoE while the, clock low state showed the lowest
PoE. Additional experiments were performed as follow-on
to this effort, please see reference paper for additional
experiments and results. [1]
Keywords - IEMI, Microcontroller, MCU, HPM, Effects,
Automated experimentation.
I.

Figure 2. RF pulse injection cartoon on MCU clock signal.

III.

SALVO & EXPERIMENTAL SETUP

EXPERIMENT

The MCU was programmed to count from 0 to 7, then
repeat. The experiment focused on the time window
encompassing the first clock cycle of the ADD operation –
A 50ns pulse was injected at 16.2us, then shifted by 50 ns
steps to 17.2us - See Fig. 2 for an example cartoon. This
allowed the single pulse to ride along the low, rising, high,
falling, and low states of the clock signal. Four different
power levels were tested: -15db, -14db, -12db, and -10db,
relative to a 20W peak solid state RF amplifier.
IV.

INTRODUCTION

In the area of electromagnetic effects on electronics the
most challenging technical problem is to understand and
model the process of upset for digital systems. We have
studied microcontrollers for their relative simplicity and
ease of programming and control as a model for more
complex system behavior.
II.

Dr. Timothy Clarke
High Power Electromagnetics Division
Air Force Research Laboratory
Kirtland AFB, NM, USA

RESULTS

Fig.3 suggests that the most sensitive locations for upset
were the rising and falling edges of the clock - 16.4us and
16.9us - as the PoE was almost always 100%. Injection
times between 16.4us & 16.9us showed significant variation
as a function of power suggesting a hardware/transistor
level response to the pulsed RF. Higher power signals - 10db - produced high PoE between 16.4 & 16.9us but did
not affect the clock low regions at all – 16.2 to 16.3 and 17.0
to 17.2us.

SALVO is an automated testing apparatus that controls the
lab equipment - that creates and injects the RF pulses based on a user defined experiment set up file. The user
specifies the parameters of the test desired, then SALVO
executes the experiment, processes the data and finally
exports a summary of the results. An image of SALVO
and the MCU test-board can be found in Fig.1.

Figure 3. PoE as a function of power and injection location
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Abstract— A versatile optical fiber electric current sensor
was developed to measure large current such as in direct
lightning. It is highly suitable for challenging installation
situations such as on aircraft. Based on Faraday Rotation
Effect, it has many advantages over traditional sensors.
This paper reports comparisons to a reference sensor
measuring triggered lightning. Aircraft installation and
flight demonstrations are discussed.
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Figure 1: Measurement scheme and possible applications

INTRODUCTION

CONCEPT AND RESULTS

Faraday Rotation Effect causes light polarization in a
sensing fiber to rotate when the fiber aligns with a
magnetic field. The magnetic field strength can be
determined from the light polarization change. By forming
closed fiber loops and applying Ampere’s law, measuring
the total light rotation yields the total current enclosed.
Implementation of a broadband, dual-detector, reflective
polarimetric scheme (Fig. 1) allows measurement with an
approximately 60 dB dynamic range [1-3].
Three similar systems were built with different laser
wavelengths for different sensitivities. The 1310nm-based
system, with range 300 A - 300 kA, was used in measuring
current on simulated aircraft fuselage and other structures
in laboratory settings. The effects of large current were
simulated using multiple fiber loops and wire turns.
Measurements of up to 200 kA lightning waveforms using

only one fiber loop were demonstrated at a commercial test
facility [2].
The 850nm (range 140 A – 140 kA) and 1550nm systems
(400 A – 400 kA) measured triggered lightning over two
summers at the International Center for Lightning
Research and Testing (ICLRT), Camp Blanding, Florida.
The setups achieved excellent result comparisons against a
reference shunt resistor. Examples are in show in Fig. 2.
Triggered Lightning ICLRT - 08/20/2012 - Sweep 62

Triggered Lightning ICLRT - 08/19/2012 - Sw eep 98
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A fiber-optic current sensor was developed to directlymeasure lightning current, while meeting stringent aircraft
installation requirements. It has many unique capabilities
not possible with traditional current sensors. It does not
suffer from hysteresis or magnetic saturation. It has large
bandwidth, can measure DC component, and can capture
the entire lightning waveform including continuing
current. Installation is non-intrusive, simply by wrapping
the sensing fiber around the current-carrying structure of
interest. Being lightweight, flexible, structure-conforming
and non-conductive make sensor installation simple and
safe. Small sensor footprint minimizes aerodynamic drag
or space concerns. These advantages could also benefit
other lightning measurements such as on towers,
windmills, power lines, etc. Electric current measurements
other than lightning are also possible.
II.
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Figure 2: Rocket-triggered lightning measurement.
To illustrate the installation advantages, the 1310 nm
system was flown on a Dassault Falcon 200 aircraft near
thunderstorms on three separate occasions.
The
installation was simple without requiring aircraft
modifications. The sensing fiber was wrapped around the
outside of the fuselage, with its ends routed to a data
recorder inside the cabin via an unused antenna hole. The
entire system functioned normally throughout the flights.
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Abstract—ShenGuang-III (SG-III) is the most advanced
laser fusion research plant in China. To accomplish the
EMC design of the devices inside the chamber of SG-III,
the transient magnetic field inside the chamber is measured
and investigated in this paper. Two kinds of B-Dot sensor
are used in the experiments. Also, anti-radiation shielding
of sensor is considered in the measuring setup. At last, a
typical waveform is illustrated and some preliminary
conclusions are given.
Keywords-SG-III; EMC; magnetic field; measurement; BDot; anti-radiation
I.
INTRODUCTION
SG-Ⅲ is the most advanced laser fusion research
plant in China. It focuses on the development of clean
energy, research of fusion reaction physics, etc. As shown
in Fig. 1, radiation effect, electromagnetic pulse (EMP)
caused by the movement of the electrons, and system
generated EMP (SGEMP) exist in the target chamber of
SG-III [1]. EMP is the background EM environment
affecting all the diagnostic devices placed in the chamber.
Because of the broad bandwidth and high amplitude of
EMP, electromagnetic compatibility of the diagnostic
devices inside the chamber is difficult. Necessary
measurement and understanding of the EM environment is
required for EMC design of the diagnostic devices. So the
magnetic field inside the target chamber of SG-Ⅲ is
investigated. At last, a typical measured magnetic field
waveform is given.

Fig. 1. Complex electromagnetic environment generated
in the chamber of SG-III
II.

SETUP OF MEASURING THE TRANSIENT
MAGNETIC FIELD
The magnetic field is measured with B-Dot sensor. It
is a kind of passive differential magnetic field sensor. The
structure we use is Moebius Strip Loop. The advantages lie

in rapid response, wide bandwidth, simple structure and
the abilities to measure high-amplitude field and reduce
the common-mode noise. Further, to expand the frequency
bandwidth, a modified Moebius Strip Loop is also used in
the design of senor structure [2]. As a consequence, the
sensors contain two kinds of bandwidth, which are 1GHz
and 300 MHz, separately. All the sensors are designed and
manufactured by the laboratory of Tsinghua University
Electromagnetic Pulse Environment and Effect.
Different from the regularly used B-Dot sensors,
considering the ionizing radiation environment inside the
chamber, the sensors used here are also designed to be
anti-radiation. HDPE (high density polyethylene) material
is used to reduce the effect of ionization radiation,
including X-ray, gamma ray, and neutron. And the
material will not distort the EM field which is to be
measured.
III.
RESULT AND CONCLUSION
A typical measured waveform is shown in Fig. 2. The
blue line represents the original signal of B-Dot, whereas
the red line represents the integration of the original signal,
which is the resumed magnetic field waveform. It can be
seen that the magnetic field is an oscillatory pulse. The
time scale is about 100 ns. Analyze the frequency
spectrum with FFT in Matlab, it can be obtained that the
highest frequency of magnetic field can approach about
600 MHz. Also, through comparing the waveforms in
different direction, it can be concluded that the vertical
magnetic field strength dominates.

Fig. 2. Typical measured magnetic field waveform
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Abstract— We develop a simplified methodology for
IEMI risk assessment, intended for Critical Infrastructure
(CI) owners, operators and designers. The objective is to
provide robust and simple procedures that may enable
people to perform a first order risk assessment, without
much previous IEMI experience. This will result in a
generalized indication of their exposure and vulnerability
to deliberate radio frequency attacks. Hopefully the
methodology will provide the users with (1) an overall risk
assessment, (2) increased awareness of IEMI, (3) an
overview of common mitigation techniques, and (4) an
incentive to perform a more thorough risk assessment to
get the full picture. The work expands on the Risk
Assessment Guide [1] developed under the EU FP7 project
“HIPOW”. Several other approaches have recently been
published as well [2][3].
Keywords-IEMI; risk assessment; vulnerability; critical
infrastructure
I.

INTRODUCTION

The basic idea is to adapt a general standard for risk
assessment, NS5832:2014, aka. “the Tri-Factor Model”, to
cover the issues pertinent to IEMI vulnerabilities. The
three factors in NS5832:2014 are Threat, Susceptibility
and Consequence. One noteworthy feature of this standard
is that it does not rely on any probability estimates, neither
for attack nor effects. Only a set of selected values and the
consequences of their loss in several threat scenarios are
considered.
We see this standard as particularly appropriate for low
probability, high impact threats. There are obvious
advantages in using a standard commonly used for CI risk
assessment in general. One disadvantage for this particular
choice is that it is a national Norwegian standard, so far
not internationally adopted.
II.

ADAPTATION TO IEMI

The standard’s methodology is based on a set of scenarios,
to be defined by the user according to the situation and
threats in question. What we have done in order to adapt
the methodology to is simply to provide a predefined set of
7 scenarios, covering various aspects of the threat.
______________________________________
This paper builds on results from the EU FP7 project
“HIPOW”, grant number 284802.

These scenarios cover the following “Threats”:
1. Small jammers, WLAN, GPS, GSM etc.
2. Hand held small IEMI and injection devices.
3. Portable (suitcase type) IEMI devices.
4. Large, vehicle carried IEMI devices.
5. Offsite attack, on links or required infrastructure.
6. Military attack, compact, sophisticated IEMI devices.
7. Nuclear Electromagnetic Pulse.
All the tricky issues of e.g. the vast parameter spaces, target
susceptibility statistics, perceived aggressor capabilities and
competence, as well as the classified issues are hidden in the
scenarios. Obviously, this may be an oversimplification, however
though not perfect it is good enough for the intended purpose; a
DIY first order IEMI risk assessment.

III.

ANALYSIS METHODOLOGY

The actual analysis starts with the compilation of a prioritized list
of the various functions the unit under analysis is expected to
maintain. These are the “Values” to protect. Along with this is a
corresponding list of “Consequences”, i.e. the impact of failing
functions.
Then there is a survey of the electronic systems and sub-,
support-, backup- etc. systems as well as external links that are
required to perform the critical functions. From the previous lists
a corresponding ranking of the technical hardware is performed.
Next, there is a survey of any protective measures already
implemented, such as extra shielding, general EMI measures,
access control, surveillance, backup and recovery routines etc.
The various hardware are indicated on one or more maps of the
physical layout of unit under analysis. Also shown on the map are
the protective measures, and access zones for the general public,
visitors, employee categories etc., as well as adjacent vehicle
access zones.
The maps are analyzed for each of the scenarios, in order to
establish the likely impacts of the corresponding RF-attacks.
In general this boils down to distances, modified by whatever
protective measures they have implemented. The aggressor’s
ability to identify, locate and observe the target systems are also
emphasized.
IV. SUMMARY
It is hoped that the Risk Analysis will make the users aware of
the likely consequences of IEMI, and demonstrate the value of
implementing even basic protective measures.
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Abstract—EM coupling analysis on massively composite
aircraft requires specific modelling techniques matching
the frequency range under study. In particular, usual
modeling techniques used for metallic structures have to
be adapted and sometimes revised. In this paper, we
present the challenges of such modelling strategies as they
are addressed in an EU-Canada cooperative project called
“EPICEA”.
Keywords- component; EM-coupling, full composite
aircraft, grounding, EM modeling
I.

INTRODUCTION

This paper is a logical extension of the presentation made
at the last 2017 ASIAEM conference in which preliminary
results of EM coupling activity in the frame of the
EPICEA project were presented [1]. EPICEA
(Electromagnetic
Platform
for
lightweight
Integration/Installation of electrical systems in Composite
Electrical Aircraft) is a H2020 project co-funded by
Europe and Canada, started in February 2016 and running
for 36 months [2]. Its objective is to help design of
Composite Electrical Aircraft (CEA) for three specific
issues: EM coupling on Interconnected Systems (IS),
installation of new concepts of low profile antennas and
effects of Cosmic Radiations on electrical systems. The
consortium is made of 9 partners led by ONERA (for
Europe) and “Polytechnique de Montreal (for Canada).
The industrial, lead is Bombardier Aerospace (Montreal
/Quebec/Canada. In this paper we focus on a recent
activity consisting in validating cooperative modelling
strategies in order to simulate EM coupling on a realistic
mock-up.
II.

THE EPICEA-BARREL

The EPICEA barrel is a scale-one full-composite business
aircraft fuselage mock-up provided by Bombardier
Aerospace. It is equipped with a prototype IS provided by
Fokker Elmo and dummy equipment boxes provided by
ONERA (Figure 1). Four low profile antenna prototypes
are mounted on this barrel and are connected to the
prototype IS. Two specific return networks have been
designed to mitigate the low conductivity of composite
structure: the Current Return Network (CRN) that provides

Montreal, PO Box 6079 Station "Downtown", Montréal H3C ,
A7, Canada, (3) AXESSIM, Parc d’innovation, Rue Jean
Sapidus, Bâtiment le Pythagore, 67400 Illkirch-Graffenstaden,
France, (4) IDS, Via Enrica Calabresi, 24, PISA 56121, Italy
(5) Bombardier Aerospace, 2351 Boulevard Alfred Nobel, H4S
2A9 St Laurent Que/ Canada, (6) Fokker Elmo B.V., P.O. Box
75, 4630 AB Hoogerheide, the Netherlands

a low impedance path to lightning current and the Signal
Return Network (SRN) for grounding and keeping at the
same potential the electrical systems.
III.

VALIDATION OF THE MODELLING
METHODOLOGY

The modelling methodology is based on a cooperative
modelling approach in which several EM computer
modules developed in the project can be combined at their
inputs/outputs inside a modelling platform according to
predesigned scenarios. In a first phase those scenarios are
validated by comparisons to measurements carried out on
the EPICEA-barrel (local injection on the IS, coaxial
return injection, antenna and mode-stirred chamber
illumination). In a second phase the modelling
methodology is deployed in order to propose IS design and
integration optimization in a composite fuselage.

Figure 1. Installation views of the prototype IS inside the
EPICEA- barrel (courtesy Bombardier Aerospace).
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Abstract—This paper presents the effects of High Power
ElectroMagnetic (HPEM) on main equipment of Train
Control System (TCS). A test-bed of TCS is constructed
through an actual inspection. The DS (Damped Sinusoidal)
and the UWB (Ultra-Wide Band) test setup was employed
in order to investigate HPEM effects. The results are
reported as normalized thresholds of the susceptibility. An
assessment of immunity into various Equipment Under Test
(EUT) will help you understand the susceptibility threshold
of TCS test-bed on the HPEM environment.
Keywords: Electromagnetic Pulse, Susceptibility, HPEM,
UWB, DS, Train Control System, ATS, CBTC
I.

INTRODUCTION

HPEM pulse has characteristics of high power and short
duration. This broadband, high-amplitude electromagnetic
pulse, when coupled into electronics, has a capability to
produce disruption and damage to IT devices including the
critical infrastructures [1]. There is a clear trend in the
transportation infrastructures with railroad system toward
increased use of multiple electronics, thereby increasing
potential HPEM vulnerability. The principal elements of the
railroad are TCS that is used to control a signal and
locomotives. Based on assessments and test results, a weak
part in the railroad infrastructure is the railroad signal
controllers, which can break down following exposure to
HPEM fields as low as a few kV/m [2].
II.

Figure 1. Example of experimental setup for HPEM susceptibility

III.

DS and UWB Simulator
A pulse generator HPEMcase T is compact and
autonomous enclosed equipment. It can generate both DS
and UWB pulse through the gap adjustment of the resonant
antenna. The Electric field strength in the test area was
measured in the absence of the EUT. Due to security reasons,
the measured E-field strength E was normalized with a
normalization factor En. The HPEM tests were completed
in an anechoic chamber to guarantee precise environmental
conditions that generate little reflections and disturbances.
For each set of parameters (amplitude, polarization, and
exposure time) the burst illumination was repeated several
times in order to verify repeatability and reproducibility. In
any case, the E-field exposure started only after normal
operation of the EUT.
Target System
HPEM susceptibility investigations were executed in two
kinds of TCS that can control signal of the railway system;
One (Fig.1, left side) is Automatic Train Stop (ATS) system,

HPEM Test Results

HPEM test on the five different EUT resulted into three
types of observable effect level [3].
- N.E: No effect occurs
- S.R: System recovers without human intervention
- H.R: Effect is present until reset or restart of function
In this part, we will present and discuss the result of
HPEM test on the ATS and CBTC system. When DS pulse
was exposed to a vertically polarized E-field with a threat
level of E/En = 4.16 (Table I, green box), EUT #2 is not
working only during exposure to DS pulse and EUT #3~#5
need rebooting power. The comparison of effect level to
ATS (Table I, red box) with CBTC (Table I, blue box)
indicates that CBTC is more susceptible than ATS. There is
no H.R result in ATS. Also, all EUT are more susceptible to
a vertical than to a horizontal polarized threat. The H.R
result only exists in case of exposure to the vertical E-field
with DS and UWB pulse.
TABLE I. Test Results for TCS against HPEM attacks

HPEM Test Environment

A.

B.

the other (Fig.1, right side) is Communication Based Train
Control (CBTC) system. We have selected five different
EUTs in various ATS and CBTC devices by considering the
accessibility and the priority of the system.

ATS
Pulse
Type

DS

Polarization

Vertical
Horizontal
Vertical

UWB
Horizontal

CBTC

E/En

#1

#2

#3

#4

#5

1.00

N.E

N.E

N.E

N.E

N.E

4.16

N.E

S.R

H.R

H.R

H.R

1.00

N.E

N.E

N.E

N.E

N.E

3.90

N.E

N.E

N.E

N.E

N.E

1.00

N.E

N.E

N.E

N.E

N.E

5.06

S.R

S.R

H.R

H.R

H.R

1.00

N.E

N.E

N.E

N.E

N.E

4.97

N.E

S.R

N.E

N.E

S.R
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Abstract— As intentional electromagnetic interference
(IEMI) sources are developed, the threat of electromagnetic
pulse (EMP) to national infrastructure is increasing.
Therefore, the risk analysis for national infrastructure is
becoming inevitable. However, there are several limitations
for analyzing the vulnerability of the EMP. This paper
introduces one of the methods to investigate the EMP
susceptibility of radio frequency communication based train
control (RF-CBTC) system.
Keywords- EMP, IEMI, RF-CBTC
I. INTRODUCTION
Many researchers had studied the EMP attacks in regard
of the electronic equipment and device such as computers
and cell phones [1]. But, it is hard to find a definitive
solution for national infrastructure. Although there is a
common EMP threat analysis method, there are drawbacks
in applying the process to the national infrastructure. In this
research, we mainly focus on the railway system (RF-CBTC)
among many other critical national infrastructures. There
was a previous study conducted by the United States
committee in 2008. However, this report just addressed the
EMP susceptibility level of the railway system without a
risk analysis procedure [2]. Thus, we suggest the effective
method to overcome the limitation of the previous
researches for analysis of the RF-CBTC system.
II. General EMP risk analysis of national infrastructure
The general EMP risk analysis is divided into four
stages . First, the environment of the national infrastructure
that requires protection should be investigated. Second, the
threat level which is transmitted to the equipment under test
needs to be obtained. To predict the electric field, there are
some ways such as the EM-simulation and numerical
calculation. Third, the vulnerability test of a target device is
performed and the susceptibility level is found. At last, by
comparing the results of the threat level and susceptibility
level, the EMP threat of national infrastructure is predicted.
On the basis of this estimate, the approximate protective
level can be confirmed
III. Limitation of general EMP risk analysis
The nuclear electromagnetic pulse threat level is
specified at about 50kV/m, but the level of threat to IEMI is
difficult to define. Because the types of IEMI sources are
diverse and the predicted levels are different depending on
the location of the perpetrator. Accordingly, it is necessary

Figure 1. Proposed EMP risk analysis for RF-CBTC

to analyze the risk taking into account the scenarios which
should be reflected by the background of each national
infrastructure. In addition, the target system, perpetrator’s
position, and kinds of EMP source are essential factors
included in the scenario.
IV. Proposed threat level analysis for RF-CBTC
The threat level analysis based on the scenarios can
complement the limits of the general EMP risk methods. We
have created a number of threat scenarios considering the
domestic RF-CBTC environment to find the threat level.
The important factors that are reflected in the scenarios are
shown in Table 1. The conditions for the train to operate
must be considered first.
In addition to these factors, by anticipating the points
that are vulnerable to EMP, the kinds of IEMI source for the
facility can be determined. If we choose the wayside radio
unit with the antenna as the target device, there are two paths
that can be attacked by EMP. The first possible way is backboor coupling such as AC power cable coupling. Even
though surge protection device is located inside the radio
unit, it may not block the pulse. The second possible way is
front-door coupling. For the most of the RF-CBTC that
transmits train control information using the 2.4GHz ISM
band, the wayside antenna is used. If EMP passes through
the wayside antenna, there is a high possibility of
communication interruption and low noise amplifier
module destruction. As a result, in the first case, there is a
high probability that damped sinusoidal or ultra-wide band
sources will be used in EMP attack, and in the second case,
high power microwave sources are likely to be used.
TABLE I. Elements used for threat scenario
#1

Train operation conditions

#2

Distance between each wayside radio unit

#3

Number of access points simultaneously connected to the train

#4

Configuration of radio unit network

#5

Number of on-board antenna
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Abstract—The system-generated electromagnetic pulse
(SGEMP) on a cable inside the chamber of high-power laser
facility is studied. Coaxial cables are essential for the signal
transmission of diagnostic equipment. Strong X-ray pulse
would be generated after a laser shooting and a current
interference caused by cable SGEMP could be observed,
which would be an important source of EMI. The problem
was modeled and solved through a numerical simulation
with the Monte Carlo method and finite-difference timedomain (FDTD) method.
Keywords- high-power laser facility; X-rays; cable
SGEMP; finite-difference time-domain
I.

INTRODUCTION

Researchers have conformed that there is a harsh working
environment for diagnostics applied in high-power laser
facilities[1-2]. Coaxial cables are essential for the signal
transmission of electronic equipment and could be an
important source of EMI, even with good electromagnetic
compatibility (EMC) design. X-rays could penetrate into the
inner conductor to excite or induce a large number of
electrons, resulting in a current response, which is named as
system-generated electromagnetic pulse (SGEMP) response.
The cable SGEMP interference could superimpose on the
real signal and cause severe impact on experiments. After
the laser shooting, strong X-ray pulse would be generated in
the target chamber through secondary reactions. Efforts
have been made to predict the SGEMP during a nuclear
explosion. However, evaluation of cable SGEMP
interference in high-power laser facility is highly needed.
II.

METHODS AND MODEL

A layered cable model was developed to simplify the
complex physical process, as shown in Fig. 1. From inner to
outside, each layer’s radius is respectively 0.1 mm, 0.5 mm,
and 0.7 mm. The Monte Carlo method are used to deal with
the particle transport and calculate the distribution of
deposited charges inside a cable, with the commercial
software MCNP5. The finite-difference time-domain
(FDTD) method is introduced to solve the Maxwell
equations of EM-field on the dielectric layer.

III.

SIMULATION RESULTS

A numerical simulation code was implemented by the
computer with X-rays selected to be 10 keV of average
energy and 4.2 J/cm2 of total fluence, which approximates
the experimental environment of the target chamber, and the
length of cable selected to be 1 cm to save calculation time.
The effects of some physical parameters were studied and a
linear relationship between the cable length and peak
current response was discovered. As shown in Fig. 2, the
typical time-domain waveform of current response excited
by cable SGEMP resembles that of X-rays and the peak
value could reach 0.25 A/m. The simulation results could
provide effective support for the anti-radiation design of
cables in the high-power laser facility.

Figure 1. Illustration of the model.

Figure 2. Waveform of the current response on the conductor.
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Abstract— As of yet no definitive standard for destructive
high-power microwave (HPM) testing of electronic systems
exists and there is a need to investigate different
methodologies. Since destructive testing require the
destruction of potentially expensive systems the aim of such
a methodology should be to extract as much data as possible
from a small number of destructive tests. A twostep method
for rationalizing destructive testing in a reverberating
chamber is proposed. The first step consists of measuring
the coupling of electromagnetic energy into the object, this
step is similar to measuring the absorption cross section of
the system. This information is then used to determine at
what frequency, or frequencies, destructive testing should
be performed. Comparison of coupling measurements and
the energy needed to destroy simple objects as a function of
frequency are presented.
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measured using 15 tags in the chamber, see top plate in
Figure 1. Based on the measured absorption it was decided
to perform high level destructive testing at the first
absorption peak (2.12 GHz) and at the absorption minimum
at 2.30 GHz, see lower plate in Figure 1.

Keywords-High Power Microwaves; HPM; reverberation
chamber; absorption cross section; destructive testing
I.

INTRODUCTION

In destructive High Power Microwave (HPM) testing of
electronic devices it is important to know at what
frequencies electromagnetic energy is coupled in to the
object [1]. This is especially true for non-communicating
systems where so called ‘back-door’ coupling occur not
through the antenna but through cables, connectors or
directly onto the circuit board of the electronic system. For
communicating systems the ‘front-door’ coupling of
electromagnetic energy over a wide frequency band gives
information about the efficiency of out-of-band coupling
relative to in-band coupling. Here we present results from
electromagnetic coupling measurements into simple
electronic objects (RFID-tags) and compare the results from
coupling at different frequencies to the energy density
needed to destroy the object at different frequencies.
II.

EXPERIMENTAL RESULT

To find out at which frequencies the RFID-tags absorb
energy the absorption cross section ratio between 2 and
4 GHz was measured using a reverberation chamber. Since
the absorption of each tag is small the absorption was

Figure 1. Top: total absorption cross section ratio for 15 RFIDtags. Bottom: Energy density needed for destruction of tags as a
function of pulse length at two different frequencies. Marker
indicates median value and errorbars indicate standard deviation.
At 2.30 GHz only one pulse length was tested.

It takes almost three times as much energy to destroy the tag
at an absorption minimum as compared to the energy at
absorption maximum. More complete datasets and
experiments on other simple objects will be presented.
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Abstract—High power electromagnetic pulse is one of
threats inside laser target chamber， which could cause
several effects of diagnostic equipment range from signal
interference, data corruption to hardware damage. In this
paper, a series of EMP experiments was carry out and a
CCD imager system was chosen as vulnerable equipment.
Several malfunction phenomena and a few of destruction
cases were observed. The signal and imagers captured was
processed and analyzed to explore the interference effects
of EMP. The threshold and function relationship of device
damage and image distortion was presented in this paper.
Keywords: CCD imager; high power electromagnetic
field; effect;
I.
INTRODUCTION
Electromagnetic Pulse (EMP) is a known issue for laser
facilities, which could lead to the effects of diagnostic
equipment range from signal interference, data corruption
to hardware damage. However, the harsh environment
inside laser target chamber is far more complicated, which
may include γ-ray, neutrons, metallic debris and other
potential threat. In order to identify the effects caused by
different environment factors, a separated and ideal
experiment is designed to obtain the effects category and
quantity data of imager system under EMP. In this paper,
an experiment of different parts of imager system under
several kinds of EMP sources was depicted. The quantity
analysis of electronic interference and imager distortion
was presented.
II.





III.
EXPERIMENT RESULT AND ANLYSIS
During the HPEM test, lots of malfunction phenomena
and a few of destruction cases were observed. The
destruction cases happen in the test of UWB in which field
strength reaches up to 100 kV/m. The DAQ card kept inside
shielded enclosure was still found burnout. Except for
destruction cases, there are several malfunction and
interference phenomena were observed, which include
recording break, color distortion and row pixel flash. Image
pixel grey level data was processed and at least 30% of pixel
luminance distortion happened at the moment pulse incident.
The minimum threshold of interference effects with
different orientation is about 7 kV/m. the connection of
interference effects and EMP environment describe factors
will be further discussed.

EXPERIMENT SETUP

In this paper, CCD imager was chosen as the typical example of
diagnostic equipment. Consider both the simplification and
integrality, a system constitutes by commercial CCD imager, AV
data line, DAQ card and Image process terminal is build up as
DUT. The incident HPEM field is excited by double-exponential
high-voltage source and broadcasted by UWB(Ultra-wideband)
antennas and GTEM (Gigahertz transverse electromagnetic wave)
cell. Constituent parts of imager system were isolated or settled
together against the incident pulse in different experiment settings
to explore the effect contribution of those parts.



Fig. 1. Experiment setup of GTEM cell. (a) CCD imager was
isolated and undergo radiation of EMP; (b) whole CCD imager
system was undergo radiation of EMP.

Fig. 2. Pixel luminance distortion extract from time domain grey
level analysis.
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Abstract—In Gas-Insulated Switchgear (GIS) substation,
the Transient Enclosure Voltage (TEV) would threaten the
reliability of secondary devices. Studying the propagation
law of TEV can provide reference for the electromagnetic
compatibility assessment of the secondary equipment. This
paper studies the TEV generated by operation of
disconnecting switch in 330kV GIS substation. In order to
obtain the characteristic parameters of the TEV, the TEV
was measured in different position of enclosure. The
results show that the TEV waveforms produced by
different disconnecting switch operation are quite different.
As a whole, the TEV has the characteristics of sharp
steepness, high amplitude, and multiple frequency
components, and its maximum values always appear on the
enclosure of out-line bushing. Therefore, when testing the
Electro Magnetic Compatibility (EMC) of secondary
equipment, it is necessary to consider the influence of the
secondary equipment locations.
Keywords- GIS; TEV; disconnecting switch; waveform
analysis; characteristic parameters
I.

INTRODUCTION

When the Very Fast Transient Overvoltage (VFTO)
coupling to the enclosure of GIS, it would form TEV
which can cause fault to secondary equipment. Although
the secondary equipment has passed the national standards.
the current testing standards for secondary equipment are
not enough to meet the working conditions. Therefore, it is
necessary to study the characteristics of the TEV, which
can provide the basis for EMC testing of the secondary
equipment.
II.

TEST METHODS AND ANALYSIS

A.
Test Methods
The TEV produced by switching operation of no-load bus
were measured. The electrical wiring diagram under this
operation and arrangement of the probe is shown as Figure
1. In the testing process, an earth point at 30 meters away
from the measuring point was chosen as zero potential
reference point.
B.
Waveform Definition
To describe the features of TEV better, this paper defines
the macro pulse and the micro pulse as the characteristic
parameter of the TEV. The macro pulse stands for pulse
group during the whole process of operation, and the micro
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Figure 1. Main electrical scheme and measuring point
distribution of 330 kV substations

pulse is the pulse whose amplitude reaches 20% of the
maximum amplitude.
III.
CONCLUSION
By the measure and analysis of the TEV, we can conclude
that: (1) the macro pulse duration and micro pulse number
can be used to describe the severity of the TEV. The
greater the value is, the more serious the TEV process is.
(2) TEV in different situations has significant difference,
and the most serious TEV is generated by the operation of
disconnecting switch near the outgoing line (3) the
maximum value of TEV always appears on the enclosure
of out-line bushing. The maximum amplitude can reach
5.2kV, the main frequency can reach 67MHZ, and the
maximum frequency can reach over 200MHz.
TABLE I. CHARACTERISTIC PARAMETERS OF TEV
UNDER DIFFERENT CONDITIONS
Macro
Supreme
Micro
Main
Type of
Measuring Maximum pulse
steepness frequency
pulse
measurement
point
peak/kV duration
number/μs /𝐤𝐕 ∙ 𝒖𝒔−𝟏
/MHz
/ms

DS1 closing
operation

A
B

0.8
0.5

128.3
117.0

19
16

64.2
17.1

23
11

DS1 opening
operation

A
B

1.0
0.5

157.0
152.8

18
14

80.4
17.3

24
13

DS3 opening
operation

A

1.8

104.2

32

114.5

15

B

1.2

96.5

26

49.5

11

DS4 closing
operation

A

5.2

160

75

726.7

57

DS4 opening
operation

A

4.9

160

99

697.7

67

REFERENCES
[1] Okabe S, Takami J, Nojima K, “Phenomena of leaking
electromagnetic waves and high frequency surges from isolated
joint of gas insulated switchgear,” IEEE Transaction on
Dielectrics and Electrical Insulation. 2008, 15(4): 1006-1014.

Vulnerability Analysis of Network
Device by IEMI Radiation
III. RESULTS

Chang-su Seo, Chang-Su Huh, Chan Kim, Cheon-Ho Kim
Dept. of Electromagnetic Engneering, INHA Univ.
Nam-gu, Incheon, South Korea
sblueriver10@naver.com , cshuh@inha.ac.kr
Abstract— This study analyzed the Vulnerability of
Network Communication device when IEMI is coupled to
Network System. Ultra Wide Band Generator (180 kV,
700 MHz) was used as the IEMI source. The EUTs are
Switch Hub and Workstation, which are used to configure
the network system. The results of this study can be
applied to the basic data for equipment protection and
effect analysis of intentional electromagnetic interference.

Figure 2. UWB source waveform

Keywords- IEMI, NNEMP, Radiation, Vulnerability
Analysis
I. INTRODUCTION
Figure 3. Coupling current waveform in case of 10 kV/m

Due to the development of the information age, most of the
devices have evolved to construct a network and exchange
large amounts of data. The dependence on the network
system in the information age is increasing more and more.
Such network system equipment may be damaged or
broken by external transient electromagnetic waves, and
may cause malfunctions in receiving undesired signals
from the network connection. Therefore, in this paper, we
analyze the Vulnerability of Network Communication
device when IEMI is coupled to Network System. [1]
II. TEST SETUP

As a result of the experiment, malfunction of network
occurred as the electric field increases. The threshold
electric field value was 10 kV/m for all conditions used in
this experiment. To verify the electrical coupling of the
EUT by IEMI, current sensors were used to measure the
PCB line inside EUT and network line coupling current.
Figure 3 shows the coupling current waveform in case of
UWB 10 kV/m exposure.
Figure 4 shows the coupling current peak values for
equipment ground line (Channel 1), power line (Channel 3)
and network lines (Channel 4) by IEMI. As a result of the
measurement, it can be inferred that when the coupling
current due to IEMI exceeds the threshold value, it flows
through the internal equipment line, causing malfunction
and failure.

Figure 1. EUT Test setup

Figure 1 shows the test setup. It consist of an IEMI source
(UWB Generator, 180 kV, Center frequency 700 MHz), a
EUT (Switch Hub), and a measurement system
(Oscilloscope). IEMI pulses generated by the UWB
Generator are radiated through free space and coupled to
the device. The malfunction of the Switch Hub was
confirmed by monitoring the network connection in real
time.

Figure 4. EUT coupling current by IEMI
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Abstract—This paper presents a high-voltage pulse
generator based on magnetic-core Tesla transformer for
developing MIL-STD-461-E/F/G RS105 test equipment.
The proposed high-voltage pulse generator can generate
double exponential pulse with magnitude from 20kV to
200kV, rise time of 2ns and FWHM of 19ns. Also the
polarity of output pulse is easily reversed through polarity
switching of primary coil in Tesla transformer.
Keywords-EMP; electromagnetic pulse ; high-voltage
pulse generator ; MIL-STD-461-E/F/G RS105
I.

INTRODUCTION

MIL-STD-461-E/F/G provides RS105 test methods for
determining electronic device’s radiated susceptibility to
electromagnetic pulse(EMP). The required electric field of
double exponential waveform, within the test region, is
characterized by a rise time between 1.8ns and 2.8ns, with
the magnitude variability from 5kV/m to 50kV/m and
reversible polarity. The full width half maximum(FWHM)
is fall between 23ns±5ns[1]. The RS105 test equipment
mainly consists of a high-voltage(HV) pulse generator and
a radiation system such as a parallel plate or GTEM cell.
In this paper, a HV pulse generator based on magneticcore Tesla transformer which can easily variable the pulse
voltage and polarity are presented.
II.
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and the magnetic-core. The primary circuit is formed by a
series of a primary winding and a capacitor. The secondary
circuit is also formed by a series of the secondary winding
and a coaxial-type capacitor. The magnetic-core enhance
the magnetic coupling between the primary and the
secondary circuits[2]. The voltage gain of the proposed
Tesla transformer is 1:250. Pulse forming line designed as
coaxial structure for the double exponential pulse shaping.
Experiment results show that the HV pulse generator can
export double exponential plus(+) and minus(-) pulse with
magnitude from 20kV to 200kV, rise time of 2ns and
FWHM of 19ns. The developed HV pulse generator can be
applied for MIL-STD-461 RS105 test equipment.

Figure 2. Photograph of the proposed HV pulse generator

DEVELOPMENT AND RESULTS

The HV pulse generator consists of power supply, HV
generator, pulse forming line and coaxial-to-parallel plate
translator.

Figure 3. Output pulse of the proposed HV pulse generator
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Figure 1. Block Diagram of the proposed HV pulse generator

Power supply convert from 220V AC to 80V~800V DC
using inverter and DC-DC converter. It is supplied to HV
generator. HV generator based on Tesla transformer
consists of a primary LC circuit, a secondary LC circuit,
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Abstract—Electromagnetic pulses generated in the
interaction of a Petawatt laser with a target have been
described theoretically and measured in a series of
experimental campaigns conducted in various laser
facilities. One mitigation method has been identified and
tested at high laser energy.

This simulation chain has been validated on different
experimental campaigns. Magnetic field measurements (Bdot probes) have been compared to numerical results.
Simulations have allowed us to design new target holders
with integrated EMP mitigation devices.
III.

Keywords – EMP, mitigation device, laser experiment.
I.

INTRODUCTION

The interaction of a Petawatt laser with a flat target can
produce intense electric field [1] which may exceed 1
MV/m. Such a field leads to equipment failures, may
damage diagnostics and produce spurious signals in
detectors. The PETAL laser is a Petawatt laser with energy
up to 3 kJ and 0.5 picosecond pulse duration. This laser has
been developed by the CEA, inside the Laser MegaJoule
(LMJ) facility in France. As part of the PETAL project, we
have studied the EMP generation mechanisms. A 3D, multiphysics, simulation chain has been developed. EMP
mitigation devices have also been developed and tested on
different campaigns, in different facilities, at low and high
energy, in order to prepare the first PETAL experiments.

EMP MITIGATION DEVICES AND
EXPERIMENTAL VALIDATION

The new target holders are composed of a glass capillary
with inside resistive gel. One end of this capillary is fixed
to the target and the other end is fixed on a conducting
cylinder surrounded by a magnetic material which operates
as an inductance. The goal of this new holder is to mitigate
the discharge current produced and to limit the generation
of the electromagnetic radiation. These devices have been
tested, first, at low laser energy (0.1 J), and lately, at
higher energy (80 J) on the POPCORN campaign at the
LULI2000 facility. Fig 1 shows the magnetic field
measured during the POPCORN campaign with and
without the EMP mitigation devices. This result validates
the EMP mitigation devices at high energy. The last
qualification step for these new target holders was the first
PETAL campaigns at the end of 2017. Results are still in
progress.

II.
EMP GENERATION MECHANISM AND
DEVELOPMENT OF A 3D SIMULATION CHAIN
A mechanism of the EMP generation has been identified
[2]. An intense laser pulse focused on the target surface
creates a group of energetic electrons that partially escape
and leave a positive charge on the target. A discharge
current is provided by the target holder after the end of the
laser pulse. Then the holder acts as an antenna creating a
strong electromagnetic signal. The proof of concept of this
scheme is a major scientific breakthrough which allowed
us to develop a multi-physics simulation chain.
The simulation is performed in four subsequent steps with
a suite of numerical codes. First, the effect of the laser prepulse on the solid target is simulated with a hydrodynamic
code developed at CEA/DIF. Second, the main laserplasma interaction is simulated with particle-in-cell (PIC)
code developed at CEA/DIF. The electrons are propagated
inside the target by a Monte-Carlo code. Finally the escape
of electrons from the target and their propagation to the
laser chamber is simulated by another PIC code developed
at CEA/CESTA.

Figure 1. Validation of the new target holder at high laser energy.
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Abstract—This
paper
presents
an
Intentional
Electromagnetic Interference (IEMI) detector developed
with cost and performance requirements for the protection
of civilian critical infrastructures (CCI). The developed
sensor is described and assessments for efficient
deployment are presented.

B.
Low cost IEMI detector principle
The principle is based on cheap components coming from
the civilian electronic market associated to measurements
on several frequency channels (Figure 1) [6]. The
prototype tests have shown that requirements are met.

Critical Infrastructure, IEMI, Vulnerability, Detection,
Protection (key words)
I.

INTRODUCTION

Several projects have been funded in order to improve the
security of CCI considering events such as terrorist attacks,
natural events and others. These projects raised the need of
monitoring solutions involving several kinds of sensors
and among them IEMI detectors have been studied [1][2].
Some have also been developed and tested in other
frameworks, such as the TotEMTM and the EMPRIMUS
detectors [3][4]. The approach proposed here is to provide
a compact IEMI sensor with good abilities dedicated to
signal discrimination but at low cost in order to facilitate
wide deployment on CCI.

Figure 1. 4 channel detector example.

Figure 2. 4 channels IEMI detector.

II.

IEMI DETECTION SOLUTION
III.

A.
IEMI detector requirements
An efficient protection system has to raise an appropriate
level of alarms. In the case of IEMI, a wide variety of
aggressions (waveforms, frequencies, repetition rate,
electromagnetic field levels…) have to be considered [5]
and it is also known that the significant growth of
electromagnetic applications in the civilian domain is
feeding a risk of confusion for threat detection purposes. A
balance has thus to be found between having an accurate
electromagnetic measurement device (following Table 1
requirements) and an affordable device as a subpart of a
wider security solution involving numerous sensors.
TABLE I. MAIN TECHNICAL REQUIREMENTS
Parameter

Frequency
Repetition rate
Waveform discrimination
Electric field level
Pulse length

Value /Characteristics

[0.1 – 8]GHz
Monopulse to ~100kHz
UWB, Wide Band, NarrowBand,
bandwidth << 1%
[10 V/m – few 10th kV/m]
1ns to 1 ms

DEPLOYMENT ON CCI

The relevance of the detector and of its deployment has
been studied through numerical and experimental
assessments. Scenarios involving relevant buildings and
IEMI sources have been simulated using FDTD algorithms
and the results are compared and used for establishing
deployment recommendations in terms of number and
locations.
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Abstract— Practical wiring systems typically exhibit
non-straight complicated shapes based on their
environment. Therefore, the effect of wire shapes needs to
be quantified to accurately assess the field-to-wire
coupling and crosstalk in practical wiring systems. In this
work, a hybrid modeling and experimental approach is
employed to quantify the coupling and crosstalk to wires
with a wide variety of shapes. Comparisons to straight
wires are drawn and best/worst case shapes for coupling
and crosstalk are identified.
Keywords-Wires, Electromagnetic coupling,
characteristic mode analysis, shape
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III. CHARACTERISTIC MODE ANALYSIS OF
WIRES WITH ARBITRARY SHAPES
CMA decomposes the total current induced in a wire
into a set of fundamental modes and quantifies the relative
significance of each mode at a specific frequency. CMA of
non-straight wires show that, as the average curvature of
the wire increases, both the bandwidth and the resonance
frequency of the wires change. These CMA analysis will be
used to explain the experimental and computational results
presented in Figure 2.

(a)

I. INTRODUCTION
In practical applications, wires possess a wide variety
of complicated shapes based on their environment.
Therefore, in this work, we experimentally study the fieldto-wire coupling and crosstalk between wires with
complex shapes. We validate these experimental
measurements using full-wave simulations and we
quantify the results using the characteristic mode analysis
(CMA) which decomposes the total response of the wires
in terms of their fundamental modes.

(b)

Parallel

Parabolic

II. EXPERIMENTAL SETUP
Figure 1 shows the experimental setup used to test
the far end coupling in a two-wire system above a metallic
ground plane. The parabolic wires use a rubber band at the
center location to create the nonstraight shape. Due to the
significant size difference between the width of the rubber
band and the length of the wires, the rubber bands effect
on the coupling is negligible.
Figure 2 outlines the results found for the far end
coupling. It can be seen from Figure 2 that even a minor
difference in shape can cause a significant difference in the
coupling. Additional shapes of 2 or more wires were
studied and the results will be presented in the conference.
_____________________________________
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Fig. 1. Physical setup for testing far end electromagnetic coupling
in a 2-wire system for (a) parallel wires and (b) wires arranged in
a parabolic shape by using a rubber at the center of the wires.

Fig. 2. (a) Straight versus parabaolic 2-wire configurations and
(b) corresponding far-end coupling experimentally measured.
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Abstract— A study of the electromagnetic response of
small-unmanned aerial vehicles (sUAVs) is performed
using characteristic mode analysis. Characteristic mode
analysis calculates the fundamental modes that can be
supported by sUAVs facilitating the interpretation of their
electromagnetic response. sUAVs with realistic shapes and
material compositions were studied and the characteristic
modes supported by the structure are quantified over a wide
frequency range.

We also used an Artec EVA 3D scanner to get a better
approximation of the geometry of the UAV as shown in
Figure 3. We will use this geometry to update our
characteristic mode analysis to study the effect of the UAV’s
shape and material composition on the fundamental modes
of the structure. Moreover, wires will be added to the UAV
frame and the electromagnetic coupling to these wires will
be quantified.

Keywords- Characteristic mode analysis; UAV
I.

INTRODUCTION
(a)

Characteristic mode analysis (CMA) has been widely
applied to perfectly conducting bodies for antenna design
and optimizations [1]. The main advantage of CMA is that it
decomposes the total surface currents on the object in terms
of a set of fundamental modes and it provides the relative
significance of each mode at a specific frequency. However,
applying CMA for complex shapes, composed of one or
more dielectric materials, is still under development [2].
Since UAVs are typically composed of a wide range of
dielectric materials and composites, in this work, we are
adapting CMA to UAVs with a wide range of shapes and
material compositions. Calculating the modes of a UAV will
facilitate the prediction of the electromagnetic response of
UAVs.
II. UAV Characteristic Mode Analysis
A simple example of a quadcopter UAV is shown in
Figure 1. It consists of different components with each
component contributing to the overall electromagnetic
response of the structure. However, the frame will dominate
the electromagnetic response of the UAV at low frequencies
since it is the largest component of the structure. Therefore,
as a starting point we will focus on the frame of the UAV.
For the sake of simplicity, the frame will be modeled as two
intersecting bars as shown in Fig.1 (b) where each bar is
assumed to be 0.2 m × 0.028 m × 0.024 m and to be
composed of Teflon. Figure 2 shows the equivalent surface
current distribution of the first three modes of the frame.
Mode 2 is identical to Mode 1 but its currents are rotated by
90°. Mode 3 represents a hybrid mode combining the current
patterns of Mode 1 and Mode 2 and it resonates at a slightly
higher frequency.
__________________________________________
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(b)

(c)

(d)

Figure 1. (a) UAV design, (b) UAV frame, (c) UAV blades, and
(d) UAV transmitting and receiving system.

Figure 2. First 3 modal currents of a Teflon UAV frame.

(a)

(b)

Figure 3. (a) Scanned UAV frame bottom view, (b) scanned
UAV top view.
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III.

Abstract—In realistic Printed Circuit Boards (PCBs),
metallic traces are routed from one end to another, under a
set of multiple constraints, leading to traces with a wide
range of shapes and sizes. The shape of these traces has a
significant impact on the electromagnetic coupling and the
crosstalk between adjacent traces. Therefore, in this work,
we study the effect of shape on the coupling and crosstalk
of PCB metallic traces through an integrated
computational modeling and experimental approach.

Keywords-Electromagnetic coupling, Printed Circuit Boards,
Crosstalk, Coupling, Shape.

I.

INTRODUCTION

RESULTS AND DISCUSSION

Experimental measurements and computational
simulations of all the four configurations in Figure 2 are
performed. The measurement and simulation result show
excellent agreement validating our design, fabrication and
measurement procedure. Future work will focus on
repeating the previous study for realistic PCB schematics,
so that practical shapes can be accurately evaluated. A
systematic variation in the trace shapes and sizes is
currently being performed which will be then tested both
experimentally and through computational measurements.
Also, a new fast method for evaluating Green’s function is
under progress which will be used to speed up the
simulations. Furthermore, characteristic mode analysis
(CMA) will be performed to predict trace shapes that
minimum or maximum the coupling.

The use of PCB in high-frequency applications is
increasing rapidly. Moreover, the congested wireless
spectrum is making PCBs more prone to coupling from
external radiation. In this work, crosstalk and
electromagnetic coupling to PCB traces with various shapes
are studied using both computational simulations and
experimental measurements. The coupling experiments are
performed by exciting the trace ports through coaxial feeds
or through an incident electromagnetic wave. We measure
and simulate both the far end and near end coupling and we
also vary the terminations at the ports of the metallic traces
not connected to the Vector Network Analyzer (VNA).
Finally, conclusions which correlate the shapes of the PCB
metallic traces to the levels of electromagnetic coupling and
crosstalk are drawn
II.

PCB DESIGN

Figure 1 shows both the design and the fabrication of
a PCB with two straight and parallel metallic traces. The
dimensions were selected such that each individual trace
will have a characteristic impedance of 50 Ω matching that
of the ports of the Vector Network Analyzer. Both the
near and far end crosstalk are measured with matched load
or open circuit terminations attached to the ports not
connected to the VNA.
_____________________________________
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Figure 1. (a) Simulated and (b) fabricated PCB with 2 traces. The
substrate used was FR-4 with a relative permittivity of 4.3, substrate
thickness of 1.55 mm, and a copper trace thickness of 35 um.

(a)

(b)

Figure 2. Plots showing a comparison between simulation and
experimental data for far end coupling for (a) matched load and (b)
open circuit terminations at the ports not connected to the VNA.
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Abstract—This paper discusses the design standards used
and the testing performed on facility signal filters for use
in HEMP and IEMI protection. Such signal filters include
filters for control wiring, telephone, fire detection, and
even data. While the design and testing of signal filters for
EMC is similar to that of filters for HEMP/IEMI there are
other tests designed to confirm the performance of signal
filters for HEMP/IEMI protection. We begin by noting the
design and safety standards used for validation of
HEMP/IEMI filters.
We will then review various
standards that can confirm a filter’s attenuation to
conducted and radiated threats. This includes a filter’s
insertion loss performance and its radiated shielding
characteristics when attached to an RF shield. A discussion
on how Pulsed Current Injection (PCI) testing is done to
confirm HEMP performance will follow and a brief
statement on IEMI performance testing.
I.

DESIGN AND SAFETY STANDARDS

A.
Design and Test Parameters
In the United States, the de facto standard for guiding the
design of signal filters is found in MIL-PRF-15733 as it
provides the basic performance standards to evaluate
filters. Everything from how much voltage can the filter
withstand to the pull force that terminals can withstand.
There are special considerations for signal filters for their
design into HEMP protected areas. This has to do with the
expected HEMP performance and the bandpass of the
filter.
B.
Safety Testing
Signal filters should be tested for safety, but the scope of
standards for safety like UL1283, do not include signal
filters. So one must turn to other standards such as IEC
60939 and MIL-PRF-15733 for guidance. Safety testing
encompasses such items as DC Dielectric withstand (or HiPot testing), Insulation Resistance, Temperature Rise,
Capacitance Discharge (or Bleeder resistance check), and
Life test. In some cases, these tests are to be performed as
a validation of design and in other cases, the test is made
on 100 % of manufactured products. For example, since
Life tests are destructive tests, these are performed
typically by a third party on production first articles. As
long as production models do not deviate from the first
article construction, the test results are considered valid for
all subsequent articles produced of that model.
II.

PERFORMANCE STANDARDS

A.
Insertion Loss
To confirm a filter’s conducted attenuation manufacturers
typically use MIL-STD-220. It is worth noting that there

are other commercial standards available such as CISPR
17 and IEEE 1560. These were written in order to address
the perceived shortcomings of the MIL-STD-220 method.
Insertion loss testing can be used to indirectly assess a
filter’s attenuation to conducted IEMI. While practical, it
may not be accurate. RF Injection may be more accurate,
but typically not practical or done at the factory. A typical
test setup for Insertion Loss is shown in figure 1. The
measurement of insertion loss is typically a production test.

Figure 1. Typical test set up for Insertion Loss testing
B.
PCI Testing
For confirmation of HEMP performance, we briefly
examine the requirements for signal filters found in MILSTD-188-125 and commercial standard IEC 6100-4-24.
Some design challenges will be pointed out for data filters.
The military standard is only concerned with HEMP and
not with IEMI. Pulsed Current Injection testing is used to
verify HEMP performance and signal filters should be
tested for their response during a simulated HEMP event
using a double exponential waveform as shown in figure 2.
Most of these tests are done as a filter design verification
or as an acceptance test in an installation, typically by a
third party.

Figure 2. PCI testing waveform
C.
Shielding Performance Testing
A shielding effectiveness test can be used to indirectly
assess a filter’s ability to reduce radiated HEMP/IEMI into
a protected area. This test can be performed when the filter
is attached to a shield and can be accomplished with well
known standards such as MIL-STD-285 or IEEE 299.
Other international standards such as IEC 61000-5-10 and
IEC 61000-4-36 also provide methods for evaluating
immunity to the IEMI threat.
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Abstract—This paper discusses the variability of results
when doing Pulsed Current Injection (PCI) testing of
HEMP/IEMI power filters. Proliferation of pulse testing
equipment manufacturers and testing laboratories have
made it necessary to investigate whether all field testing is
being done in the same way. There is some evidence that
suggests that field tests can vary and these may be the
result of test setup, equipment used, or other causes. This
paper presents data on some of the actual field conditions
that were investigated as possible causes for variability of
results. While the testing presented here was done in the
laboratory, the intent was to simulate actual conditions in
the field. These field conditions include variables such as
different lengths of cable, varying pulse amplitudes and
pulse widths that could cause PCI residual results to vary
between tests and testing laboratories. We investigate if
testing standards provide the necessary guidance to insure
repeatability of results. What follows is an overview of the
findings observed when high amperage filters were PCI
tested to E1 and there was some variability in the test
results.
I.

PCI TESTING STANDARDS

A.
IEC 61000-4-24
Since most pulsers are difficult to control, especially when
it comes to the critical values of peak amplitude and width.
These must be given within certain practical parameters.
The critical parameters to test with are given in this
standard as follows: rise time, peak amplitude, etc. Table 1
presents this as indicated in IEC 61000-4-24. It will be
noted that most of the parameters do indicate a tolerance.

Table 1. Parameter and tolerance for E1 test waveform.
In Appendix A of this standard, it was investigated how
these parameters were affected by the variation of the size
and the length of test cables. But the standard does not
speak of residual variations given by changes in cable test
lengths. It was noted that changes in the length of resistor
load wire does not have a significant impact on residuals.
B.
MIL-STD-188-125
E1 testing according to this standard does not indicate a
tolerance for the peak amplitude of the pulse as can be seen
in table 2. Higher rise times seem to produce higher
residuals and neither standard addresses a minimum rise
time, only a maximum. Results with varying rise times

will be presented.

Table 2.
II.

PCI FIELD TESTING

A.
Cable Length and Testing Waveform
In the IEC standard it is recommend that the test cable be
as short and thick as possible. The MIL standard makes no
such recommendation. It is up to the testers actually doing
the field testing how to interpret what they must do. In the
testing that was performed, the practical length of the cable
was much longer than the one used on the IEC study. In
fact this is simply too short for what the typical conditions
are in the field. So we set out to investigate what the
residuals would be and how the test waveform would be
affected by three different lengths of cable. In the field as
in the lab, a series of calibration shots are done. Figure 1
shows how these are typically done. This same cable then
is used to perform the tests.

Figure 1. Typical test set up for calibration
B.
Other Factors Affecting Results
It was also investigated how much the MOV threshold
voltage affects the residuals.
MOV’s are commercially
available and while their threshold voltage falls within
certain limits, these vary according to the manufacturer and
are not adjustable. The main concern here is that MOV’s
with higher threshold voltages do produce higher residuals.
A variation of the resistive loads use for acceptance testing
can also give different residual results. And thus the
recommendation is that these should also have a tolerance.
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dielectric constant of air is 1.00058, and the vacuum
dielectric constant is
, the relative
capacitance of a gas gap can be calculated as:

III.
Abstract—In an effort to protect the transmission system
from lightning, many types of arresters are used along
transmission lines, paralleled with insulators usually.
Regarding the protecting capability of an insulator,
together with its tolerance ability of voltage, the arresters
could be designed with gaps, and designed to discharge
when lightning happens. Electric field concentration
happens before a discharge occurs, and in other words, it is
one of the causes of flashover or discharges. This paper
aims at study the electric field distribution of an arrester
with gap before discharges happen.

A.

SECURITY COMPUTATION

Finite Element Method

Finite Element Method is a numerical solution of
differential equation based on weighted residual method
Law. In order to build the differential equations of the
arrester model, mesh subdivision should be carried out.
The mesh here is selected as free triangular mesh,
considering the original shape of arrester devices.


B.

Numerical Results

Keywords-arrester; discharge; electric field; frequency
I.

INTRODUCTION

The insulator installed between the conductor and the
transmission tower is designed to avoid the short circuit
between them, which works well when the voltage of
conductor doesn’t exceed the amplitude of temporary overvoltage and switching over-voltage. That is to say, the
insulation parameters of a insulator are high enough to
prevent temporary over-voltage and switching overvoltage., especially in transmission systems lower then
330kV[1]. In consequence, to protect insulators from
lightning damage by means of leading lightning current
flow through itself is what an arrester should ensure. But
one disadvantage appears that the residual voltage of an
arrester after a lightning current flow through it might
cause damage to the device paralleled with it. Therefore
arrester with a series gap is designed to avoid that situation.

The field distribution before discharge is computed based
on the possible discharging voltage. For instance, the
discharging voltage of a 35kV gapped arrester under
power frequency is suggested no less than 82kV, referring
to JB/T 10497-2005 Polymeric Housed Metal Oxide Surge
Arresters with Series Gap for AC Electric Power
Transmission Line. Under this voltage the most severe
electric field concentration on electrodes occurs at high
voltage end, on the corner of the electrode, while the most
severe electric field concentration on polymeric material
occurs also at high voltage end, on the tip of the first shed.
For detail value, Table 1 is available showing the accurate
results.

TABLE I.

ELECTRICAL FIELD BEFORE DISCHARGE
Location

II.

Electrode

PARAMETER CALCULATION

A.
Maximum Power Frequency Phase Voltage
First, let the rated operating voltage of a transmission
system is
, then the possible temporary over-voltage
might reach 1.15 times rated voltage. Furthermore, for
phase voltage the maximum power frequency phase
voltage
could reach:

B.
Internal Gas Gap capacitance
Considering that the gas gap is like cylinder, which means
the electric field between these two electrodes is slightly
uneven field, the capacitance could be approximately
calculated as a plate capacitance. Since the relative

Maximum
field
strength/(k
V/cm)

22.14

Silicone Shed

Insulation Rod

Epoxy Tube

18.72

8.61

5.79
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Abstract—This paper presents the characteristics of a
common mode current for a two-wire transmission line
crossing a rectangular aperture in an infinite ground
backplane. The transmission line has a different length.
The finite difference time domain (FDTD) method is used
to determine the characteristics of the common mode
current as a parameter with the transmission line spacing
and additional wire length. Comparisons with common
mode current measurements were also made to verify the
numerical calculations.
Keywords-component; unbalanced transmission line;
common mode current; backplane)
I.

INTRODUCTION

Modern electrical and electronic systems incorporate a
large number of digital devices packaged in separate units
interconnected by cables[1]-[2]. The EMI radiation
resulting from magnetic-field coupling along the wires. In
this paper, the characteristics of common mode currents at
the end of the transmission lines were calculated by the
FDTD method. To verify the theoretical analysis, the
calculated common mode currents are compared with
experiments.
II.
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Figure2. Frequency characteristics of common mode currents as a
parameter of the transmission line spacing.

As shown in Fig. 3, the amplitude of the common mode
current increases with increasing the transmission line
spacing increases.
III.

CONCLUSIONS

This paper analyzed the characteristics of common mode
currents of the unbalanced transmission line crossing
through a rectangular aperture in the backplane. It was
shown that when the transmission line spacing increases
the common mode current also increases. The transmission
line spacing affects the strength of the increase in the
common mode current than additional length of the
transmission lines.

THEORETICAL ANALYSIS

Fig. 1 illustrates a coordinate system of two unbalanced
transmission lines surrounded by the infinite ground plane.

Figure 1. Unbalanced transmission lines crossing a rectangular
aperture in an infinite backplane.
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Abstract—Using the finite-difference time-domain method
(FDTD) combined with the transmission line (TL) theory,
we calculate voltages induced on a coaxial cable whose
metallic sheath is grounded at two grounding structures
when a lightning impulse current is injected into the
grounding grid, and compare the calculated results with
measured results for validation purpose.

Coaxial cable

Ring earth
electrode
Coaxial cable
Height: 0.5 m
Type: 3D-2V
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Coaxial cable

Grounding grid

Keywords-grounding structures; control cables;
lightning; induced voltages; FDTD method
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Grounding grid

I.

INTRODUCTION

Pulse generator
Current-injection wire

Shielded control cables are used for suppressing
induced voltages due to lightning surges in low-voltage
control circuits in power stations and substations, and, in
some cases, shielded control cables are placed over some
grounding structures which are connected to one another
by grounding wires. When the metallic sheaths of the
control cables are grounded at both ends, lightning currents
flow into the metallic sheaths and the currents may induce
voltages on the control cables. Consequently, it is
important to evaluate the effectiveness of grounding the
metallic sheaths of cables for reducing induced voltages.
II.

CALCULATED AND MEASURED RESULTS
Fig. 1 shows a configuration of a grounding grid and
a ring earth electrode which are connected to each other by
a grounding wire. The ring earth electrode has a deep earth
electrode with a length of 65 m. A coaxial cable (3D-2V)
to simulate a control cable is placed over the grounding
grid and earth electrode, and its metallic sheath is
grounded at both ends. Injecting a lightning impulse
current with a pulse generator, we measured the ground
potential rises (GPRs) of the grounding grid, the current
flowing through the metallic sheath of the cable, and the
voltage induced on the cable. Note that the GPRs were
measured in the absence of the coaxial cable. FDTD-based
surge simulations are performed using a surge simulation
code VSTL REV (Virtual Surge Test Lab. Restructured
and Extended Version) developed by CRIEPI (Central
Research Institute of Electric Power Industry) [1]. In this
code, a coaxial cable is represented using the technique on
the basis of the combination of the FDTD method and TL
theory to take into account the effect of the surface transfer
impedance [2]. Fig. 2 shows the calculated and measured
results of the current injected into the grounding grid, the

Current injection point

Height: 0.5 m
Cross section: 2 mm2

Matching resistance

Figure 1. Configuration of grounding structures with a cable

(a) Injected current

(b) Ground potential rise

(c) Sheath current
(d) Induced voltage
Figure 2. Calculated and measured results.

GPR of the grounding grid at position A, the current
flowing through the metallic sheath of the cable at position
B, and the voltage induced on the cable at position B.
From these results, we confirmed that the calculated results
agree well with the measured results.
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Abstract—The Random Coupling Model (RCM) provides
a statistical model of calculating the electromagnetic (EM)
coupling in a complex enclosure. The Finite Element
Method (FEM) is a widely used computational method to
solve EM problems for complicated structures. In this
work, a combination of the RCM with the FEM is shown
that requires meshing only for a small region of a quasi 2D
cavity while the rest can be predicted by the RCM.
Keywords- Random Coupling Model; Finite Element
Method; Quasi 2D Cavity; Statistical Electromagnetics
I.

INTRODUCTION

The Random Coupling Model (RCM) is a method for
making statistical predictions of induced voltages and
currents for objects and components contained in
complicated (ray-chaotic) over-moded enclosures and
subjected to RF fields. On the other hand, the Finite
Element Method (FEM) is a widely used computational
method that solves the wave equations numerically. We
show a combination of the two methods where we consider
an aperture backed by a wave chaotic cavity. The FEM
gridding is usually required for the entire geometry. But in
this work, we show that one can grid the region close to
the aperture while rest of the cavity can be modeled by the
RCM.
II.
PROBLEM SETUP
A.

Setup of The Geometry
We model a quasi 2D cavity with an aperture. This is
done in the commercial software HFSS. Perfectly Matched
Layers (PMLs) are placed on one side of the aperture,
while on the other side the boundary is treated as a port
and the fields are represented in modes.
B.

Aim of the Simulation
We want to determine numerically the power through
the aperture. We would like to do this without simulating
the entire cavity, only the aperture. The influence of the
cavity will be described by the RCM. In particular, the
scattering matrix relating the modes on the cavity side of

the aperture will be simulated by the RCM.

A.

III.
Equations

METHODOLGY

We excite the cavity side of the aperture with each of
the 25 modes and record the far field patterns at the PML.
We then use these profiles and the principle of reciprocity
to find the current on the port for an incident plane wave
from outside the cavity and find the admittance matrix on
the aperture side of the port. We then use an RCM matrix
to model the other side of the port and determine the fields
on the port for various incident waves
>
<
𝑖𝑛𝑐
𝐼𝑚
(𝐤 𝑖 ) = ∑(𝑌𝑚𝑚
′ + 𝑌𝑚𝑚′ ) 𝑉𝑚′

(1)

𝑚′

Once we have these fields, we can calculate the power
seen at the receiving port by
1
𝑃 = 𝑅𝑒{𝑉 ∗ 𝑌 > 𝑉}
(2)
2
B.
Figures
Results of Power entering cavity: We solve (2)
10,000 times with different realizations of the port
admittance and make a histogram plot. The results are
displayed in Fig. 1.

Figure 1. Histogram plot for power coupling to the aperture.
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Abstract—This study proposes a method intended to
remotely detect and analyze the effect induced by a HPEM
attack on a transmitter. Instead of analyzing the transmitter
targeted by the attack, we propose to modify the receiver
to monitor in real-time
correction coefficients of
compensation blocks, already present in most of the
receivers.
Keywords-HPEM, RF coupling, detection, IQ modulation,
polyglot signals.
I.

INTRODUCTION

The effects of high power electromagnetic (HPEM) signals
on radio frequency (RF) transmitters have been widely
studied. Some of the effects observed on local oscillators
could lead to small modifications of the carrier
characteristics, resulting in a so-called polyglot signal [1].
In this study, we propose an approach allowing for the
remote detection of HPEM attacks against RF emitters’
front-ends by monitoring well-chosen observables at the
reception level. The main outcome is the possibility of
detecting an EM attack at the reception stage while the
attack is made against the transmission equipment by
analyzing the transmitted signal.
II.
EFFECTS OF HPEM ON LOCAL
OSCILLATORS OF RF TRANSMITTERS
RF mixers are a key part of a transmitter because they
transpose baseband IQ signals around a carrier frequency.
This reference carrier frequency is generated by one or two
local oscillators, depending on the transmitter architecture.
In [3, 4], it has been shown that, for some types of local
oscillators, radiofrequency interferences could generate
phase (Fig. 1) or frequency shifts of the output signal,
which are limited to the exposure duration. Therefore, in
some specific cases, the effects on the emitted signal can
be viewed as polyglot signals.
III.

PROPOSED DETECTION TECHNIQUE

In this paper, we propose to apply the methodology
presented in [2], which has been shown as efficient to
detect polyglot signals, to remotely detect the effect of an
HPEM attack by monitoring the correction parameters at
the reception level. All receivers have several correction
blocks which are generally applied blindly, only the
corrected output being of interest.

Figure 1: Expected emitted symbols (red) and during the
perturbation of LOs (blue)

A specifically designed receiver could be able to detect
abnormal behavior of the transmitter by the
instrumentation of these well-known correction blocks.
Interestingly, the method presented here could allow for
detecting perturbations on transmitters by analyzing the
signals at the receiver. Therefore, the detection can be
performed without suffering from perturbations local to the
attacked area. Besides, a set of transmitters can then be
viewed as a sensor network, enabling the identification of
the attacker’s source position. During the presentation, the
theoretical analysis and simulation results will be exposed
and the benefits and limitations of the approach will be
discussed.
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Abstract—In this study, a software instrumentation of a
UAV has been performed in order to ease the detection of
the effects induced by RF pulses on the target and
determine potential neutralization strategies. As outcomes,
several effects have been observed which could be
combined for neutralizing the target or taking control of its
flight path.

which are seen as the front-door coupling interfaces: a
2.4 GHz Wi-Fi link, a proprietary 5.8 GHz OFDM link and
a GPS receiver. When possible, the received signal power,
the signal to noise ratio, the transmission rate and the error
rate have been monitored. Besides, UAVs possess a lot of
sensors gathering data towards a flight controller in charge
of positioning and controlling the motors of the propellers.
All these actions occur over a serial communication bus
which we eavesdropped in order to access raw and derived
measurements as well as actuator commands.

Keywords—UAV, IEMI, HPEM, susceptibility,
neutralization
I.

INTRODUCTION

Unmanned aerial vehicles (UAVs) have been subject to a
recent widespread in sectors ranging from military and
industrial applications to civilian entertainment. This
situation has brought to focus on the susceptibility of
UAVs to high power radio frequency (RF) pulses, both for
neutralization and hardening purposes. Several studies
were devoted to the analysis of the susceptibility of
electronic devices, including UAVs [1-3]. However, a fine
grain analysis of the local hardware effects and their
propagation to the software layer still remains a challenge.
We propose in this study to show how EM experts can
benefit from Information Security methodologies to unlock
targets and enable to detect direct effects (front-door and
back-door) as well as cascading effects (from hardware to
software failures).

IV.

OUTCOMES

This study demonstrates the validity of the approach
from [4] on UAVs and highlights the difficulty of
analyzing closed systems. Several observables have shown
to be pretty reactive to RF pulses. Along with the expected
perturbations of the front-door coupling interfaces,
interesting phenomena occurred on components in charge
of the in-flight self-stabilization and positioning of the
UAV. During the presentation, the different steps that lead
to an unrestricted access to the target will be explained.
The instrumented software interfaces will be introduced.
Finally, the test results from high power electromagnetic
(HPEM) attacks against the targeted UAV will be
presented, showing promising strategies for a logical layer
neutralization of UAVs by a smart use of HPEM.
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II.

ASSESSING SYSTEM LEVEL EFFECTS

An interesting approach has been proposed in [4], which
consists in identifying software observables and
monitoring them with custom software during parasitic
exposure. As a result, the software level symptoms can be
analyzed and the effects on critical processes can be
inferred. However, this approach can be difficult to apply
on a closed system. In order to gain a full access on the
target and to be able to run monitoring software, a
hardware and software security analysis has been
performed.
III.

SOFTWARE OBSERVABLES

The target possesses several RF communication interfaces
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Abstract—In order to study susceptibility of a computer
network by using an Electrical Fast Transient/Burst
(EFT/B) test method, we composed a simple computer
network and tested it experimentally. The test setup
consisted of two hubs, three Unshielded Twisted Pair
(UTP) cables, and two desktop Personal Computers (PCs).
By using a ping utility at the PC1, states of network
signal transmission were monitored during the EFT/B
generator’s execution time. A Capacitive Coupling
Clamp (CCC) was introduced to wrap the UTP cable
between hub1 and hub2, as described in the international
standard IEC 61000-4-4. Pulsed current coupled by the
CCC was picked up by using high-frequency current
sensors and recorded by an oscilloscope. For the test, 1
kV, 2 kV, 4 kV, 6 kV, and 7 kV of the EFT/B generator’s
open voltages were arbitrarily selected. At the 4 kV and
6 kV of the open voltages, coupled peak current on the
UTP wire reached 2.8 A and 4 A, respectively, and
network data losses were displayed but not for all the test
shots. Moreover, there was no data loss at 7 kV even
though lower voltages did induce data losses. The
probable reason for these results is that the EFT/B was
not effectively synchronized with the moments when the
pings were sent and received in the Ethernet system.
Keywords-electrical fast transient; burst; network hub;
conducted susceptibility
I.

INTRODUCTION

EFT/B test method is widely used for Electromagnetic
Compatibility
tests
and
spreads
to Intentional
Electromagnetic
Interference
(IEMI)
Conducted
Susceptibility (CS) test area. This paper describes EFT/B
test and results for a simple network including network
hubs with UTP cables and PCs.
II.

EXPERIMENTAL SETUP

Figure 1 shows the block diagram of the experimental
setup. The CCC was driven by the Haefely PEFT8010
EFT/B generator. Then length of each UTP cable is 10
meters. The signals traveled along PC1 - hub1 - hub2 PC2, and returned through the round-trip path so that they
can be monitored by the PC1. The current, shown

Figure 1. Test Setup Block Diagram.

in Figure 2, was measured at three points; the +3.3 V DC
power line inside the hub1, the ground line inside the
hub1, and the first wire among the eight wires of UTP
cable just behind the hub1 connector.
III.

TEST and RESULTS

TABLE I. EFT/B Gen.’s Spike and Burst Selections
Selections

Spike
Frequency
[kHz]

Burst
Duration
[ms]

Burst
Period
[ms]

Execution
Time
[s]

Num. of
Total
Spikes

{a}

0.001

0.01

1000

10

10

{b}

0.01

100

1000

10

100

{c}

0.1

500

1000

10

500

{d}

5

15

300

10

2500

TABLE II. Measured Current Peak vs. EFT/B Gen. Voltages
EFT/B Gen.
Open voltage

i+

iG

1 kV

16 mA

40 mA

700 mA

2 kV

30 mA

90 mA

1500 mA

4 kV

70 mA

180 mA

2800 mA

6 kV

110 mA

290 mA

4000 mA

7 kV

130 mA

310 mA

4000 mA

i U1

TABLE III. Responses
Data

EFT/B
Gen.
Open
Voltage

Spike
and
Burst
Selection

- no loss

1 kV

{a}-{d}

-

2 kV

{c}-{d}

-

4 kV

{c}

-

{d}

√
-

4 kV
6 kV
7 kV

{d}

√ loss

{d}

√
-

{d}

-

{d}

-

{d}

Figure 2. Measured Current of
Selection {d} at 6 kV
(i+ : 50 mA/div,
iG : 200 mA/div,
iU1: 2000 mA/div,
Time: 100 ns/div).
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Abstract— “3D printing” or “Additive Manufacturing”
has been used to construct a cylindrical Periodic
Surface Lattice (PSL) quickly, efficiently and relatively
inexpensively. Millimeter wave output of 130 ± 30 kW
was measured at a frequency of ~80 GHz. Further
experiments are in progress using an upgraded system.

structures [11] may stimulate further development of 3D printing.

Keywords- 3D printing; additive manufacturing; periodic
surface lattice; high power microwaves; millimeter waves
I.

INTRODUCTION

Two-dimensional PSLs have been used successfully in
high power microwave sources for several years [1-5].
The present work aims to achieve higher microwave
output powers efficiently by using a 2D cylindrical
periodic surface lattice to couple 4 waves (a forward and
backward wave along the axis of the cylinder and a
clockwise and anti-clockwise azimuthal wave). This
controls the transverse modes which can interact with the
electron beam in an oversized interaction space [6-9].
Successful 3D printing of metamaterial microwave
structures has been reported by French and Shiffler [10].
II.

EXPERIMENT

A cylindrical former was 3D printed in wax and used as a
mold into which molten silver (92.5%) chromium (7.5%)
alloy was cast. The metallic PSL had 16 axial 1.6mm
periods and 7 azimuthal periods. After characterization
using a millimeter wave VNA, the PSL beam-wave
interaction structure was used in the microwave source
shown in Fig. 1. An 80 kV, 4 mm outer diameter electron
beam was guided through the 7.2 mm inner diameter PSL
interaction region using an 18 mm bore 1.8 T solenoid.
III.

RESULTS

Mode pattern diagnostics and cut-off filters have been used
in initial measurements of the millimeter wave output of 130 ± 30
kW at a frequency of ~80 GHz. Advances in new metamaterial
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Figure 1 Photograph of 2D PSL high power mm-wave source
showing the Blumlein pulser, diode, output horn and window.
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Abstract—This paper presents the analysis of cross
correlation to radar cross section and cross radar cross
section of several Colombian Improvised Explosives
Devices models.
Keywords – Cross Correlation, Improvised explosives
devices, Radar Cross Section, UWB Radar
I.

The RCS measurements were processed and a set of
common features, leading to identification was extracted.
Fig. 1 shows the behavior of the cross correlation for theta
and in Fig. 2 shows the behavior of the cross correlation for
frequency of the IED # 1 and IED #2. Now we will getting
behavior for all IED used and thus we will get the typical
features for these specific models of IEDs.

INTRODUCTION

A long time in Colombia the illegals groups in Colombia
used Improvised Explosives Devices (IEDs), this devices
are manufactured using artisanal, non-standardized methods
of construction, and additionally the IEDs have low metal
content and are variable in shape and size. With these
characteristics, some methods have limit effectiveness.
In [1] 22 IEDs was experimentally measured and
characterized in frequency domain. In [2] the authors of this
paper presented one method for measuring the characteristic
response of IEDs in time domain.
In this paper we will analyze the same set of devices in order
to get more information leading to the generation of a
classification algorithm.
II.

Figure 1. Behavior Cross correlation of RCS for IED # 1
with IED # 2.

EXPERIMENTAL SETUP

The RCS was measured using a computer-controlled Msequence, polarimetric, MiMo radar platform. One dualpolarized Vivaldi antennas, working at lower GHz range,
were mounted on tripods. One of the antennas was used as
polarimetric transmitter and used as receiver. The IED under
test were mounted on a turntable support in front of the
antennas.
The calibration of the system was performed measuring the
RCS of a metal corner reflector, a plate and a cylinder.
These objects have a known Radar Cross Section (RCS).
5 IEDs were tested in this experiment. The devices were
placed on top of a styrofoam turntable in vertical and
horizontal positions. The test was performed outdoor.
Each specific model of IED was illuminated with two
polarizations, at two orientations. Cross and co polarized
backscattering was measured at the receiving antennas. This
means that for each IED 4 datasets were measured.

Figure 2. IED 1 and IED 2 used for this test.
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Abstract— Research progress during recent years at
the University of Strathclyde in microwave source
development is presented. The main research themes
include fast-wave gyro-devices with particular
emphasis on gyro-TWAs and gyro-BWOs, novel
Cherenkov mm-wave sources and pseudospark-driven
sub-THz sources The research has included theoretical
work, with the majority of the research having involved
laboratory experiments and numerical simulations.
Keywords-gyro-TWA; gyro-BWO; Cherenkov sources;
millimeter wave sources; pseudospark-driven sources
I. INTRODUCTION
The University of Strathclyde has been engaged in
research in high power microwaves for over 40 years
although it is more recent progress that is reported here.
II.

GYRO-DEVICES

Most of our research on gyro-devices has involved helical
waveguide interaction structures [1-4]. This interest began
in the 1990’s when the early experiments were in the 10
GHz frequency range, whereas our more recent
experiments have been in the 90 to 100 GHz range. The
applications for these mm-wave amplifiers include DNPNMR, cloud radar and communications.
III. CHERENKOV DEVICES
One of the aims of the research on Cherenkov sources is to
retain reasonably high output power levels as the
frequency increases. Traditionally Cherenkov sources
have followed the trend that as the frequency increases and
the wavelength decreases the interaction structures shrink
to retain low order mode operation and the power handling
capacity decreases as a result. Novel methods of selecting
and driving modes in highly overmoded structures have
been explored. [5-7] Mode coupling to form an unique
eigenvalue is a promising method able to achieve efficient
excitation of a single high power mode in an overmoded
structure. An alternative to high power microwave sources
is to use pulse compression of lower power sources [8].
IV.

PSEUDOSPARK-DRIVEN SOURCES

Pseudosparks have been known since at least the 1970’s
and have been developed for several applications including
______________________________________
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switching. Our interest in pseudosparks [9,10] is related to
their ability to emit intense high brightness electron beams.
It has been found that by optimizing the pseudospark
geometrical configuration and by employing micro
collimating apertures, micro electron beams can be
produced that are ideal for driving small structures suitable
for creating sub-THz sources [11]. A W-band (75-110
GHz) Extended Interaction Oscillator (EIO) millimeter
wave source was designed and constructed to operate in
the 2π mode. With a 35 kV discharge voltage, the EIO
successfully produced 20 ns pulses of W-band radiation, in
agreement with 3D Particle-in-Cell (PiC) simulations.
With beam currents, in the 1A to 10A range, the efficiency
of the measured 200W output pulses is, at present, less
than 1%. In this experiment the pseudospark was operated
at low pulse repetition frequencies (PRFs), however
pseudosparks are capable of PRFs up to a few kHz. This
low cost, compact, portable source, that does not need an
applied magnetic field, has potential for producing 20 ns
pulses of W-band, 200 W radiation, at kHz PRFs.
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Abstract—This paper introduces a method to determine the
coupling of high power microwave (HPM) signals into
shielded cables based on the finite element method (FEM).
The cables are considered to be exposed to pulses with randomly distributed parameters.
I.
INTRODUCTION
To harden a device against backdoor coupling, e.g., in the
context of intentional electromagnetic interference (IEMI)
by HPM-signals [1], it is important to know how signals
couple into electric cables. Hence, the purpose of this work
is to identify the coupling of HPM-pulses into shielded cables by simulation. The goal is to determine the probability
distribution of failure for single components. To this end,
the following equations for the magnetic vector potential 𝐴
𝜕𝐴
−𝜅 ( + ∇𝜑) ,
1
𝜕𝑡
(1)
∇× ∇×𝐴 =
𝜕2𝐴
𝜕𝜑
𝜇
−𝜀 ( 2 + ∇ ) ,
𝜕𝑡
𝜕𝑡
{
with the Coulomb-Gauge and the electric scalar potential 𝜑
∇ ∙ 𝐴 = 0,

∆𝜑 = 0

III.
DISCUSSION
The proposed methods are well suited to determine failure
probabilities of individual components. While the Monte
Carlo method converges stochastically with 𝒪(𝑁 −1/2 ),
𝑁 → ∞, where 𝑁 is the number of model evaluations, we
can show that the second method converges faster. Additionally, the experiments need not be repeated, since the pdf
converges deterministically. This reduces the computational
cost significantly. It is planned to implement techniques
based on polynomial chaos expansion [6, 7], which should
lead to faster computations in the context of a linear partial
differential equation.

(2)

are solved. Here, 𝜇 is the material’s permeability, 𝜀 its permittivity, and 𝜅 its specific conductivity. The first part of (1)
is the eddy current equation, which is valid inside the cable.
The lower part is used outside the cable. As long as no currents are imprinted in the cables, the electric scalar potential
can be set to zero. With this formulation, even ferromagnetic shields can be computed. These equations are numerically solved for pulsed waves with randomly distributed parameters incident on the considered cable.
II.
METHOD
Discretization
The spatial domain is discretized using an edge-based
FEM [2], which ensures tangential continuity between discretized elements and divergence free cell interiors. This
part is implemented using the software package oFEM [3],
an implementation of the FEM in MATLAB. The resulting
system of ordinary differential equations is then discretized
using the Newmark-beta method [4], yielding a fully discretized time stepping scheme.
A.

Stochastic methods
The random HPM-pulses are parameterized by quantities describing their shape, amplitude, and direction. The
multivariate joint probability density function (pdf) of these
parameters is assumed to be known at least approximately.
The resulting distribution of the induced current is determined by two different methods. First a Monte Carlo [5]
simulation is applied to determine a reference by a wellknown and established method. The second method aims at
solving the problem deterministically. Here, the parameter
space is partitioned with the help of a mesh, and for each
simplex of the mesh the probability that a parameter combination belongs to it is computed. Finally, the FEM is solved
for every grid point as input parameter to determine the domains of the interesting quantity corresponding to each cell
in the parameter space.
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Abstract— QinetiQ are developing a radiated Mesoband
and Hyperband immunity test generator in order to comply
with emerging standardized test methods. This paper
provides an update on the development of the test
generator and gives an update on development of relevant
standards.
Keywords-component; HPEM, IEMI and EMC
I.

Figure 1 shows the QinetiQ PULSR Mesoband and
Hyperband immunity test generator within a SemiAnechoic Chamber.

INTRODUCTION

Mil-Std 464C specifies narrowband and wideband
High Power Microwave (HPM) environments [1]. NATO
AECTP Leaflet 257 is in development and will soon
publish a High Power Radio Frequency (HPRF)
Environment [2]. The International Electrotechnical
Commission (IEC) Sub Committee (SC) 77C has
published an Intentional Electromagnetic Interference
(IEMI) environment [3] and is working on the
development of Mesoband and Hyperband immunity test
methods [4].
A way to simulate Mesoband and Hyperband
radiated environments is required to enable immunity
testing. The test generator must provide a consistent and
repeatable environment in order to minimize test
uncertainties. Additionally, a range of environments and
parameters are required to be tested.
II.

Additionally it is important to use as methods close
to extant EMC type immunity test methods as possible so
that the testing can be cost effective.

DISCUSSION

Full scale simulators, capable of producing intense
(10’s kV/m) environments are available and have been
summarized within a compendium [5]. However, often
these sources cannot offer a wide variety of threat
environments in one location, and they tend to have a
limited parameter range (fixed frequency, pulse widths
etc.). Practicalities mean that tests can be expensive to
carry out and the repeatability of these very high power
sources is questionable.
For a given HPRF/IEMI immunity test it is not necessary
to ‘test to effect’ and therefore the immunity test level can
be much lower than the effect level. Ideally testing should
be capable of being accommodated within standard EMC
chambers for equipment tests at least. The reduced range
(test source to equipment under test distance) and lower Efield magnitude requirement means that a different
approach can be taken for the specification of the
immunity test simulator.
______________________________________

Figure 1. QinetiQ PULSR Hyperband and Mesoband immunity
test generator

This paper will discuss;




Derivation and definition of test levels and other
waveform parameters;
Definition of the test environment and test set-up;
Aspects of the QinetiQ PULSR immunity test
generator
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Abstract— This paper provides an update on
standardization in the fields of High Altitude
Electromagnetic Pulse (HEMP) and Intentional
Electromagnetic Interference (IEMI) phenomena. In recent
years standards pertaining to High Power Electromagnetic
(HPEM) environments, protection design and test methods
have become increasingly important. This paper will
provide an update on some recent developments in HPEM
standards.
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B.

IEMI Test Methods
Generating the IEMI test environment is often a
significant challenge but the IEC has provided a report
which acts as a directory of HPEM simulators [5].
Work is currently underway in IEC SC 77C to
produce a test method specifically for mesoband and
hyperband type disturbances [6].

Keywords-component; HPEM, IEMI and HEMP
I.

INTRODUCTION

Work on the improvement of standardization for
HPEM phenomena is becoming increasingly important as
society begins to recognize how heavily it relies on
electronics-based technologies. Indeed legislators in the
US have begun to recognize the threat from HPEM
environments [1] and require infrastructure providers to
take action to address it. HPEM standards have been
developed to provide consistent and often simplified
guidance pertaining to three key areas: environment
definition; immunity test methods; and protection design.
This paper will highlight some recent developments
in these areas of HPEM standardization with particular
reference to the work of the International Electrotechnical
Commission (IEC) Sub-Committee 77C [2].
II.
A.

DISCUSSION

IEC SC 77C Scope of Work
The Scope of Work of IEC SC 77C is presently under
review as there is interest in including information on
Geomagnetically Induced Current (GIC) environments and
protection.
GIC is produced by intense solar activity and some
types of geomagnetic disturbance are similar to the E3
component of HEMP. A formal definition of the GIC
environment is required and it is anticipated that this could
be included in a new edition of IEC 61000-2-10.
Figure 1 shows an estimation of regions of observed
geomagnetic field disturbance conditions (delta B) in
March 1989 over the northern hemisphere [3]. The GIC
produced by this storm caused collapse of the electricity
grid in Quebec province, Canada.
______________________________________

Figure 1. Estimate of one geomagnetic storm-produced
disturbances during 1989.

C.

HEMP and IEMI Protection Specification
Recently a guide to the application of HEMP and
IEMI protection for a new build or an existing facility has
been developed [7]. The paper will provide details of this
and other important new developments in HPEM
standardization.
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Abstract—In this paper we report on an experiment in
which we show that the focusing property of time reversal
holds when the scattering medium in the time-reversed
phase deviates moderately from the medium in the directtime phase.
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I.

INTRODUCTION

Time reversal has been proven to be a powerful technique
to focus electromagnetic waves in complex and
heterogeneous media (e.g., [1]). The focusing process using
TR consists of two steps: (i) a diverging signal originated
by a source (and distorted by propagation in an
inhomogeneous medium) is captured by receivers, and (ii)
the captured time-domain signals are time-reversed and
synchronously back-injected through the same medium. As
a result, the back-propagated signals are refocused to the
initial source point.
Note that in typical applications of TR, the backpropagation medium should be strictly identical to the direct
time medium. However, this may not be the case in some
applications such as medical care or aerial communication,
where changes in the medium are inevitable. Also, when
locating faults in power networks, since the location of the
transverse branch representing the fault is unknown,
multiple simulation runs are needed to locate the fault.
Consequently, recent research work has been devoted to
examine the TR refocusing property when there is a
mismatch between the media considered in steps (i) and (ii)
described above. Liu et al. [2] designed an experimental
setup consisting of a number of movable dielectric rods and
used it to experimentally study the focusing property of
electromagnetic time reversal (EMTR) in a highly scattering
environment and, in particular, when the medium changes
in the forward and backward phases. The refocusing quality
was examined in controlled mismatched media by precisely
shifting the dielectric rod setup in the backward phase.
In this paper, we report on an experiment inspired by the
work of Liu et al. [2] carried out in the EMC Laboratory of
the Amir Kabir University of Technology to study the

EMTR focusing property in a scattering medium in which
moderate lumped changes are applied in the time-reversed
phase.
II.

EXPERIMENT AND RESULTS

Two double-ridged horn antennas separated by a distance of
30 cm were used as emitting and receiving antennas.
Twenty plexiglass dielectric rods (1-m long and 1-cm in
diameter) were placed between the two antennas and they
were fixed at their two extremities to two pieces of
expanded polystyrene. The distance between every two
adjacent rods was 6.5 cm. The antennas produce verticallypolarized electric fields. The measurements were obtained
in the frequency domain (7-18 GHz) using a vector network
analyzer (Rohde & Schwartz – ZVK).
Unlike previous studies, the type of mismatch we
considered in this study corresponds to lumped changes.
Namely, we assessed the TR focusing property when one or
two of the rods were removed from the medium in the
backward stage. For each considered configuration
(matched and mismatched media), we measured the transfer
functions using the VNA. The focusing property of the TR
method was then evaluated using as an input a Gaussian
pulse with a carrier frequency of 12.5 GHz.
It was found that, despite the mismatch between the directtime and reverse-time phases, the method is able to focus
the field back to its source.
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Abstract— Time reversal has been recently applied to the
problem of fault location in power networks. In this paper
we report on three experiments aimed at validating the use
of time reversal to locate faults in power networks.
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I.

INTRODUCTION

Recently, Electromagnetic Time Reversal (EMTR) has been
successfully applied to the problem of fault location in
power grids [1].
The efficiency of the EMTR method to locate faults in
power networks has been assessed through extensive
numerical simulations [1] and also through experimental
measurements obtained using reduced-scale laboratory
experiments and full-scale distribution networks.
In this paper, we will present a summary of three
experiments aiming at validating EMTR and assessing its
performance as a means to locate faults in power networks.
II.

EXPERIMENTS AND RESULTS

A. Reduced-Scale Experiment [2]
A reduced-scale experimental test was carried out in the
EPFL laboratories using a network formed by standard RG58 and RG-59 coaxial cables. The faults were generated at
an arbitrary point of the cable network using a high-speed
MOSFET. The fault-originated transients were measured by
means of a 12-bit oscilloscope. The time-reversed transient
waveforms were generated by using a 16-bit arbitrary
waveform generator operating at the same sampling
frequency adopted to record the fault-originated waveforms.
For the reversed-time, the current at each guessed fault
location as measured by using a current probe.
B. Full-Scale Unenergized Distribution Line [3]
In November 2016, a field experiment was performed on
an unenergized three-phase distribution line in Shanxi
Province, China. The transmission-line system considered
in the field experiment was a 677-m long, 10-kV doublecircuit overhead power distribution line. To emulate a
disturbance injection, a voltage pulse generator was

connected between one of the phases of the overhead line
and the ground at a tower located 68 m away from the origin
of the line. The disturbance-originated transients were
recorded at the left line end by means of broadband current
monitors. The measured transients were time reversed and
back injected numerically into an EMTP-RV simulation
model of the studied system.
C. Full-Scale Distribution Network
In Summer 2017, a pilot test was performed on a
distribution network operated by Groupe E electrical
utilities in Western Switzerland. The tested network is a
primary distribution feeder connecting two distribution
substations located at Cressier and Kerzers, Switzerland.
The network consists of an 11.9-km long double-circuit
lines operating at 18/60 kV and multiple 18-kV three-phase
laterals branching from the main feeder. The branched lines
are either overhead lines, underground cables, or mixed,
with lengths ranging from tens of meters to a few
kilometers. The fault-originated electromagnetic transients
were recorded in one substation using broadband voltage
sensors. A 24-kV ABBTM medium voltage switchgear was
used to initiate a phase-to-ground short-circuit at an
arbitrary location along one of the laterals.
D. Results
In all three experiments, the fault locations were found with
excellent accuracy using the EMTR method.
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Abstract—This paper discusses two problems related to
the measurement of residuals when doing Pulsed Current
Testing (PCI) according to MIL-STD-188-125. The first
discusses the superfluous requirement for residual
measurements during E1 verification testing. The second
discusses the requirement of 10 Amps or less of residual
current during acceptance testing, regardless of the
intended system’s voltage or current rating. A typical
measurement of residuals is done on power filters, as these
are common Points Of Entry (POE) for a HEMP shielded
facility. The standard, however, not only requires that the
connected and protected equipment suffer no damage or
outage, but that residuals should also be measured. These
must be the same as in acceptance. This paper argues that
measuring residuals during verification as a pass/fail
criteria is unnecessary and misleading. Furthermore, the
standard does not identify the voltage or current ratings
under which the residual limits are valid and thus it is
assumed are valid for all system ratings. This is clearly
misleading, misapplied, and costly. Rather than looking at
a specific residual current, the standard should set a related
criteria for assuring the survival of a system to a HEMP
event without incurring unnecessary costs.
I.

VERIFICATION TESTING

A.
The first PCI test done is acceptance, which
consists of pulsing the protection filters to a prescribed
waveform, risetime, FWHM, and amplitude. Presumably
the idea in the standard is to identify the residuals with the
filters installed (along with the SE testing) to ensure the
protected area or building is reasonably secured against
EMP. After the installation has been declared as passing
acceptance, testing for verification can proceed. This is
done with power and equipment on and with loads
connected and energized. The test is supposed to simulate
an actual EMP into the facility. Acceptance testing is done
with prescribed resistive loads and no power. Acceptance
testing does not account for any type of reactive or nonlinear load in the system. It is a simple baseline to see
what the filter will do and make note of the residuals. But
consider the difference in a verification test. The filters are
now fully powered and connected to completely unknown
loads. Filter manufacturers, have no idea what source or
load impedances the filters are going to see once installed
in a system. These loads could be inductive, capacitive, or
non-linear. While the people doing the verification testing
may know what the loads are, commercially available
filters are not typically designed for any specific
application. It is simply not practical to design filters
around changing loads. It can be shown, both by empirical
evidence and analysis that residuals will change depending

on the source or load impedance in which a filter is
installed. This should not be surprising as any change in
the characteristic load or source impedance will affect the
filter performance and thus also the PCI performance. If a
system has been tested for verification and survived, it
should not be failed for exceeding residuals. If the intent
of the test is to show that the system would survive, then
having a residual’s pass/fail criteria for verification is
irrelevant and it only adds cost and confusion to an
installation by trying to perform at a level that is not
necessary.

II.

SYSTEM RATINGS

A.
In Table B-III of MIL-STD-188-125 the peak
current residual for the commercial power line test is < 10
Amps. There is no consideration as to whether one is
testing a 100 Amp or a 1200 Amp filter. Nor is there any
consideration to the system voltage as some systems may
operate at 120/208 VAC, others at 277/480 VAC or even at
much higher voltages of 2400/4160 VAC. For the smaller
100 Amp filter, a 10 Amp residual is 10% of the normal
operating current, while for a 1200 Amp filter the residual
is ~0.8%. The purpose of the residual current value is to
ensure that any signals penetrating inside the shielded
building do not perturb the electronics operating inside.
However, current cannot be forced into a load without a
voltage present. Hence, the resulting voltage transient
developed across the load should be considered, since it is
this voltage transient that can cause damage to equipment.
In order to do this, consideration of the system voltage is
necessary. Defining current residuals without regard to the
voltage system level or filter current rating does not seem
to provide a consistent method for determining adequate
system protection. A more consistent and practical method
would be to measure the voltage residuals at the load and
set a percentage tolerance according to the voltage system
in use. Current residuals could still be used, but this would
require a conversion back to the corresponding voltage
developed across the test load and then apply the limits.
At the very least, those involved should understand that
adhering to residuals without regard to system rating could
be misleading and costly.
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Abstract— Resistive sensors for WRD250 and WRD750
double ridged waveguides were developed. The flat
frequency response of the sensors was sacrificed in order to
be able to measure short high power microwave pulses but
still maintain wide operating frequency band. Using the
developed sensors HPM pulses covering frequency ranges
2.6 – 7.8 GHz and 7.5 – 18 GHz can be directly measured.
Keywords- resistive sensor; high power microwaves, short
pulses.
I.

INTRODUCTION

The resistive sensor (RS) is a device based on the
electron heating effect in semiconductors. It found
applications for high power microwave (HPM) pulse
measurements [1]. Some advantages of the RS can be
mentioned when comparing it with a semiconductor diode,
which is also sometimes used for HPM pulse measurement.
The RS measures HPM pulses directly, is overload resistant,
and demonstrates perfect long-term stability [1]. The
frequency band these sensors can be used in is limited only
by the waveguide in which they are mounted. In order to
measure HPM pulses over a wide frequency range, a few
RSs mounted in rectangular waveguide should be used.
In this study, a RS mounted in double ridged WRD250
and WRD750 waveguides was investigated. The RS is made
of two sensing elements that are separated from each other.
On the top of them there is a dielectric concentrator [2] (ref.
to Figure 1). This configuration was chosen since it allowed
us to use smaller sensing elements, thus allowing to reduce
VSWR of the whole sensor.
II.

RESPONSE TIME

In our previous paper [2] we presented resistive
sensors implemented in WRD840 and WRD250
waveguides. With these sensors it is possible to measure
HPM pulses in the frequency ranges 0.84 – 2.0 GHz and 2.6
– 7.8 GHz, respectively, for WRD840 and WRD250
waveguides. Parameters of the sensing elements of these
sensors were chosen in such a way that the frequency
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Figure 1. Resistive sensor for WRD750 waveguide.
response of the sensor shall be as flat as possible.
Traditionally, the sensitivity of the RSs is written
down as a its relative resistance change in a microwave
electric field ∆R/R divided by a power pulse P of a HPM
pulse:

𝜁𝜁 =

∆𝑅𝑅
/𝑃𝑃
𝑅𝑅

.

(1)

The sensitivity variation of the previously designed
sensors [2] was less than ± 10% for WRD840 and ± 15% for
WRD250 sensors. Unfortunately, the resistance of the
sensing elements was rather high (roughly 1000 Ω) and the
designed sensors are of little use for the measurement of
short (a few tens of ns) duration HPM pulses. In order to
measure ultra-short HPM pulses the total resistance of the
sensing elements should match the impedance of the
measurement circuit. There is no other solution to fulfill this
condition than to sacrifice the flatness of the frequency
response of the sensor. The sensitivity variation of newly
designed WRD250 and WRD750 sensors, applicable for the
measurement of short HPM pulses, can be as large as 1.8
times within a frequency pass band range.
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Abstract—Modern glass windows were investigated both
experimentally and theoretically to find maximum and
minimum values of microwave transmission at WiFi
frequencies. The possibility to optimize transmission of
microwave radiation of the windows by changing only their
longitudinal dimensions was investigated. Resonance
phenomena has been confirmed by experimental
investigations.
Keywords-microwave propagation, shielding effectiveness,
Fabry-Perot resonance, modern glass windows.
I.

INTRODUCTION

State of the art multiple pane windows uses highperformance heat reflective glass. This glass is usually flat
sheet of soda–lime–silicate glass covered with a several
layers of metal and metal oxide those form tens of
nanometers thickness conductive layer. This thin and
transparent to a visible light coating effectively reflects far
infrared radiation. It was realized that the metal coating
reflects not only infrared radiation but it also influences
propagation of electromagnetic waves in microwave
frequency range [1] and affects performance of mobile
phones, telecommunication and Wi-Fi devices in an urban
environment. One of the possible solutions to increase
microwave transmission is to use frequency selective
surfaces (FSS) [2]. To use FSS a part of conductive layer
should be removed to form the particular geometric pattern,
which acts as a band pass filter at desirable frequencies.
Therefore, the realization of the FSS is rather complicated
and needs additional technological equipment during the
manufacture of modern window panes. Since the resonance
phenomena is tightly connected with the thickness of
glasses and the gap between them, here we propose to
optimize transmission of microwave radiation by changing
only the longitudinal parameters of modern glass windows.
II.
SHIELDING EFFECTIVENESS
Measurements of reflected and transmitted waves by
the metalized glass and multiple window panes have been
performed in a frequency range 2.6-12.5 GHz in an
anechoic chamber. Measured transmittance is expressed as
a shielding effectiveness (SE):
𝑃𝑃

𝑆𝑆𝑆𝑆 = 10 ∙ 𝑙𝑙𝑙𝑙𝑙𝑙 �𝑃𝑃𝑡𝑡 �
𝑓𝑓

(1)

Figure 1. Shielding effectiveness of double window panes with
one metalized glass, where “m” denotes metalized surface.

where Pt and Pf is the power transmitted through the
window and falling on it, respectively.
Calculation results together with experimentally
measured data are shown in Figure 1. Three numbers in the
legend denote a thickness of the first glass, air gap and the
second glass, respectively. Letter “m” denotes a surface, on
which metallization is deposited, ε stands for relative
dielectric constant, and σ denotes surface conductivity of
the metallization. It is seen that by changing the longitudinal
parameters of the window pane only, one can get the
maximum and minimum shielding effectiveness at 7 GHz.
The interval of the SE roughly 20 dB was measured
experimentally. We formulate conditions at which
maximum or minimum of the SE can be shifted to the
desirable frequency.
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Abstract—The Random Coupling Model (RCM) has been
shown to successfully predict the statistical properties of
linear wave chaotic cavities in the highly over-moded
regime [1]. It is of interest to extend the RCM to strongly
nonlinear systems.
Nonlinearity manifests as harmonic generation, amplitude
dependent responses, etc. We have recently studied the
statistics of harmonics by adding an active frequency
multiplier to the ¼-bowtie microwave billiard [2]. To
create amplitude dependent responses, we have introduced
different sources of nonlinearity into the billiards.
Observing nonlinearity usually requires that we be in the
high amplitude regime, hence a high power vector network
analyzer (VNA) is implemented to measure the Sparameters up to ~+40 dBm.
In this talk, we show the results of the nonlinear Sparameters in two nonlinear systems. One system is a
diode-loaded ¼-bowtie microwave cavity where the diode
acts as point nonlinearity in a wave chaotic system. By
attaching a diode to the excitation port, we observed the
statistics of the impedance change substantially with the
excitation power as shown in Fig 1. We also find that the
short orbits [3] between the port and a nearby wall are
strongly modified. Other un-expected changes are also
observed. We found that many of these changes are due to
the fact that the admittance of the diode changes with the
excitation power. The nonlinear diode competes with the
cavity admittance, substantially altering the response of the
system. By implementing the lossy port model extension
of the RCM [4], the results are well explained by the
changing radiation efficiency of the diode-loaded port.
This configuration may have potential application in
protecting electronic circuits from high power
electromagnetic interference (EMI).
Another source of nonlinearity in microwave billiards is
the nonlinear surface impedance 𝑍 = 𝑅 + 𝑖𝑋 of a material
on the interior surface of the cavity. In particular we
consider nonlinear superconducting materials coating the
walls of a cavity. A cut-circle quasi-2D microwave cavity,
which is made of Pb-plated copper, can present nonlinear
boundary conditions at temperatures T < TC, where TC =
7.2 K. We have previously characterized the linear
response properties of this extremely low loss system
(𝛼 = 0.02) at 6.6 K using an in-situ broadband cryogenic

calibration technique [5]. Now by putting the cavity in a
dilution refrigerator, the base temperature reaches 500 mK,
allowing us to enter a strongly nonlinear regime. The
power dependent S-parameters show that the cavity has a
mainly resistive nonlinear response. The quality factor, Q,
of many of the modes decreases as input power increases.
Applying RCM, we find that the impedance statistics also
change with power. The results of this analysis may give
insight into the statistical properties of generic nonlinear
systems.
Furthermore, as a complement to the nonlinear resistive
superconducting billiard, we are also proposing an
experiment on a TiN-coated Si wafer cut-circle billiard,
where the TiN superconducting films are reported to have
a dominant nonlinear reactive response. We will report on
the first measurements of this novel nonlinear system.
Keywords: electromagnetic interference, statistical
electromagnetics, Random Coupling Model, wave chaos,
nonlinear resonators

Figure 1.Statistics of RCM-normalized impedance 𝜉 in a diode
loaded bowtie for different excitation powers.
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Abstract—In this report, the dependence of performances
of the UWB combined antenna on its 3-D dimensions is
investigated so as to minimize the size of the combined
antenna. It indicates that operating process of the antenna
can be divided into two phase: energy transmitted from the
feeding point to the aperture by the TEM horn structure;
energy radiated to the free space from the aperture. At the
first phase, it is the effect of the impedance taper that
determined the passband and the effect is related to length
and aperture impedance of the antenna; and at the second
phase, the height of the aperture is the main factor.
Therefore, the 3-D dimensions of the combined antenna
can be appropriately adjusted to make the antenna more
compact. Then, a novel non-cubic combined antenna is
designed. Compared with the traditional cubic antenna, the
aperture area of the novel antenna is half, whereas the
intensity of the radiating field only decreases by 5%. It
means that the novel design can make the combined
antenna more compact.
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Fig. 1. S11 parameters of antennas with different heights

Although aperture impedance is larger, the working
band of the higher one is broader.
C.

Time domain performance

Three antennas with L×W×H= 16 cm×15cm ×15 cm,
18 cm×7.5cm ×15 cm, 18cm ×6 cm×18 cm (numbered as I,
II, III ) are compared. The lower cut-off frequency is 377
MHz, 382 MHz, 361 MHz, respectively, and the radiating
field with a developed excitation is shown in Fig. 2.
1.5

Keywords-combined antenna; UWB; compact;
INTRODUCTION

Basic combined antenna is usually designed in cubic
shape so as to make the half-power beam width in E-plane
and H-plane of the antenna the same. However, to improve
the effective potential gain within certain aperture area is
also very important to make compact UWB antennas. And
this report is focused on the compact design of the
combined antenna.
II.
A.

DESIGN OF THE COMPACT ANTENNA
The energy transmission process

Performances of the transmission process is
determined by the structure of the TEM horn which acts as
the transmission line. The Klopfenstein taper is adopted,
whose passband depends on the length and the difference
of impedance. As for the combined antenna, the length
should be long enough, and the aperture impedance should
be small. The aperture impedance is determined by the
ratio of the width and height, so the aperture should be
wide enough. However, the influence of these two factors
is not so significant.
B.

The radiation process

Height of the aperture can make big difference on the
radiation process of the antenna. Two antennas with the
same length and width (L×W= 20 cm × 6 cm), but different
heights (H=18, 24 cm) are compared as is shown in Fig. 1.
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Fig. 2. E-fields of antennas with different dimensions

The aperture area of Antenna II is half that of the
cubic Antenna I, but E-filed only decreases by 5%, which
can be considered as compact design. The designed
antenna is shown as Fig. 3. Oscillations in the late time
fields are caused by the radiation of back and forth
reflection of low frequency-components in the current loop.
Magnetic
dipole

TEM
Horn

Fig. 3. Picture of the designed combined antenna
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Abstract—A wireless E-field detector is designed for
locating radiation source, based on FPGA technology. It has
three main advantages, concluded as high-speed data
acquisition, real-time remote data transmission, and
accurate synchronization of both time and location. Hence,
it can detect and locate radiation source characterized by
tens of nanosecond pulse width. The maximum sampling
rate of the detector is 2Gsps and the data transmission rate
is 120k bits/s, with the location error less than 2.5m and the
timing error less than 20ns.
Keywords: location; radiation source; FPGA; data
transmission; synchronization
I.

INTRODUCTION

In the research of lightning, partial discharge and
IEMI source location, radiated electromagnetic field
measurement is needed both in time and space[1]. Traditional
location system has some disadvantages, such as inaccurate
synchronization or limited measurement area [2]. Therefore,
a new kind of location system is needed. Nowadays, the
upgrade of electronic devices promotes the development of
high-speed data communication and time synchronization [3],
so based on which, the detector in this paper is designed.
II.

SYSTEM DESIGN

A.

Design Principle
The schematic of the detector is shown in Figure. 1. It
has three functions, including signal digitization and storage
without external communication lines, data transmission
with connection of remote server, accurate synchronization
of time and location. The picture of the detector and its highspeed PCB is shown in Figure. 2.

can be received by electrically small monopole antenna. To
record the complete signal, a broad-band analog signal
conditioning circuit is designed, composed of an operational
amplifier and a differential amplifier. A 8-bit 2Gsps ADC
chip is selected to accomplish the analog-to-digital
conversion. A high-speed FPGA is selected as the CPU. The
analog bandwidth is 500MHz and sample rate is up to 2Gsps.
C.
Data Transmission
A wireless communication chip is installed in the
detector. By using LTE Fourth-generation mobile
communication technology, the detector could fulfill remote
data transmission with TCP/IP protocol, of which the rate is
120k bits/s. In addition, a bluetooth module is installed in
the detector as an alternative.
D.
Time and Location Synchronization
A GPS chip is used to synchronize time and location,
with the location error less than 2.5m and timing error less
than 20ns. This module could output a pulse signal with
frequency of 1Hz, which would be acquired and processed
by FPGA to realize time synchronization accurately.
Ⅲ.

EXPERIMENT VERIFICATION

In order to test the performance of the detector, we set
up an experiment platform based on impulse source and
radiation antenna, which can produce nanosecond EM pulse
radiation. Three detectors are placed in different location
near the antenna. After measuring the radiated signal, the
detectors send data and synchronization message to remote
server, which will be processed by algorithm to estimate the
source location and assess the location accuracy. The picture
of the testing experiment is shown in Figure. 3.
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Figure 3. Picture of the testing experiment
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Figure 1. Schematic of the detector

Figure 2. Picture of the detector and its high-speed PCB

B.

Signal Acquirement
The transient E-field is usually a broadband signal and
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Abstract—In this paper, a low-frequency-compensated
symmetric TEM horn antenna is proposed to simulate
HEMP. The performance in time and frequency domain
near the aperture is in accord with HEMP standard.
Keywords: low-frequency-compensated; horn antenna;
HEMP simulator
Figure 2. Simulation Model of the Antenna

A.

Time domain performance
The typical waveform of electromagnetic field near
the aperture is shown in Figure 3 and Figure 4. Rise time is
2.0 ns, and pulse width is 28.0 ns. The waveform parameters
of electric field on the boresight are shown in Table I. The
test volume is within the range of -0.3~-0.1 m, while the
dimension of antenna is 1 m× 0.5 m× 1 m.
Magnitude of Ez (kV/m)

I.
INTRODUCTION
Since last five decades, many large HEMP simulators
were built to simulate the HEMP threat and test the
vulnerability of electronic system. For ground facilities or
systems immovable, a transportable HEMP simulation
system is necessary. A portable simulator based on the lowfrequency-compensated horn antenna is designed. The
performance in time and frequency domain exhibits well.
II.

DESIGN OF SYMMETRIC HORN ANTENNA
The TEM horn antenna is often used to radiate fast
electromagnetic transients. Since it is capacitive in low
frequency and approximately open-circuited when
frequency approaches zero, it is not available to radiate
HEMP which contains abundant low frequency components.
Matched resistive impedance is loaded at termination
of horn antenna. The magnetic dipole formed by a current
loop along the terminating route on the back of antenna
could radiate at the same direction of electric dipole, so that
low frequency performance is compensated.
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Figure 1. Topology of Low-Frequency-Compensated Antenna

When m and p meets m / p  c , electromagnetic
field would be transverse. Primary components Eθ and Hφ
are enhanced on the boresight in +z direction and null in –z
direction, where wave impedance equals to one in vacuum.

B.

Frequency domain performance
The spectrum of the electric field near the aperture is
shown in Figure 5. Comparing with theoretical spectrum of
HEMP, the fluctuation is not significant.
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Ⅲ.
PERFORMANCE OF THE ANTENNA
The electromagnetic environment near the aperture of
horn antenna is simulated and measured to validate the
design of simulator. The comparison with an asymmetric
TEM horn antenna is done.

Figure 5. Spectrum of Electric Field near the Aperture and
Theoretical Spectrum of HEMP
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Abstract— In standards related to PCI tests, the pulse
generator is well characterized while coupling method is not
unspecified. To study the response in circuit under test and
effect of DUT, four different coupling techniques are
modeled and compared in this paper.
Keywords: coupling technique; coupler; PCI; HEMP
I.

200Ω
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Device

INTRODUCTION

Pulsed current injection test was firstly applied in
MIL-STD-188-125 Appendix B, which is a test method for
measuring performance of a device under test (DUT)
against pulsed current caused by HEMP.
The pulse generator used in PCI tests (short pulse) is
characterized with a short-circuit current with a double
exponential waveform with peak current up to 5 kA, rise
time no longer than 20 ns, and pulse width from 500 ns to
550 ns, while source impedance is at least 60 Ω.
The coupling method is not specified in MIL-STD188-125 except that introduction of a coupler must not
interfere with normal circuit operation. Further research on
waveform of the circuit under test, response and effect are
still needed to be developed. In this paper, four types of
coupling techniques of PCI test are modeled and analyzed.
II.

shown in Figure 1. A current equalization structure is shown
in Figure 2. Using such a structure, a resistive coupling
network is designed, which can inject pulse currents into a
device with 1 to 4 ports.

DIRECT COUPLING TECHNIQUE

The direct coupling technique connects the output of
pulse generators directly to the DUT. Typically, a resistive
coupler includes 60 Ω resistors and non-linear components
such as varistors and GDT, which is often used to isolate the
circuit under test and pulse generator. The rated voltage of
varistors and the DC breakdown voltage of GDT shall be
higher than the operating voltage of circuit under test.
The parameters of metal oxide varistors (MOV) are
usually tested under DC, AC, 8/20 μs pulse and etc.
According to experiment results, the switching voltage V0 of
MOV under pulse with rise time 20 ns is observably higher
than V1mA, and linearly related to V1mA. However, V0 is
usually not tested or offered by manufacturers.

Figure 2. 4-port Coupler with Current Equalization Structure

Figure 3. Resistive Coupling Network

Ⅲ.

INDIRECT COUPLING TECHNIQUE

Inductive coupling technique based on magnetic cores
can be applied without interrupting the cable bundle to test.
Unlike a current injection clamp for BCI test, an inductive
coupler is much larger and heavier since the magnetic core
is more likely to be saturated. Due to the big size and
frequency characteristics of the magnetic core, inductive
couplers usually perform under 30 MHz. The introduction
of inductance also leads to a slower rise time.
Capacitive coupling technique is often used in wireto-ground tests. Some capacitive couplers can be combined
with decoupling components to isolate the DUT and
external loads. However, capacitive decoupler behaves like
a low pass filter which is not compatible with signal
integrity.
Crosstalk coupling technique is often applied as a long
transmission line placed in parallel to a nearby cable. This
technique is introduced in [3]. One advantage of this
coupling technique is its ability to modify the coupling
factor. Low coupling efficiency at low frequency and need
of ports for long cables limits the use of the coupler.

U1mA= 480V
U1mA= 490V
U1mA= 500V
U1mA= 510V

(a)

(b)

Figure 1. Injected Current via MOV with Different V1mA (a) With
No Current Equalization Structure. (b) With the Structure

Difference in V0 or V1mA due to the manufacturing
process will lead to distortion and disequilibrium of the
injected current when several ports are injected at once, as
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Abstract. We advance here a constructive Lagrangian
field theory of an electron beam interacting with a slowwave structure represented by possibly non-uniform multitransmission line. The electron beam is represented by
multi-stream electron flow. The developed analytical
theory accounts for a number of electron plasma
phenomena including electron-to-electron repulsion
(debunching), convective instabilities, amplifying waves
and more. As to potential applications such as high power
microwave devices, the theory allows to identify sources
of the system convective instability (exponential growth),
and to evaluate the energy transfer rate to the
electromagnetic radiation. In particular, the theory points
to the debunching as a source of unstable backward phase
velocity modes as well its combination with multi-stream
features as a source of unstable multi-stream forward
phase velocity modes which are almost non-dispersive.
Keywords: Traveling wave tube, microwave, electron
beam, plasma, Lagrangian
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Abstract—The University of New Mexico (UNM)
together with its consortium partners has been
investigating the use of metamaterial slow wave structures
(MTMSWSs) for high power microwave (HPM)
generation
(http://ece-research.unm.edu/FY12MURI/).
During the course of this over 5-year project we have
learned many new things and this presentation will
summarize the highlights of lessons learned.
Keywords-HPM, high power microwaves, metamaterial
slow wave structures, dispersion engineering
I. INTRODUCTION
UNM has been studying dispersion engineering using
double negative (DNG) MTMSWSs to develop novel
sources of HPM generation. Whereas the overall goal of
this project has been to develop a new class of HPM
amplifiers, the work to-date has focused exclusively on
oscillators. As part of this effort the UNM group has made
key advances in understanding DNG MTMSWSs. This
presentation reviews the highlights of these advances.
II. OVERVIEW OF KEY ADVANCES
A. HPM Generation
The UNM Group has demonstrated the generation of 100
MW in L-band (1.43 GHz) using a MTMSWS. This is the
highest power generated to-date from a DNG SWS
recorded [1]. The SWS is a biperiodic array of split ring
resonators (SRRs) that provides negative permeability 𝜇.
Insertion of this structure into a below-cutoff cylindrical
waveguide provides negative permittivity 𝜀. The DNG
behavior was verified in HFSS simulations and
experimental cold tests.
B. Similarity between DNG MTMSWS and Conventional
Periodic Structure with Deep Corrugations
During the course of this research program it was realized
that conventional periodic structures with corrugation
depths beyond a critical value display properties originally
thought to only be attributed to metamaterial structures,
such as negative dispersion in the first passband [2]. It
was also observed that negative dispersion went hand-inhand with the appearance of a hybrid mode as the lowest
order mode. This was later investigated in detail [3] and
confirmed through a rigorous electromagnetic analysis.
______________________________________
This work was supported by AFOSR MURI Grant
FA9550-12-1-0489.

C. Group Theory for the Optimized Design of MTMSWSs
Another innovative advance has been to use group theory
to optimize MTMSWS design. The C2v point group was
identified as having the properties most relevant to
MTMSWS design based on SRRs. A multibeam DNG
Cherenkov device was designed using the C2v group [4].
D. Evolution of Microwave Fields in Below Cutoff
Waveguide with Metamaterial Inserts
Another important finding was the experimental
observation that the evolution of microwave fields in a
below cutoff waveguide with metamaterial inserts takes
place over many cycles of the RF fields. Three distinct
time scales were identified over which the metamaterial
structure becomes fully responsive. These observations
have also been partially explained through both full wave
and circuit modeling of the structures [5].
E. Diagnostics for Breakdown Studies
Finally, a comprehensive diagnostic suite was designed
and implemented in order to look for evidence of
breakdown and the evolution of plasma in a MTMSWS
during HPM generation. No breakdown was observed
during the 100 MW generation of 1.43 GHz radiation.
III. CONCLUSIONS
A comprehensive 5+ year program studied the use of
MTMSWSs for HPM generation. During the course of
this program several key advances were made. This
presentation summarized the highlights of these advances.
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Abstract—Since 1989 the International Electrotechnical
Commission (IEC) has been developing a comprehensive
series of basic standards, generic standards, protection
publications and technical reports that provide information
to protect systems and equipment from the threats of high
altitude electromagnetic pulse (HEMP) and intentional
electromagnetic interference (IEMI). There are now 22
publications in the IEC 61000 series produced by IEC SC
77C covering specific topics to include general
information, the description of the environments, test
methods, measurement techniques and protection methods.
A new publication IEC 61000-5-10 has been published to
provide guidance using all of the existing SC 77C
publications for those who wish to protect installations
from either one or both of these threats. This paper will
describe how to apply the basic information contained in
that document.

As indicated in Figure 1 the best approach for new
construction of a facility is to use the shielding approach
for the main installation with shielded cables extending to
other critical equipment. This approach is valid for both
HEMP and IEMI.

Keywords-high altitude electromagnetic pulse (HEMP),
intentional
electromagnetic
interference
(IEMI),
Electromagnetic hardening

Figure 1. Illustration of a typical shielding approach for HEMP
and IEMI for a new facility [IEC 61000-5-10].

I.

INTRODUCTION

IEC SC 77C has developed a wide variety of HEMP and
IEMI protection reports and standards over 26 years, and
the growth of these publications (now 22) has been
organic, responding to the needs of industry. A new
publication has been developed to help industry to apply
all of these publications.

	
  

	
  

For existing facilities that need to be protected from
HEMP and/or IEMI, this document provides guidance on
an approach to assess the existing facility to determine its
shielding effectiveness to external HEMP/IEMI fields and
conducted environments. Once the external shielding
effectiveness of the building is determined, 61000-5-10
describes methods of providing additional protection for
the equipment inside. One simple example is to provide
shielded racks or rooms, as shown in Figure 2.

IEC 61000-5-10, “Guidance on the protection of facilities
against HEMP and IEMI,” was published in 2017. The
types of situations covered in the publication include the
application of a protection and testing scheme:
1) for a new facility, and
2) for an existing facility.
For both applications, protection and testing schemes are
identified for three cases: a HEMP environment protection
and testing scheme; an IEMI environment protection and
testing scheme; and a HEMP+IEMI protection and testing
scheme. This means there are 6 schemes covered in this
publication, although the is a strong incentive to apply
protection to both threats.
II.

BASIC PROTECTION APPROACH

Figure 2. One method for adding protection for HEMP/IEMI to
an existing building [IEC 61000-5-10].

III.

PRESENTATION DETAILS

The presentation will present technical details of the
application of this publication to include the proposed
hardening concept levels and the resultant levels of testing
that will be required for each concept.

Parallel AMR Strategy for FDTD and Its
Application in EMP Propagation over Large Area
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Computational

Abstract—FDTD method is an effective approach for
electromagnetic pulse(EMP) problems solution. However,
simulating EMP propagating in large area with conventional
FDTD is not applicable, even with the state-of-art supercomputers and proper parallel technology. We develop a
parallel adaptive mesh refinement (AMR) strategy for
FDTD to fulfill the requirement of EMP propagation
simulation. Numerical examples show the AMR-FDTD
method decrease the computation down to less than 20%.

fine mesh level;
(6) return to (1) if not reach the FDTD termination criteria.
A hierarchical data structure which contains four levels: cell,
patch, sub-domain and domain, is performed to organize the
AMR operations as well as the parallel computation.
Domain Decomposition Method has been proven to be an
efficient way to parallelize FDTD computation. However,
the AMR operation breaks the computation workload
uniformity, and conduces to poor parallel efficiency.
Dynamical balance technology is performed to overcome
this issue. The patch, which is a rectangular block consisting
of mesh cells, will be exchanged among processors to obtain
a dynamic balanced workload distribution, based on
periodically checking of workload on each processor.
III.

NUMERICAL RESULTS

Keywords- EMP, propagation, FDTD, AMR
I.

INTRODUCTION

FDTD method is an efficient approach to solve
electromagnetic pulse problems, since it solves Maxwell
Equations in time domain[1]. However, conventional
FDTD requires numerous meshing cells when implemented
to large scale problems, such as EMP propagating in large
area, even with the state-of-art super-computers and proper
parallelization technology[2]. We develop parallel adaptive
mesh refinement strategy for FDTD to fulfill the
requirement of large scale EMP propagation simulation.

A.
PEC Sphere Scattering
Scattering of a PEC sphere with diameter of 30mm is
simulated. The frequency range is 0-2 GHz. The step size of
coarse mesh is 7.6 mm. Two fine mesh level is used with (2,
2, 2) refinement ratio. The computation time is 475 seconds
for AMR-FDTD and 2513 seconds for conventional FDTD.
AMR-FDTD reduces the computation time down to 18.9%.

Figure 1. E-field and adaptive mesh of PEC sphere scattering.

II.

AMR-FDTD METHOD AND ITS
PARALLELIZATION

The AMR strategy is based on the dynamic nature of the
electric and magnetic fields in FDTD simulation process.
For EMP propagation problems, the fields will concentrate
in limited zone for a limited time period, in which a fine
mesh is necessary to preserve the computation accuracy.
The fine mesh will cover the field zone and track it
dynamically while the pulse propagation. While in other
zone, a coarser mesh will provide adequate accuracy since
the electromagnetic field is weak or null.
The computation procedures for AMR-FDTD are as follows:
(1) update fields on coarse mesh level for one step;
(2) perform mesh refinement according to the space
gradient of filed quantities, and fill the field on fine mesh by
interpolation of field values on coarse mesh;
(3) update fields on fine mesh level with local time step for
several steps, until time equals to coarser mesh level time;
(4) correct the fields on coarser mesh by interpolation from
values on fine mesh;
(5) do step (2) to (4) recursively if there is more than one

B.
EMP Propagation in City
The propagation in a city of EMP with frequency range from
0 to 100 MHz is considered. The dimension of the city is 6
km by 8 km by 0.2km. Conventional FDTD method would
cost 1200 billion mesh cells. AMR-FDTD costs a mesh with
a top of 3 billion cells to complete this simulation.

(a)

(b)

(c)

Figure 2. (a)(b) Transient E-field at different time
(c) E-field distribution at 5 MHz.
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Abstract—A methodology of hybrid PE and FDTD method
for solving electromagnetic wave propagating over large
area and coupling of specific objects is presented. Parabolic
Equation (PE) and Finite Difference Time Domain (FDTD)
method is employed to solve the EM wave propagation and
coupling respectively. A plane wave spectrum(PWS)
method is applied as boundary condition to connecting the
fields between two solution zones to produce a consistent
result. A numerical example of EM wave propagating
through city region and coupling of buildings is presented
to demonstrate the solution accuracy and feasibility of this
hybrid methodology.
Keywords-coupling, propagation, FDTD, PE, PWS
I.

INTRODUCTION

The propagation of electromagnetic waves among large area
e.g. cities and coupling of objects e.g. buildings is important
to electromagnetic environment effects analysis. This multiscale issue involves scale of kilometer for the propagation
area and centimeter for coupling objects, which cannot be
solved by single numeric method. PE method is appropriate
for solving propagation over complex terrain[1], while
FDTD method is suitable for relatively small objects
coupling and scattering problems. The key issue is the
connecting between the two solution zones. A connecting
boundary condition (CBC) using plane wave spectrum
expansion[2] is presented to form the methodology of
hybrid PE and FDTD method for solving electromagnetic
wave propagation and coupling.
II.

B.
Connecting boundary condition
Plane wave angular spectrum method is used to provide the
connecting boundary condition between the parabolic
equation solution zone and FDTD solution zone. The
propagating electromagnetic wave on a virtual plane before
the object is decomposed into combination of infinite
number of plane waves with different amplitude and
propagation constant. With a threshold for the amplitude,
limited plane waves are chosen to reconstruct the
propagating wave on the virtual plane with adequate
accuracy because they contain most energy of the
propagating wave. In FDTD solution process, these plane
waves are excited simultaneously to perform an equivalent
wave on the virtual plane.
III.

NUMERICAL RESULTS

In this example, the propagation of plane wave with
frequency of 10 MHz in a city is considered, as well as the
coupling fields of a building located in this city. The
dimension of the city is 6 km by 8 km, and 38m by 30m by
25m for the building. The field distribution of city is
obtained by PE method. A virtual plane is set up 3 meters
before the building, on which the field is decomposed and
reconstructed by 288 plane waves, which contain 95.6%
energy of the original wave. Then the plane waves are used
as the excitation in FDTD method for building coupling
simulation. The results are shown in Figure 2.

Figure 1. City and building model

PARABOLIC EQUATION METHOD

A.
Parabolic Equation Method
The Helmholtz equation can be written as
2
0
(1)
in which u represents either electric or magnetic field
component. Apply the paraxiality condition, we get
2
This parabolic equation can be solve by Finite Difference
(FD) or Split-Step Fourier Transform (SSFT) method. PE
method has been proven to be capable of solving
electromagnetic wave propagation over very large area and
giving results with considerable accuracy.

(a)
(b)
(c)
Figure 2. (a) E-field on virtual plane simulated by PE method
(b) E-field reconstructed by 288 plane waves
(c) E-field coupled by the building simulated by FDTD
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Abstract—Pulse repetition rate (PRR) is one of the key
parameters predetermining the degree of danger for pulsed
electromagnetic disturbances for electronic devices. The
approach to choose this parameter for carrying out tests of
the mentioned devices is offered here. This approach takes
into account the possibility of malfunctions of tested
devices as a result of the transition of active elements to
the saturation mode. As an example, the minimum value of
PRR, which allows the eliciting this effect during testing
for the power unit, is defined.

As to the third effect, we could not find references
containing recommendations about the tests allowing one
to give a forecast concerning the probability of failures of
an equipment as a result of the transition of its active
elements to a saturation mode in the electromagnetic
environment. To address this issue, the way of choosing a
value of one of key parameters for such tests, namely the
choice of PRR, is offered below.
The condition of failures, which are consequences of the
transition of device active elements to the saturation mode,
consists in the simultaneous fulfillment of the following
inequalities:

Keywords—electromagnetic coupling, disruptions in
electronic devices, key parameters of electromagnetic
disturbances, IEMI
I. INTRODUCTION
There is a need for choosing adequate means for carrying
out immunity tests of electronic devices due to the
influence of ultrashort electromagnetic pulses (USEMP).
As a rule, all available USEMP sources are used. The
variation of test pulse characteristics is performed with the
limits provided by these sources during tests, and the pulse
repetition rate (PRR) belongs to a set of these
characteristics. We suggest a methodical approach to
choosing the given parameter when preparing tests of
electronic devices. The offered approach to the device
testing includes the preliminary analysis of the main
mechanisms of the USEMP influence on the DUT. An
example using this approach is considered below.
II. MECHANISMS OF ELECTRONIC DEVICES
FAILURES AS A RESULT OF USEMP INFLUENCE
In [1] authors of the present paper have pointed out three
effects, which lead to devices failures as a result of the
USEMP influence, namely: irreversible failures of some
elements; incorrect transfer of bits in data links; and
transition of active elements into the saturation mode. In
[2] features of the failures caused by the first two of the
listed effects are described. The knowledge of these
features allows developing the plan of the tests giving the
basic data for the reasonable forecast of the probability of
the electronic device failures caused by these effects.

Uin>Usat; Win>Wsat; f> ΔT-1.

(1)

Here: Usat, Wsat, and ΔT, respectively, are the minimum
value of the voltage, which initiates the transition of active
elements to the saturation mode; the minimum value of the
absorbed energy providing a steady transition of elements
to this mode; and the minimum time interval of
discontinuation of the saturation mode (the relaxation
time).
Thus, for an assessment of the possibility of failures,
which are a consequence of active elements transitioning
to the saturation mode, it is necessary to subject test
objects to the influence of electromagnetic pulses with
PRRs more than ΔT-1. Therefore before carrying out
tests, it is necessary to define somehow a value of the ΔT
parameter for the device under test (DUT).
The experiments for the determination of ΔT values for a
power unit and some video cameras have been carried
out. These experiments have shown that the relaxation
time of the DUTs is in a range from hundreds of
microseconds to several milliseconds.
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Abstract—The serial digital communication systems are
vulnerable to electromagnetic interferences, especially
which have high power and wide band. For what might
happen to systems exposed by such kinds of threats,
characteristics of both the victims and interferences play
great parts. This paper focuses on how the electromagnetic
interferences with repetition rate affect the RS-232
interfaces and tries to figure out how the baud rate affects
the result quantitatively. Relevant results have been verified
with experiments in laboratory.

i
k
(1)
 k ),
R f PRR
where t 0 is a constant number to adjust the time lag between
the signal sampling and pulse occurrence.
Usually u pulse (t ) xk h(t ) , so only when the interfered
signals exceed the threshold level d, the bit errors happen.
Because t 0 can value any value as there is totally no timin g
relationship between the signal and pulse, the u pulse can
value among its domain of values with uniform probability.
As a consequence, the bit error rate (BER) relies on the
probability distribution of u pulse , therefore
rk  xk h(t0 )  u pulse (t0 



d
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Pe   f u pulse (u )du  

f u pulse (u )du ,

(2)

where fu pulse (u ) is the probability density function of u pulse .

As which way it is defined, fu (u )  R , what is to say
the BER is directly proportional to baud rate if under
the same pulse interference.
pulse

I. INTRODUCTION
As a typical representative of serial digital communication ,
the RS-232 interface is widely used in wire communicatio n
with short distance, low speed and little price. Because
signals are almost directly transmitted without any
modulation, consisting of many DC and low-frequency
components, they are very vulnerable to high-power
electromagnetic interferences. When interfered, the digital
signals might be recognized mistakenly to their opposite
meanings (i.e. ‘0’ to ‘1’ or vice versa). This commonly
called ‘bit errors’ can result in great influences while
communicating even though every single part of the
systems actually has less vulnerability to the interferences.
There are also needs to figure out which characteristics
affect the result and how they make these happen.

III. EXPERIM ENTA L VERIFICATION
An experiment has been conducted to verify the proposed
inference. A pulse generator with 100 Hz repetition rate was
involved in the test. Then a normal RS-232 transmission
system was interfered by currents induced on the channel
due to the pulse generated nearby. Only baud rate was
changed purposely from 4800 to 172800 bps. The
experiment setup was shown and the BER curve was drawn
under baud rate with a linear regression in Figure 1.
BER under Different Baud Rate
0.4

0.35

0.3

Bit Error Rate (BER)

Keywords- Electromagnetic Interference; Repetition Rate;
Effect Experiment; RS-232 Interface

II. THEORETICAL ANALYSIS
For RS-232 standard doesn’t have a synchronous clock,
both the transmitter and receiver must make sure the
transmission speed the same one before starting the
communication. Assume that the transmitter tries to send a
digital sequence defined as {xn } with the transmission
speed (baud rate) R in bps on a signal channel with its
impulse response h(t ) . Just on the same channel, by either
coupling or injecting, the electromagnetic interference
u pulses (t ) with repetition rate of f PRR exists, resulting in an
overlap of both signals and interferences. The new ‘signal’
on the channel is then sampled as {rk } by the receiver with
the same baud rate R, which is
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Figure 1. Experiment setup (Left) and BER under different baud
rate (Right)

It can be seen that the BER curve is likely a straight line as
the model above described, though there exists some flaws
at low baud-rate regions, which might come from the error
when estimating occurrence of small probability case.
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Abstract—This paper reports on the laboratory time
domain testing of the shielding effectiveness of samples of
substation yard cables.
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HEMP vulnerability
I. INTRODUCTION
E1 HEMP from a high-altitude nuclear burst
poses a possible threat to our critical infrastructure. A
major concern is its impact on the control of the electric
power grid, due to effects on the control equipment in
power substations. A significant threat are the induced
conductive transients on the cables leading into the control
buildings from the high-voltage yard: pulses of up to 400
amperes for buried cables, and even higher for
aboveground cables [1]. The cables can bring these high
level fast transients into the building and then into the
attached equipment, possibly causing equipment damage
or malfunction, and resulting in failure to properly control
and protect the grid. To help prevent such an outcome,
protective measures (“hardening”) can be used.
One good hardening approach is to use shielded
cables. The shields must be grounded off before entering
the building – the E1 HEMP transient will couple to the
shield instead of the inner control wires. There are various
possible issues with grounding off the shield current. For
example, if done inside the building instead of outside, or
if the grounding off is done poorly, then high-level EM
fields re-radiate inside the building. However, another
issue, which is the subject of this paper, is the quality of
the “shielding effectiveness” of the cable. Often product
information for yard cables may indicate which ones are
shielded, but not provide much guidance on the quality of
the shield. This paper discusses measurements of sample
shielded yard cables.

Fig. 1 shows a sample test setup. The sample
cable is laid out a fixed distance above a ground plane. On
one end the inner wires are sealed off with copper tape
stuck to the cable shield. An EFT pulser [2], which
generates a pulse that is E1 HEMP like, is attached to this,
and it sends a pulse down the cable shield. At the other
end the cable shielded is sealed to a metal box; from inside
this box the inner wires are connected to a coaxial line that
connects outside to an oscilloscope. This is used to
measure the signal leaked onto the inner wires, and another
channel measures the shield drive current.

Figure 1. Sample test setup.

III. CABLE SAMPLES
Various types of shielded cables were tested. Fig. 2 shows
a longitudinal wrap, a braid, and a spiral wrap.

II. TEST PROCEDURE

Figure 2. Some shielded yard cables.

A traditional way to measure cable shielding
effectiveness is using a tri-axial rig in the frequency
domain, with a short cable sample. To then determine the
implications for E1 HEMP, this shielding effectiveness
result would be used in an analytical model for an
appropriate length of cable, with representative loads.
Additionally, it might be important to measure, and
include in the modeling, the signal attenuation and
velocities for the cable. Our alternative approach is to use
the time domain, with a longer length cable sample. This
is more directly relatable to the E1 HEMP situation.

IV. RESULTS
There was a wide variation in shielded effectiveness values
found, and these will be shown in the presentation.
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Abstract—This paper reports on the laboratory simulation
of E1 HEMP effects on sample DC-to-AC inverters such
as might be used for a home solar photovoltaic system.
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I. INTRODUCTION
The U.S. electric power grid is vulnerable to
HEMP from a high altitude nuclear burst. It is not known
with any certainty how extensive the resulting outage
would be, in spatial extent or time. Such an event has
never occurred for the modern electric grid. Simulations
have been done, but the grid and HEMP are so
complicated that there is no way to know the reliability of
those calculations. For example, one concern is that E1
HEMP will strike every part of the grid essentially
simultaneously, and then also be hit shortly thereafter by
E3 HEMP. E1 will induce very high-level transients on
the power lines, which could disrupt or destroy connected
electronics. Besides all of the user’s equipment powered
by the grid, there is also concern over all of the power
system electronics, such as in power substations
(protective relays), used to control and make the grid
reliable. Could there be further problems from failures to
the relays during the critical instance of the E1 HEMP
event? Besides this potential E1 vulnerability, there is also
speculation that E3 HEMP could, even independent of any
E1 effect, cause permanent damage to the large highvoltage transformers. Extreme case scenarios consider that
the power grid could be out for a very long time, possibly
years if many large transformers are damaged from E3.
More and more home solar power systems are
being installed, and so one hope is that coupled with more
frugal use of power, solar PV systems could provide a
backup until the grid is restored. However there are
several possible issues with this idea, including:
1. Would the solar PV systems survive the HEMP?
2. Could the solar PV systems be started up if the
power grid is down?
Both issues were addressed in the tests discussed in this
paper.
II. TEST PROCEDURES
The home solar PV systems tested here consisted of
one solar panel and one micro-inverter. Samples of two
types of solar panels and three types of inverters were
tested. The connected power grid was simulated by use of
a 230 VAC battery inverter, so it did not need to actually

connect to our local power grid. This test procedure
partially answered our second question: yes, it is possible
to start up an inverter even without the power grid
operating.
For the first question, E1 HEMP [1] can illuminate
the cabling on either side of the inverter – DC wires from
the solar panels into the inverter, and AC wires out of the
inverter. Of course it would be best if all such wiring
followed good shielding practices, such as using metal
conduits, but this is often not done, and the inverters are
not even constructed to easily allow conduit connections.
The main purpose of the tests were to see if coupled pulses
[2], as simulated by a direct-injection pulser, could cause
problems for the inverter. Fig. 1 shows a sample setup.
The pulser in the background used a capacitive trench to
couple the pulse. The inverter and battery is on the pallet
on the ground. The tests also included applying a
protective device, which is the gray box between the solar
panel on the left and the capacitive trench in the center.

Figure 1. Sample test setup.

III. RESULTS
Up to the highest pulser level we did not cause damage,
but could cause upset. Full results will be given in the
talk.
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Abstract— Predicting the power transmission properties of
interconnected enclosures, like a chain of cabins in a ship,
is of keen interest to various communities. Here we utilize
the Random Coupling Model (RCM) to understand the
measured wave properties of the cavity cascade systems.
By building models that describe the random coupling
between apertures and cavities, we are able to produce
theoretical predictions for the statistics of impedance (Z)
elements for cascade cavities that are in semi-quantitative
agreement with data.
Keywords: Random Coupling Model (RCM),
electromagnetic interference, interconnected enclosures,
radiating aperture
The Random Coupling Model (RCM) [1] predicts the
statistical properties of waves inside a chaotic, by using
both the Random Matrix Theory and also system specific
features which can be determined by structure dimensions
and material. Previous studies on 2-port single cavity
experiment are conduct [2]. The statistic properties, like
probability density function, of the experimental
normalized impedance matrix elements are of good
agreement with the RCM predictions. According to the
RCM theory, the loss of a ray-chaotic enclosure can be
solely characterized by the loss parameter α.
Since arranging full sized cavities (~1m3 per cavity) is
difficult in regular-sized rooms, we use the scaling
relationship from Maxwell’s equations to obtain a scaleddown-in-size cavity system while preserve the loss
parameter of the full scale cavity. Experiments show that
the statistics of the single cavity two-port impedance
matrix elements for full scale and scaled enclosures that
have the same loss parameter α matches with each other.
We next study the transmission property for a multi-cavity
cascade system. The cavities are connected by circular or
rectangular shaped apertures. We study trans-impedance
VRX
Zt =
(1)
𝐼𝑇𝑋
and the input impedance
𝑉𝑇𝑋
Zin =
(2)
𝐼𝑇𝑋

Figure 1. Example of the imaginary part of transmission
impedance 𝑍𝑡 for cavity cascade experiments.

of the cavity system, where the subscripts TX and RX
refers to the transmission and receiving end. To obtain
these quantities, we use RCM to characterize the single
cavities within the cavity-cascade chain.
𝑍𝑐𝑎𝑣 = 𝑖 ⋅ 𝐼𝑚(𝑍𝑟𝑎𝑑 ) + 𝑅𝑒(𝑍𝑟𝑎𝑑 )0.5 ⋅ 𝜉 ⋅ 𝑅𝑒(𝑍𝑟𝑎𝑑 )0.5 (3)
As shown in the Fig.1, the blue and red curves are the
statistics of the imaginary part of the measured transimpedance (Im[Zt ]) from 2 and 3 cavity cascades with
circular shaped apertures. We can find that the probability
density function for 3-cavity experiment is more
concentrated near 0, which corresponds to the extra cavity
introduces more loss and less fluctuation.
To establish the theory for connecting cavities, we adopt
the theory proposed by Gradoni, et al. [3]. According to the
physical dimension of the apertures, we calculate the
radiation admittance of the aperture modes. Dictated by the
dimension of the apertures and the operating frequency
range in the experiment, the number of propagating modes
will change accordingly. Afterwards we will integrate
radiation property of apertures with the cavity information
characterized using RCM theory [4]. In this formalism, we
are able to obtain the total transmission impedance and
input impedance of the entire cavity cascade system. We
will then compare the predicted values generated using this
formalism, with the experimental data that we obtained.
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Abstract—Waveform norms to describe large amounts of
measured data are revisited and their practical meaning for
the test of protection devices is explained. The norms can
also be used to describe the residuals of protection devices.
It is shown that the norm values strongly depend on the
application of the protection device, namely operating
bandwidth and operating voltage.

The norms listed in TABLE I were found to be useful [4]
for an analysis of a time-domain waveform either for
current I(t) or voltage V(t). In addition for engineering
purposes other waveforms parameters, which are not true
mathematical norms, may be used e.g. rise time, fall time
or time to peak.

Keywords - waveform norms; protection device residuals;
I.

INTRODUCTION

In mathematics norms are used for functional analysis to
describe certain properties of vectors or matrices. In
Electromagnetics it was proposed to use norms to describe
a systems response to electromagnetic excitation [1, 2].
Often during HPEM-tests many system responses are
measured, corrected and extrapolated and something must
be done to reduce the amount of data in a way useful to
assess the overall behavior of the system in the given
HPEM-environment. One possibility is to define several
observables that can be easily computed from the
measured data and that are helpful to summarize
similarities and differences between different waveforms.
The concept of norms to bound electromagnetic response
of complex systems can also be used in time-domain [3].
II.

PRACTICAL WAVEFORM NORMS

Various norms can be useful to reduce measured spectral
or time-domain data to a few key parameters represented
by simple scalars.
TABLE I USEFUL WAVEFORM QUANTITIES FOR
ELECTRICAL STRESS CHARACTERIZATION
Quantity

Definition

Phenomenon

Peak Value

[𝐼(𝑡)]𝑚𝑎𝑥 ; [𝑉(𝑡)]𝑚𝑎𝑥

Junction or Dielectric
Breakdown

𝜕
𝜕
Maximum
[ 𝐼(𝑡)]
; [ 𝑉(𝑡)]
𝜕𝑡
𝑚𝑎𝑥
𝑚𝑎𝑥
Rate of Rise 𝜕𝑡
∞

∞

Total
Impulse

∫0 𝐼(𝑡)𝑑𝑡 ; ∫0 𝑉(𝑡)𝑑𝑡

Peak
Impulse

[∫ 𝐼(𝑡)𝑑𝑡]

Rectified
Impulse
Action a
Integral

a

Mutual coupling;
radiation

∞

Toggling of
digital circuits

∞

0

Total Charge

; [∫ 𝑉(𝑡)𝑑𝑡]
0

𝑚𝑎𝑥
∞

𝑚𝑎𝑥

∞

∫ |𝐼(𝑡)|𝑑𝑡 ; ∫ |𝑈(𝑡)|𝑑𝑡
0
∞

∫ 𝐼2 (𝑡)𝑑𝑡 ; ∫ 𝑉 2 (𝑡)𝑑𝑡
0

Thermal heating

0
∞
0

Thermal fusing

Better known as Melting Integral in fuse technology

III.

NORMS FOR PROTECTION DEVICES

For the test of protection devices (device under test DUT)
usually three norms are defined: the peak value, the rate of
rise and the action integral (pulse energy). In addition rise
time and fall time may be helpful.
In principle norms can be defined for both sides of a DUT,
for the test pulse at the input of the DUT and for the
description of the permitted residuals at the output of the
DUT. Of course the norm values of the test pulse and the
residuals are very different. While the test pulse may be
the same for all DUT’s the permitted residual norms have
to be chosen carefully according to the DUT technical
data; e.g. a data line filter for a broadband application may
have a much higher rate of rise than a power line filter, but
the peak value may be lower because the operating voltage
is lower. A published example is an Ethernet filter which
has a high bandwidth but low operating voltage [5].
In conclusion the residual values of a protection device
have to be defined based on the normal operating
parameters of the protection device, namely operating
voltage, operating current and signal bandwidth of the
DUT. The residual voltage must be low enough not do
cause any breakdown and the residual energy must be low
enough not to cause a thermal damage to the downstream
electronics.
Some proposals for realistic residual values will be shown
during the presentation.
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Abstract—KM mice were exposed to the ultra wide-band
electromagnetic pulse (UWB-EMP) (2 ns pulse width, 500
ps rising front edge and 100 Hz repetition rate) of different
field intensity for 10-60 min. The acute exposure resulted in
the increase of ALT and AST in blood, liver and kidney, as
well as the histological alternation of hepatic and renal
tissue. At the meantime, the levels of malondialdehyde,
superoxide
dismutase,
catalase
and
glutathione
peroxidase were also increased, which indicated the
enhanced oxidative response induced by UWB-EMP.
Moreover, the UWB-EMP exposure resulted in the decrease
of locomotor activity. Most of the observed alternation
could be restored 72h after exposure.
Keywords: UWB-EMP exposure, locomotor activity,
oxidative stress, hepatic injury, renal injury.
I. Introduction
UWB-EMP combines the high power characteristics of
electromagnetic pulse and the high bandwidth ratio of UWB
signal, which can be widely used in varieties of civil and
military fields. With the rapid development of
electromagnetic technology, the potential health risk of
UWB-EMP radiation has been paid more and more attention
[1-2]. It is of great significance to carry out the study of the
biological effects and the exposure safety of UWB-EMP
radiation.
In this study, we analyzed the effects of acute UWB-EMP
exposure on KM mice. The UWB radiation system was used
to generated the EMP (2 ns pulse duration, 500 ps rising
time and 100 Hz repetition rate). The general physiological
parameters, histological analysis and locomotor activity test
were used to evaluated the effects of field intensity and
irradiation time on the physiological state of KM mice.
II. Materials and methods
KM mice were randomly divided into five treating groups
and one control group. The five treating groups were
exposed to the UWB-EMP of 344 kv/m for 10 min, 168
kv/m for 10 min, 168 kv/m for 30 min, 98 kv/m for 30 min
and 98 kv/m for 60 min, respectively. The control group was
place in the same environment but without UWB-EMP
radiation. Mice were sacrificed at 3h, 24h and 72h after
exposure, respectively. The blood samples and tissue
samples were prepared and analyzed according to the
corresponding standard protocols. Locomotor activity was
studied by open field test.

UWB-EMP exposure impaired the exploration intention of
KM mice.

UWB-EMP exposure enhanced the oxidative stress in
hepatic and renal tissue of KM mice.
Significant increase of the malondialdehyde (MDA),
superoxide dismutase (SOD), catalase (CAT) and
glutathione peroxidase (GSH-PX) were observed both in
hepatic and renal tissue 24h after UWB-EMP exposure
especially in the group that treated under 98 kv/m for 60 min,
suggesting the UWB-EMP radiation could induce oxidative
stress. While the level of MDA, SOD CAT and GSH-PX
were decrease 72h after radiation, which indicated the acute
oxidative response could be restored. while the
accumulation of the number of pulses made a greater
damage on the mouse than the field intensity.

Histological characteristic of hepatic and kidney tissue
The hepatic and renal tissue damage were also revealed by
the histological HE staining. 98 kv/m UWB-EMP exposure
for 60min resulted in lipid drops accumulating inside the
hepatic cells and hepatocyte edema around the central vein
at 24h after exposure. It also induced the renal glomerulus
enlargement and the renal capsules expansion. These
histological alternations could be reversed after 72h. No
obvious alternation could be observed under other exposure
conditions.

III. Results
UWB-EMP exposure decreased the locomotor activity
Mice were irradiated with different field intensity for
different time. The locomotor activity was decreased after
exposure to UWB-EMP and the results were shown in figure
1. Decrease of total moving distance, central area retention
duration and times of enter into the center area suggested the
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Abstract— Critical frequencies for electromagnetic interference can be detected from an increased power absorption
in an electrical reverberation chamber (ERC). Further information on a target can be gained by analyzing its pulse response in the ERC. In this work, both hardware modifications and enhanced methods for data analysis are studied to
guarantee an optimum noncontact detection of critical frequencies and further target properties, particularly in small
ERCs. Hardware modification comprise antenna layout,
stirrer geometry, and the use of field diffusers. With respect
to data analysis, different filtering techniques and statistical
resampling methods, such as bootstrapping with and without stratified ordering methods, are considered.
I.

INTRODUCTION

Power spectroscopy (PS) is a promising tool to find possibly
vulnerable coupling frequencies of a given device under test
(DUT). By comparing measurements of a DUT in an ERC
with data obtained from the empty chamber, the power absorption of the DUT at given frequencies can be revealed
[1]. C. Schlie et al. [2] improved the basic measurement
setup due to Fichte et al. [1] and applied the method to identify the coupling frequencies of various electronic devices,
such as, e.g., RFIDs. Earlier, T. Hurtig et al. used ERCs to
expose RFIDs to a power hardness test [3]. In [4], fitting
methods are presented to recover antenna properties of targets from PS data, even for extremely noisy data sets. In the
present work, further improvements both on the measurement hardware and on the data analysis are systematically
studied. The former comprise variation of antennas, stirrer
geometries, and the resonator’s shape, as proposed by [5].
The latter resorts to filtering techniques and particularly
boot strapping methods, as described in [6]. Characterizing
quantities comprise injected power over the considered frequency range, the statistical E-field distribution, and the
ERC’s quality factor. Further to PS, this paper is also devoted to propose an environment to gain maximum information from a target’s impulse response within an ERC.
II.

HARDWARE IMPROVEMENTS

In a well suited ERC, a target’s mean antenna reflection coefficient approaches its free space value as soon as the testing frequency is sufficiently high. Hence, it is favorable to
design a low loss antenna with a low and nearly constant

free space reflection coefficient to optimize the input power
curve. Different antenna types, such as double cone-, loopor patch-antennas are designed, simulated, constructed, and
validated in an anechoic chamber. Based on antenna measurements in the ERC, the amount of noise and the ERC’s
ergodicity properties are studied. The latter can be improved
by field diffusers and irregular chamber walls [5]. Further,
to deliver a pulsed exposition to the targets in the ERC, particular antenna designs and measurement setups are proposed.
To validate the different measurement setups considered in
this work, calibrated targets have been constructed, with
matched monopoles proving optimum suitability. Those
have been gauged by reference measurements in an anechoic environment and numerical simulations.
IV.

ENHANCED DATA ANALYSIS

In addition to hardware improvements, also enhanced techniques for data analysis are studied to reduce data ambiguity
and noise, which is unavoidable for small ERCs, but may
spoil a successful detection of a critical frequency band.
Hence, multiple filtering as well as reordering and
resampling methods [6] are applied. Particularly, boot strapping with and without stratified ordering is used to ameliorate the explanatory power of information obtained. The
compiled results may serve as a blueprint for EMC based
hardening tests.
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Abstract— Two-dimensional images of lightning channels
generally exhibit geometrical fine structure that can be
described as oscillations around approximately straight path
sections. In this paper, we use a simplified model to explore
the possible influence of the magnetic field produced by the
leader current on the leader geometry.

a magnetic field through which future leader sections
propagate. The magnetic field produces a force on the leader
segments that could influence the shape of the leader. The
basic schematic model is shown in Fig. 2a.
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Keywords-lightning; leader; channel geometry
I.

INTRODUCTION

Pictures of lightning channels show geometrical oscillations
around approximately straight path sections as shown in
Figure 1.
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Figure 2. Simplified mode of the leader channel.

Large
oscillations

The magnetic flux density B is generated by the vertical
section of the leader and the force is exerted on the current
of the tilted leader section. Expressions for the
magnetostatic field and force are readily obtained for the
assumed simplified model:

Large
oscillations
Fine
oscillations
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Figure 1. Lightning channel.

The zigzagging behavior has been ascribed to randomness
in branching (e.g., [1], [2]). In this paper, we consider the
effect of the magnetic field from the leader itself on the
observed geometry.
II.

!

!

SIMPLIFIED MODEL

The stepped leader channel progression is complex,
with step formation involving corona streamers and
bidirectional propagation. Here, we propose to use a simple
model consisting of a continuously extending leader
carrying a current of several hundred Amps which produces

&' (

)*+

(sin 𝛼 − sin 𝛽)

#⃗!‖𝑣⃗‖
!𝐹⃗ ! = 𝑞!𝐵

(1)
(2)

where 𝑎, 𝛼 and 𝛽 are defined in Fig. 2b.
Assumptions on the mechanisms that lead to a change in
leader propagation direction can be used to investigate the
validity of the hypothesis that this magnetic force has an
influence on the leader geometry.
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Abstract— The specific absorption rate of tissue
samples in in-vitro exposure tests is one of the key
parameters if one investigates possible damages to
cells or their components by electromagnetic waves.
While many other interactions were investigated, no
non-thermal effects have ever been verified by
reproducible and scientifically valid experiments.
While many different ways exist to estimate the SAR
value of a sample, one more sophisticated method is
to use the temperature change at the start of the
heating and to employ a fitting algorithm. Based on
this and applying an advanced fitting procedure to all
measurement data, it is possible to avoid the
assessment of material parameters, which are
difficultly obtainable.
Keywords-SAR value, Numerical approximation
I.

II.

blood

and

tissue

SOLUTION TO LDE

The equation is solved for in-vitro or in-vivo
samples, under the assumption that the system is a
thermal equilibrium and exchanges heat with its
surrounding. The solution for the inhomogeneous
LDE of first order is an exponential function with
unknown parameters that can be estimated by fitting
measured results to the data measured in an exposure
test.
III.

EXAMPLES

The proposed method was applied during an
exposure test with 15 tests kits containing blood from
5 different donors in an open TEM cell. The TEM
cell was excited by 900 MHz continuous wave with
10 W input power generating an electric field 140 to
150 V/m (parallel vector of 130 to 145 V/m) inside
the Mini-TEM cell. Five test kits were exposed for 30
mins, five for 60 mins and five for 90 mins,
respectively.

INTRODUCTION
TABLE I.

We start with the Bio-heat equation
∇ ∙ 𝐾 ∇𝑇 + 𝐴 + Q − 𝑅𝐿 − 𝐵 𝑇- − 𝑇 = 𝐶 𝜌

d2
d3

(1)

The change of thermal energy per unit time and per
unit volume inside a living body (left side) must be
equal to the temperature change per unit time
multiplied by the thermal capacitance of the tissue
(right side) [7]. Here,
• T is the temperature,
• C is the heat capacity,
• ρ the specific density,
• K is the tissue thermal conductivity which
represents the heat transfer through internal
conduction,
• A denotes metabolic heat production,
• Q represents the net power influx from the
external electromagnetic field,
• RL is the respiratory heat losses in the lungs,
• B stems from the thermal loss due to the

30
min
60
min
90
min

SAR VALUES FOR 5 DONORS, IN W/kg

Donor 1

Donor 2

8.33±0.42

9.56±0.60

7.82±0.44

7.28±0.28

9.28±0.43

7.77±0.39

Donor 3

Donor 4

Donor 5

9.72±0.43

9.56±0.59

9.45±1.13

9.00±0.51

8.60±0.70

9.63±0.44

7.97±0.42

9.71±0.66

One exemplary resulting plot is displayed in Fig. 1:
the blue dots are the measured temperature, while the
red line is the resulting curve.

Figure 1. Exemplarily test of the fitting and SARcalculation method with data generated by a given heat
transfer, SAR-value.
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Abstract—Lightning striking will threaten the safety of the
society. This paper tries to present a panorama of lightning
striking process and its effects on grounding devices. First
the paper introduces the simulation on lightning striking
process based on the leader propagation model and the
fractal model, how the lightning fractal is initialized is
discussed based on lightning observation and 3D
simulation of corona discharge, the upward leader
characteristics are studied by high voltage experiments.
Then the lightning effects on grounding were introduced,
the ionization discharge and arc discharge in soils around
grounding devices will be presented, too, this will be very
helpful for lightning protection.
Keywords-lightning striking; simulation; lightning effects
I.

INTRODUCTION

Lightning striking will threaten the safety of the
society. In the lightning protection of ground structures, a
clearer understanding of the mechanism and dynamics of
leader branching is needed to identify possible lightning
strike locations as well as vulnerable parts of the protection
systems. This paper tries to present a panorama of
lightning striking process and its effects on grounding
devices.
II.
A.

LIGHTNING STRIKING PROCESS
SIMULATION

propose a kinetic model to describe the growth of the
meter-scale streamer zone, which essentially states that the
growth speed decreases as the streamer zone expands. The
exponent in the kinetic model can be estimated by
comparing the numerical and observational results. Based
on the model, the streamer zone dynamics on the meterscale differs from that of a single streamer in that the
slowing down of the growth is accompanied by the
recovery of the electric ﬁeld at the discharge front, which
may result in new bursts of streamers. This model, if
further veriﬁed, could be the foundation of inferring the
structure and dynamics of the streamer zone from the
morphology of the leader channel, which would
significantly advance the knowledge of the streamer zone
in negative lightning leaders.
C.
Upward Leader Study by High Voltage
Experiments
The real-size experiments of 110 kV, 220 kV, 500
kV and 1000 kV transmission lines are carried out, and the
ac operating voltage is considered.
Regarding the leader inception characteristics, for all
the voltage levels, streamer inception time, discontinuous
and continuous leader inception time all increase as the
transient voltage amplitude becomes larger. And for leader
development characteristics, both of the developing
velocity and charge density are representing the increasing
trend as the triggering phase degree increases.
During the leader developing process in detail, the
leader velocity maintains on the basically same level when
the leader is smaller than around 0.6m, and leader
lengthens afterwards, the velocity increases as the length
becomes larger. The leader charge per unit concentrates in
the scope of 10-50 μC/m.
III.

Simulation Models

The propagation-type models for analyzing lightning
striking process are critically assessed. The main
parameters of leader propagation-type models, including
leader progression model and upward leader model, leader
inception model, cloud potential, charge distribution in the
leader channel, charge of upward leader, velocity of
upward leader and downward leader, initial velocity of
upward leader, and final jump model, are suggested to
make this analysis model solid, and to provide a sensitivity
analysis of transmission lines to lightning strikes. This
work has been published as CIGRE Brochure 704[1].
Fractal Initialization of Lightning Leader
We start with the image analysis of a lightning leader
process recorded with a high-speed camera and to show
that the anode-directed streamer zone developed from
space stems in front of a leader tip needs be smaller in size
(<10m) to make branching more likely to occur. Then, we

A.

LIGHTNING EFFECTS ON GROUNDING
Soil Ionization under Lightning Impulse

The ionization discharge around the grounded
electrodes under lightning impulses are very complicated,
the ionization phenomenon will be introduced.
B.

Soil Arc Discharge under Lightning Impulse

In uniform soil, the ionization channels are dense. If
the soil is inhomogeneous, the ionization channels will be
thin, especially for actual soil, it is very nonuniform, the
soil ionization paths will be less and become arc discharge.

B.
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Abstract—
Several
Standards
describe
HPEM
environments. Others suggest protection measures or list
mitigation methods. All of them are based on maximum
threats and protection measures. Until recently, no
standard considered a natural shell such as an aboveground brick structure or an earth-covered facility made of
reinforced concrete as an enclosure with a certain shielding
effectiveness.
Computing speed and operating frequencies are
continuously rising. Short conductors on PCB’s are
starting to transmit. Internal EMC becomes increasingly
important. Component and subsystem shielding has
become inevitable. Actual commercial of the shelf (COTS)
devices and systems have therefore a higher immunity than
a few years ago. Future HPEM protection at reasonable
costs needs to be adapted to the new conditions.
Keywords – HPEM threats; device immunity; appropriate
protection measures
I.

HPEM PROTECTION IN THE PAST

In Switzerland, most existing command and control
facilities with HEMP protection requirements are well
protected according to the recommendations of standards
like [1]. Faraday cages with 80 to 100 dB shielding
effectiveness are installed in underground facilities. The
total shielding effectiveness may be up to 160 dB when we
take into account the earth covering the facility and the
reinforced concrete structure.
Many threat-level HEMP tests and HPEM experiments
have shown that the known threats don’t require such high
shielding levels. Because such an amount of protection is
obviously oversized, solutions for appropriate and more
cost effective protection methods are required.
II.

ADAPTED PROTECTION MEASURES

In 2017 an International Technical Specification [2]
containing a list of natural construction materials providing
certain shielding effectiveness was published. Redundant
and training systems do not require the same amount of
protection as mission critical equipment. The amount of
protection required is determined by the expected system
availability, which is depending on an appropriate
selection of protection level and protection criterion shown
in Figure 1. In Switzerland the protection level and
protection criterion are determined following [3]. As an
example the necessary protection can be defined as II B.
According to Figure 1 II B stands for HEMP protection,
interference allowed, functional integrity without data loss.
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Figure 1 Determination of protection requirement.
Experiments with equipment conform to European EMC
requirements (CE-mark) have shown that for permanent
damage by radiated pulses minimum field strengths on the
order of 10 kV/m are required. Most mission critical
systems tolerate short-time interrupts (nanoseconds) thanks
retransmitted information. Consequent application of surge
protection devices (SPD) on all lines maintains system
interconnections and function. Buried reinforced cable
traces slow down the rise time of pulses in long wires to
values >1 ns where SPD’s start to work. Therefore, natural
shields considerably reduce the required shielding levels,
but fast and reliable SPD’s, which work for different
HPEM sources, are still required.
However, it remains a great challenge to protect a system
against in-band front door coupling. As there is no off-theshelf protection available, the system manufacturer must
solve this during the procurement phase of a system.
Non-nuclear IEMI threats appear locally and can be
attenuated by measures such as redundant systems,
electrically conducting fences and large “keep-out” zones.
III.

CONCLUSION

The inherent system immunity of modern electronic
equipment has increased. In future, the shielding
effectiveness may be lower, but the line filters are
becoming increasingly important and should be able to
work under various HPEM threats. Special attention is
required to protect against in-band front door coupling.
Selection of an appropriate protection level and protection
criterion will allow full protection of systems in C4I
facilities at reasonable costs. In addition, other measures
such as redundancy, “keep-out” zones and HPEM
detectors are useful for future HPEM protection.
REFERENCES
[1] MIL-STD-188-125-1:2005-04-07
[2] IEC TS 61000-5-10:2017
[3] IEC 61000-6-1:2016

UWB pulse susceptibility testing of Gigabit Routers
in a GTEM cell
Per Ängskog*†, MatsBäckström#, Björn Bergqvist°, Johnny Larsson°, Jerker Fors°
*

Dept. of Electrical Engineering, KTH Royal Institute of Technology, Stockholm, Sweden, per.angskog@hig.se
†
Department of Electronics, Mathematics and Natural Sciences, University of Gävle, Sweden
#
SAAB Aeronautics, SAAB AB, Linköping, Sweden
°
Volvo Car Corporation, Göteborg, Sweden

Abstract—This paper describes measurements of the
susceptibility to UWB pulses of two gigabit routers
considered by the automotive industry; one representing
current standards and the second being considered for a
future platform of cars from Volvo Car Corp. While the
former failed at all levels the latter endured until the most
severe test cases where the link margin dropped below
acceptable level, mainly at the highest pulse amplitudes.

coded according to Table 1, adopted from [2] with slight
modifications. This was repeated while the PRF was
changed in steps from lowest to highest (1 kHz).
TABLE I.
Level
1

I.

Today the automotive industry is taking major leaps
towards the fully autonomous vehicle. This goal requires
that the vehicle can guarantee safe operation on a level at
least as high as a human driver. To achieve this the vehicle
needs, on top of the normal engine, and power-train related
information, information about everything a human would
perceive; meaning that there will be a drastically increased
amount of sensors required and hence an increased
demand for real-time data flow between sensors,
controllers, and actuators. These devices are all
interconnected in a network which will have to carry highspeed data with data-rates typically reaching gigabits per
second. Intentional electromagnetic interference (IEMI)
attacks against vehicles have already been documented [1]
and there is no reason to believe that autonomous vehicles
will escape such attacks. Therefore a set of UWB-pulse
tests have been conducted on one of the key components in
the vehicle internal network, the high speed data router.
II.

TESTING

The testing was conducted using an ETS-Lindgren
model 5402 gigahertz transverse electromagnetic, GTEM,
cell, and a High Voltage Pulse Generator, FPG 20-1PM,
from FID Technologies.
A.
Test Method
The router under test (RUT) was positioned manually
in four positions, three with 90 degrees horizontal rotation
and one with the top side facing the feeder entrance. The
pulse repetition frequency, PRF, of the source was set to
minimum and the input voltage increased from lowest to
highest (20 kV) in 10 steps while the data transmission
through the RUT was observed. The RUT response was

Normal function. No disturbance.

4
5

Fatal. Physical damage. Needs repair or replacement

3

INTRODUCTION

Indication/ Failure Mode
Moderate interference. A few drops in Link margin while
irradiated.
Severe interference. Link margin below 5 at 50% of time. Selfrecovery when irradiation stops.
Loss of function/crash. Link goes down. No self-recovery.
Needs operator intervention

2

Keywords- ultra-wideband; pulse repetition frequency;
UWB; GTEM cell; automotive; vehicle; gigabit; router;
IEMI; interference; safety

DEFINITIONS OF INTERFERENCE LEVELS

B.

Test Objects
The routers tested are a) one commercial, off-theshelf (COTS), rugged gigabit router and b) one automotive
grade gigabit router, both equipped with optical fiber
connections.
III.

RESULTS AND CONCLUSIONS

Although being a rugged model, the COTS router
went straight to Level 4 where the router went down and
could not self-recover, already from the lowest PRF and
input amplitudes. The automotive router exhibited failure
levels from 1 to 3 depending on both PRF and amplitude.
At low PRF’s the router stayed at Level 1; however, the
sensitivity increased suddenly when the PRF was set to
maximum and gave Level 2 and 3 errors as the amplitude
was increased. Considering that the electric field that the
RUT’s were subjected to was at least a factor 100 higher
than what they are specified for it is not strange that the
COTS router failed at all levels and at the same time a
good sign for the future of autonomous vehicles that the
automotive grade RUT worked as well as it did.
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Abstract— The coupling of E1 HEMP incident electric
fields to horizontal and vertical cables is dependent on the
polarization and angle of incidence relative to the cable as
well as the cable and ground parameters and peak incident
electric field. This presentation will show the statistical
distributions that result when the variations in the coupling
parameters are made using the IEC 61000-2-9 specification
for the incident electric field, and use a flat distribution
determined for the polarization and incidence angle.
Keywords-E1 HEMP, IEMI, cable coupling.
I.

INTRODUCTION

In a presentation at ASIAEM 2017, we showed statistical
distributions for typical HEMP E1 coupling to horizontal
cables, where the statistical distribution has correlations
between the incidence angle and polarization determined
by the height of burst and the magnetic field dip angle.
These correlations result from the physics of the field
generations. The weight of angles of incidence of the
statistical distribution was taken from a uniform weight of
burst locations for which the observer was in the line of
sight, and the electric field polarization was determined by
the turning of the Compton electron in the HEMP source
region. For the chosen mid-latitude burst, this made some
combinations of polarization and incidence angle
nonexistent.
II.
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II.

INCIDENT FIELDS

The incident E1 is taken from IEC 61000-2-9 with a peak
field of 50 kV/m.

E  E0 K ( e   t  e   t )

Where E0 is the peak field, K is a normalizing constant and
 and  are the rise rate and fall rate respectively. The IEC
HEMP pulse has rise and fall times of 2.5 and 23 ns. For
short cables, only the effect of E1 needs to be taken into
account. For the IEMI field, we use a pulse which has a
factor of 10 greater rise and fall rates.
IV.

PARAMETER VARIATIONS

In this presentation we will show the probabilities of
coupling from E1 HEMP and IEMI fields to short cables
inside poorly shielded buildings . showing the variation for
coupling to a 1, 3, and 10 meter length horizontal cables at
varying heights and vertical cables of the same length. The
results are shown as probability cumulative distribution
functions (CDFs) showing the probability of peak current
greater than the corresponding value on the horizontal axis.

PROBABILITY DISTRIBUTIONS

In this presentation, we will examine the statistics which
result from using a distribution of incident wave Poynting
vectors that are uniform over the downgoing hemisphere,
and, for each Poynting vector, a uniform distribution of
perpendicular polarization vectors.
This distribution has a lower probability of low angles of
incidence than that used in the previous work, and more
probable fields with near-vertical field polarization
Figure 1. CDF of peak current on horizontal line.
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Abstract— In this presentation we discuss the shielding
effectiveness of multiple layers of steel reinforcing bars
(rebar) in very thick concrete structures.. While the effect
is simple for a single layer, the presence of multiple layers
becomes complicated in the time domain. We show results
for the shielding in both the frequency and time domain,
using the IEC 61000-2-9 E1 waveform for the incident
field specification.
Keywords-EMP Shielding, EMP Coupling
I.

EMP waveform most of whose VHF energy is generated at
the beginning of the time waveform.

INTRODUCTION

The analysis of the effects of rebar has been performed
treating it as a perfectly conducting wire grid. We modify
the treatment by including the relative permittivity, and
examining the effect of multiple layers. The permittivity
has two effects, firstly the lowering of the skin depth in the
reinforcing bars themselves, and, secondly, having an
effect on the magnetic field associated with the wave.
II.

Figure 1. Interior electric field with widely spaced layers of
rebar.

TIME DOMAIN EFFECTS

The sheet inductance per square of a set of perfectly
conducting parallel wires is

L

0 w  w 
ln  

 a 

(1)

where L is the inductance, 2w is the wire spacing, a is the
wire radius and the other terms have their conventional
meanings. To this we must add the interior rebar
inductance, determined by the magnetic field within a skin
depth and we must also add the effect of rebar resistance
which is modified by the small skin depth in the rebar due
to the high permittivity. These are frequency dependent,
but can be chosen at a suitable center frequency of interest
for fields penetrating the reinforced concrete. These are all
be included in a finite difference model of the concrete,
and upon calculation of the fields penetrating a thick
concrete wall with multiple sets of rebar, we obtain the
surprising result shown in Fig.1, where only fields on the
order of 200 MHz penetrate when an IEC 61000-2-9 E1
waveform is applied normally incident to the surface.
Since very little of the frequency content is above 100
MHz, the residual is very small and the late portion of the
time waveform appears to be more related to the escape of
energy trapped between the layers than the original
__________________________________
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III.

FREQUENCY EFFECTS

Performing the penetration calculation in the frequency
domain for a slightly different spacing gives the result
shown in Fig 2. The f 3 (60 db/decade) behavior shows
that the effect of the three sets of rebar is multiplicative,
which we find only true for wide spacing between layers.

Figure 2. Shielding effectiveness for widely spaced layers of
rebar.
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Abstract— Predicting the behavior of digital electronic and
embedded systems subjected to extreme electromagnetic
interference is a growing concern for military and civilian
systems operating in ever denser ambient electromagnetic
environments. While the interaction of the electromagnetic
stimulus with the system circuitry occurs at the physical
level, the manifestation of this effect is often perceived as
an erroneous behavior in the software state of the system. In
this research effort, we are developing Markov state vector
machine models (SVM) for describing the software state of
a microcontroller-based digital electronic system when
subjected to an external EMI-induced glitch. We describe
our ongoing work in developing predictive models for
erroneous software behavior through experimental data.
Such a predictive capability will help EMI/EMC engineers
develop quick assessment tools for modeling the behavior
of higher complexity digital electronic and embedded
systems exposed to extreme electromagnetic environments.

reside within 6 categories. [Auto/Cons/Off/Net/Sec/Tele].
Independent of hardware architecture, software instructions
within each script can be further categorized into 3 classes
(ALU+Bit Operations; Branching (Program Flow)
Operations; Data Flow Operations). We can leverage this
body of work as a starting point for developing a predictive
model for software glitches due to injected EMI pulses.
III.
EXPERIMANTAL SETUP
Our experimental setup comprises of a custom PCB that
contains a generic ATMEL 8-bit microcontroller (Figure 1).
Specific connectors are presented which allow for injection
of EMI pulses into the clock and/or power supply planes of
the microcontroller. We have configured our experimental
setup so as to implement an On-Chip Debugging (OCD)
routine right after the injection of the EMI pulse. In this
manner, we extract the contents of all the internal registers
using the boundary scan technique. We compare the state of
these internal registers with and without the injection of
EMI pulses by repeating the process several times (~1000)
to generate an ensemble of perturbed register values, which
varies depending on the nature of the EMI pulses
(amplitude, frequency, pulse width).

Keywords-Electromagnetic Interference, Radio Frequency
Upset, Glitch, Software Effects, Microcontrollers, Markov
Chains
I.

INTRODUCTION

While the interaction of radiated extreme electromagnetic
interference (EMI) with digital electronic systems occurs at
the physical level, by way of inducing spurious voltage or
current transients within printed circuit boards (PCB) and
embedded semiconductor circuits, the manifestation of this
interaction is often observed at the software level through
an erroneous functional response of the entire system. In
this body of research, we focus on developing a predictive
model for software upset in a digital electronic system by
treating the underlying hardware circuitry as a black box
and utilizing a State Vector Machine and Markov Chain
formalism to represent its perturbed functional response due
to the injection of EMI pulses.
II.
MOTIVATION
The Embedded Microprocessor Benchmark Consortium
(EEMBC) has surveyed and categorized software scripts to

Figure 1: Experimental setup at UNM with sample trace of
injected EMI on microcontroller power plane
IV.

RESULTS

In our talk, we will present the statistical nature of how the injected
EMI pulses perturbs the program flow or data flow of the set of
instructions being executed by the microcontroller. We will
characterize these perturbations as a function of EMI pulse
parameters and instruction classes. We will then describe the
probabilistic SVM and Markov Chain models we are developing
that describes functional upset of software execution in the
presence of injected EMI pulses. Developing such predictive
models will help EMI/EMC engineers devise protection schemes
for digital systems subjected to extreme EM environments.

Multichannel IEMI Detection and Characterization
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Abstract – An intentional electromagnetic interference
(IEMI) detection system which is capable of identifying
the electromagnetic signal based on frequency, pulse
duration, pulse repetition rate, magnitude and bandwidth
has been designed and prototyped. The detection systems
is designed based on a multichannel signal conditioning
scheme for an accurate detection with low false alarm rate.
Statistical characteristics of the detected signal are logged
and analyzed using a control and signal processing unit.
Keywords-component; characterization, detector, IEMI.
I.

INTRODUCTION

An intentional electromagnetic interference (IEMI)
may target the electronic systems by transmitting an
electromagnetic signal beyond the limits that the system is
designed to tolerate. Since IEMI attacks may still be
effective from a distance and through physical barriers,
such as walls, they are hard to track and are mostly
undetected [1,2]. The characteristics of a potential attack is
usually not known in advance which makes it difficult to
plan for an effective mitigation during the design stage. A
logging detection system can gather statistical information
about the characteristics of attacks such as frequency,
duration, and repetition rate of the attack. Even though
there are existing developments of IEMI detection systems
[3,4], there are not many commercial off-the-shelf
solutions that can detect, log, characterize, and alarm in the
event of an attack. In this paper, an IEMI detection system
with logging and alarming capability is proposed. This
system is capable of reporting the characteristics of attacks
that can be used to gather statistical information for a
facility under attack. This paper describes the general
design and capabilities of the proposed system.
II. IEMI DETECTION SYSTEM DESIGN
Individual functional blocks of the detection system
are shown in Figure 1. The green arrows represent the flow
of radio frequency (RF) signals and the blue arrows
represent the flow of digital or low frequency signals. The
main components of the system include antenna,
multichannel and redundant RF conditioning and detection
unit, digitizer and processing unit, power unit, control unit
with
logging
and
processing
capability,
and
electromagnetic interference (EMI) protection.
The
system is designed to have frequency dynamic range from
few hundreds of MHz to few GHz with magnitude
dynamic range of a few hundreds of V/m.

Figure 1. The block diagram of IEMI detection system.

III. TEST RESULTS
The prototype of detection system is tested with
broadband pulse as well as narrowband continuous wave.
For broadband, the aggressor antenna is excited with
transmission line pulser (TLP) at 1 kV with 200 ps rise
time. For narrowband, the aggressor antenna is excited
from 100 MHz to 4 GHz. The detection system is shown to
detect the signal for some frequency bands, but does not
detect some other frequencies (in between the detectable
bands). Near-field scanning of the detection board shows
unintended resonating structure which is the root-cause of
undetected signals. Next revision of the board is being
design to address this issue. The attacks are determined by
user defined threshold level as shown in Figure 2 (red and
yellow levels). In this figure, broadband and narrowband
(at 925 MHz) detection are shown. API's SmartScan
software with automatic detection capability is used for
signal processing.

(a)

(b)

Figure 2. IEMI detection of (a) broadband and (b) narrowband.
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Abstract— The problem of how electromagnetic waves
couple and propagate through complex structures such as
buildings, aircraft, ships, etc. is very challenging. A
number of approaches have treated the problem in terms of
scalar energy flow through interconnected compartments
[1]. These methods ignore wave effects (e.g. interference),
and therefore provide only a mean-field description of
energy distribution. We want to extend these approaches
by including wave propagation effects and interference to
understand deviations from the mean.
Quantum graphs provide a setting to formulate a more
complete model of energy propagation in complex
structures. Such graphs are a natural outcome of the
Electromagnetic Topology approach [2]. There is a hope
that the statistical properties of wave and energy
distribution on these graphs can be understood using an
approach based on the Random Coupling Model.
A graph or network is a set of elements which are
connected in a certain topology. Graphs have applications
in many different branches of engineering, science,
sociology and biology [3]. A quantum graph, introduced
by Pauling in the 1930s, is a linear network structure of
vertices connected by bonds with a differential or pseudodifferential operator acting on functions defined on the
bonds. Quantum graphs have been used to model many
phenomena, such as acoustic and electromagnetic
waveguide networks, quantum Hall systems and
mesoscopic quantum systems [3].
Researchers have studied quantum graphs experimentally
and numerically [4]. Quantum graphs have been realized
as microwave networks with different topologies such as
tetrahedral, irregular hexagon fully connected networks,
and fully connected five vertex networks [4]. The
impedance statistics of networks of complex enclosures [5]
have been studied, and results from both numerical
calculation and experimental measurement show good
agreement with theory.
We employ an experimental setup consisting of a
microwave coaxial cable network, which is used to
simulate quantum graphs. The networks, which are large
compared to the wavelength, are constructed from coaxial
cables connected by T junctions. The distributions of
impedance statistics are obtained from experiments on an

ensemble of tetrahedral networks. The Random Coupling
Model (RCM) is applied in an attempt to uncover the
universal statistical properties of the experimental data
obtained from this system. Deviations from RCM
predictions have been observed in that the statistics of
diagonal and off-diagonal impedance elements are
different. It is argued that because of the small finite-size
quantum graphs utilized here there will be non-universal
results [6].
We have extended these simple microwave graphs by
replacing the T junctions with quasi-two-dimensional
microwave billiards that display wave chaotic properties.
This models realistic scenarios in which over-moded
enclosures are interconnected through multiple ports,
including cables, apertures and waveguides (ducts). We
will relate the results of these experiments to the general
question of how to estimate induced voltage statistics on
electronics deep inside a network of complex enclosures.
Keywords: electromagnetic interference, statistical
electromagnetics, electromagnetic topology, Random
Coupling Model, wave chaos
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Abstract—The early-time (E1) HEMP is characterized by
a large peak electric field, a fast rise time, a short duration
and a wave impedance of 377 Ω . E1 HEMP radiated
immunity test for equipment uses TEM waveguide or
HEMP simulator to generate the required field. ESD
immunity test is often compared to EMP immunity test for
equipment, due to the transient characteristics with fast rise
time and high voltages. IEC 61000-4-2 for ESD immunity
test has transient radiated field test methods using HCP
(Horizontal Coupon Plane) and VCP (Vertical Coupling
Plane) as indirect application. This paper shows the
measurement results and analysis of the ESD transient
field from the VCP.
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Figure 2. ESD radiation field from VCP with 2 Ω bleed resistors

Keywords-E1 HEMP, ESD, transient radiated field, VCP
I.

INTRODUCTION

ESD immunity test IAW IEC 61000-4-2 is one of general
EMC tests for electrical and electronic equipment. IEC
61000-4-2 specifies transient radiated field test methods
using HCP (Horizontal Coupon Plane) and VCP (Vertical
Coupling Plane) as indirect application as well as direct
discharges of contact and air modes. In this paper, the ESD
transient fields from the VCP with various bleeder
resistors were simulated in CST MW studio and measured
using NSG-438A, ESD simulator. Then, the results were
analyzed in frequency domain.
II.

Figure 3. ESD radiation field from VCP with 940k Ω resistors

III.

ESD RADIATED FIELDS FROM VCP

Measurement were performed for 8 kV ESD using a
grounded d-dot sensor on the surface of a metallic rack.

CONCLUSION

The ESD radiated field from VCP seems to be comparable
to E1 radiated HEMP with the condition of modified
bleeder resistors
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Abstract— We present in this paper a comparative review
of the methods for calculating the Complex Natural
Resonance extraction of backscattering signals. Existing
techniques are characterized in terms of computational
cost, noise sensibility and early time sensibility.
Keywords—Singularity Expansion Method, Cauchy’s
Method, complex natural resonance, matrix pencil method,
Laplace transformation, radar, Half Fourier Transform.
I.
INTRODUCTION
The Singularity Expansion Method (SEM), proposed by
Carl Baum in 1971[1], is a technique used to characterize
the response of an object to electromagnetic stimuli using
its Complex Natural Resonance (CNR). This response,
unique for each object is aspect independent and can be
used for object identification.
This method has been applied to several domains and
applications, especially Automatic Target Recognition
(ATR). Several techniques are used to extract the CNR of
the signal, among them we have: the Matrix Pencil
Method, the TLS-Prony’s Method and the Cauchy’s
Method.
With the aim of implementing an FPGA version of SEM,
for operation time application, we performed a
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comparative analysis of the existing techniques for CNR
extraction.
II. CNR EXTRACTION METHODS COMPARISON
The results of the analysis are presented in Table 1. The
analysis characterizes each method in three aspects: Early
Time (ET) -Late Time (LT) incorporation, Computational
cost and Noise influence. The analysis was performed from
both, theoretical point of view and using simulation results
of canonical geometries.
As a conclusion, the most feasible method to be
implemented in a portable, real time processing unit is the
method based in the Half Fourier Transform.
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TABLE I. METHODS COMPARISON FOR SEM CNR EXTRACTION

Method/performance

Date

SNR

Computational
Cost

Domain of
operation

Early time
response
incorporation

Overall FPGA
implementation
suitability

Matrix Pencil

1990

High

Moderate

Time

Moderate

High

Cauchy

2007

Low

High

Frequency

High

Moderate

TLS-Prony

1987

Moderate

Moderate

Time

Low

High

HFT

1980

N/A

High

Frequency

High

Moderate

Incidence Angle Impact on EM Wave-Line Coupling
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III.
CURRENT VS. INCIDENCE ANGLE
Approximations of the integral in (3) with finite line length
L, and then through series representing a discrete source
distribution are then considered as

Abstract— For an EM plane wave coupling with a
horizontal conductor above ground, the induced current
reaches a maximum for small incidence angles. A
transmission line analysis shows that this is due to in-phase
adding of excited waves along the line.
Keywords- EMP; Transmission line; EM Wave Coupling.

𝐼𝑙𝑖𝑛𝑒 (𝑧) ≅ ∫−𝐿 𝛼(𝑧, 𝑧𝑠 )𝐸𝑐 (𝑧𝑠 )𝑑𝑧𝑠 ≅ ∑𝑁
𝑛=−𝑁 𝛼(𝑧, n∆)𝐸𝑐 (n∆)∆

I.
INTRODUCTION
This study supports the threat evaluation for EMP impact
on power lines and connected components. The current
induced by a plane wave incident on a horizontal line
above a lossy ground is computed as a function of the
incidence angle , as in Fig. 1 (case of zero incidence
azimuthal angle, that yields the largest current). Solutions
from both fully EM analysis, and from transmission line
theory are well known (e.g. [1], [2], respectively).

𝐿

(4)

where =L/N, and then zs=n and  was defined in (1).
The L=∞ line current in (3) is computed analytically and
plotted in Fig. 2 vs. the angle , with the same opentermination geometry and lossy ground as in [1]. As in [1]
(that uses a different normalization and a fully EM model),
the peak occurs at max ≈ 6.7º. Fig. 2 shows also a good
agreement with the responses in (4), for both a finite L, (of
several wavelengths at 500 kHz as in [1]), and with the
series approximation with N=50.

Figure 2. Line current amplitude vs. incidence angle 

Figure 1. Incident wave on line above ground

II.
INDUCED CURRENT ON THE LINE
Following [2], the impact on the infinite line from the
external field (incident wave plus ground reflection) can be
represented by a distributed set of voltage sources (Fig. 1).
In the conventional phasor notation, for a single lumped
voltage source Vs in z=zs, the current on an infinite line
above ground is [2]
𝐼𝑙𝑖𝑛𝑒 (𝑧) =

𝑉𝑠 (𝑧𝑠 ) −𝑗𝛾(𝑧−𝑧 )
𝑠 ,𝑧
ⅇ
2𝑍𝑐
𝑉𝑠 (𝑧𝑠 ) 𝑗𝛾(𝑧−𝑧 )
2𝑍𝑐

ⅇ

𝑠

≥ 𝑧𝑠

, 𝑧 ≤ 𝑧𝑠

≜ 𝑉𝑠 (𝑧𝑠 )𝛼(𝑧, 𝑧𝑠 )

(1)

where  and Zc are, respectively, the propagation constant
and characteristic impedance. A distributed voltage source
can be considered as the equivalent to a harmonic incident
wave of amplitude E0. This leads to a field component
Ec(z) on the conductor expressed as (with e-jt suppressed)
𝐸𝑐 (𝑧) = 𝐸0 sin(𝜓) (ⅇ 𝑗ℎ sin(𝜓)𝑘0 − 𝑅𝑣 ⅇ −𝑗ℎ sin(𝜓)𝑘0 )ⅇ −𝑗𝑧 cos(𝜓)𝑘0

where k0= c and Rv is the ground reflection coefficient.
Thus, if Vs(zs) in (1) is replaced by a source distribution
dVs(zs)=Ec(zs)dz, the line current can be written as
𝑧

𝐼𝑙𝑖𝑛𝑒 (𝑧) = ∫−∞

𝑒 𝑗𝛾(𝑧−𝑧𝑠 )
2𝑍𝑐

∞ 𝑒 −𝑗𝛾(𝑧−𝑧𝑠)

𝐸𝑐 (𝑧𝑠 )𝑑𝑧𝑠 + ∫𝑧

2𝑍𝑐

𝐸𝑐 (𝑧𝑠 )𝑑𝑧𝑠

(3)
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To study the peaked response, (4) is re-written in terms of
the current contributions I: 𝐼𝑙𝑖𝑛𝑒 (𝑧) ≅ ∑𝑁
𝑛=−𝑁 ∆𝐼(𝑧, n∆).
In Fig. 3, the real part of the phasor I is plotted vs. z, in
the vicinity of z=0, for five zs=n sources. This shows
how the peak of Fig. 2 is formed: at =max the current
contributions add closer in phase (thus leading to an
overall larger current), while for =2.5max there is a larger
spread leading to partial cancellations of the contributions.

Figure 3. Current waveform spread at =max vs. larger 

This was verified for other angles and locations of the
sources. Also, for larger frequencies the peak in Fig. 2 has
a lower amplitude, and shifts to slightly lower angles.
IV.
CONCLUSIONS
The peaking of the wave-line coupling at small incidence
angles is due to a selective superposition of the traveling
waves induced on the line. The finite length line analysis
that was presented is also effective to study realistic, shortduration pulses.
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antennas as predicted by classical electrodynamics –
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Abstract— Power radiated by an oscillating current in an
antenna occurs in bursts of duration T / 2 , where T is the
period of oscillation. The results obtained here, based
purely on classical electrodynamics, can be summarized by
the inequality U  h  q0  e where U is the energy
radiated in a single power burst of duration T / 2 , h is the
Planck constant,  is the frequency of oscillation and q0 is
the magnitude of the oscillating charge associated with the
oscillating current. The condition U  h  q0  e is
obtained when the length of the antenna is stretched and its
radius is compressed to the limiting values allowed by
nature.
Keywords-Elementary charge, Bohr radius, Hubble
radius, Energy density of vacuum.
I.
INTRODUCTION
The power dissipated by an antenna excited by an
oscillating current takes place in bursts of duration T / 2 ,
where T is the period of oscillation. This paper is
concerned with the energy dissipated within such a single
burst. The results presented here extend and improve part
of the research work carried out in [1]. The details of the
analysis given here were published in a recent paper [2].
An antenna of length L / 2 excited by an oscillating
current is located over a perfectly conducting ground
plane. The energy radiated over any given time interval by
this antenna oscillates as a function of L /  [3]. For very
large values of L /  , only an infinitesimal fractional
change of this ratio is needed to push the energy from a
maximum to the next minimum. Thus, for very large
values of L /  , the median value of this oscillating energy
is considered.

magnitude of the oscillating charge,  is the wavelength
and  is the frequency of oscillation. For a given charge
q0 , the median energy increases with increasing length
and decreasing wavelength. The smallest value of the
wavelength that one can plug into the equation is in the
order of the antenna radius. The smallest possible radius of
an antenna that can exist in nature is equal to the Bohr
radius, a0 . The largest possible value of the antenna length
that one can have in nature is equal to the ultimate size of
the universe and this is given by the final (or the steady)
value of Hubble radius, R . Thus, the upper limit of the
median energy dissipated within a single power burst of
duration T / 2 for a given charge is given by,
q 2
(2)
U max  0   ln(2 R / a0 )
4 0 c
Equation (2) predicts that when q0  e , where e is the
elementary charge, U max  h where h is the Planck
constant. Since U max is the maximum energy that can be
radiated within a single burst of power for any given
charge, the results can be summarized by the inequality
U  h  q0  e where U is the energy radiated in a
single power burst of duration T / 2 , h is the Planck
constant,  is the frequency of oscillation and q0 is the
magnitude of the oscillating charge associated with the
current. Since R  c 2 3 / 8 G  , where G is the
gravitational constant and   is the vacuum energy
density, replacing U max by h and q0 by e in Equation
(2) will generate an expression for the vacuum energy
density in terms of other known fundamental constants.
REFERENCES

II.
RESULTS
Under ideal conditions when all the losses associated
with the current propagation along the antenna can be
neglected, the median value of the energy radiated within a
single burst of duration T / 2 is given by [3]
q 2
U med  0   ln(2 L /  )
(1)
4 0 c
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Abstract—CenterPoint Energy embarked on an initiative to
identify an effective, cost efficient solution for High-Power
Electromagnetic (EM) mitigation for new and retrofit
installations. The focus of mitigation efforts was substation
assets used for the protection and control of the power
delivery network. The design basis required the identified
electromagnetic protection not compromise the reliability of
existing substation functions, result in minimal increases to
maintenance costs, and avoid significant changes in normal
operating procedures. The development of a solution was
achieved in 2018 and is rapidly progressing to the field pilot
phase. The practical application of EM mitigation design
practices in an unobtrusive method will speed the time for
implementation, lower initial installation costs, and minimize
ongoing maintenance. Each of the aforementioned
achievements are realized while meeting the shielding
effectiveness requirements of MIL-188-125.

I.

INTRODUCTION

CenterPoint started investigating mitigation of EM on their
system in 2010. A typical utility approach for EM substation
mitigation is building a new 6 sided metallic control house
with power filters and shielded cables. However, most
existing substation facilities have little real estate to build a
separate control house and existing cables do not use highfrequency shielding.
While investigating digital substation designs on a separate
project, the feasibility of compressing the critical protection
and controls into a single cabinet was recognized. By
combining EM mitigation practices and digital substation
design, efforts to pursue an EM module prototype that could
not only work at new substations but also could be used as a
retrofit for existing substations materialized.

II.
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III.

NEW TECHNOLOGY

The EM module will be installed as a backup protection and
control system as well as online monitoring while the legacy
protection and controls are still in service. If an EM event
occurs, the mitigation system could be used in response. By
having the system as a redundant parallel backup, the field
technicians would not have to interface daily with the EM
enclosure, which would help maintenance cost and ensure the
integrity of the module. The field technicians also would not
need to instantly change their skill sets learning the
grounding, bonding and digital protection that would be
required on a complete EM control house. Lastly, the EM
module has enhanced data gathering and reporting capabilities
for control center information which exceeds legacy systems.
From a financial perspective, the proposed solution is cost
effective when compared to building a new EM control house.
Based on initial estimates, a new EM control house will cost
over one million dollars. The EM module enclosure would be
less than 10% of a new EM control house.
In conclusion, utilizing a module based approach would be a
cost effective retrofit solution to harden substations for EM
events. By being a redundant system, the module also
provides a backup for non-EM emergencies such as control
house fire or flooding and it does not intrude on present
protection and control systems.

DESIGN BASIS

The EM module design basis would have to protect against
the two main threats: radiated and coupled energy. To solve
the radiated threat, the use of a six sided enclosure that would
be small enough to fit inside an existing control house was
designed. For the coupled threat, the use of non-metallic
communication controls to external devices is proposed. Only
shielded copper cables are used to power external equipment
via a HEMP filter. The designs must be cost effective and not
interfere with day to day operations.

Figure 1. Example of EM Module

DTRA Operation Independent Spark Overview: SREMP Test on an Operational
Transmission-Distribution Power Substation and Components at HERMES III
Michael Rooney, Defense Threat Reduction Agency
Jonathan Morrow-Jones, Applied Research Associates
David Fromme, SARA
Operation Independent Spark was a successful collaboration and unique test of elements of the power
grid. Participating organizations included DTRA, UK MoD Dstl, NRL, SNL, ARA, SARA, L-3 and Engility. The
test was conducted in two phases: a component phase and an assembly phase. The component phase
tested power grid and supporting elements. Test items included line insulators, surge arrestors, digital
protective relays, computers, network routers and switches, mobile and satellite phones, and a trunked
radio system. The assembly phase tested a simulated substation. Test items included two transformers,
gas circuit breaker, substation battery charger, and digital protective relays. The test environment was
the combined EMP and radiation pulses from HERMES III gamma simulator. The assembly phase also
included a simultaneous pulse current injection.
The test sought to understand source-region EMP (SREMP) effects on a modern electrical power grid. For
the component phase of the testing, the test examined potential arcing or damage to power grid
elements. It characterized the time-dependent impedance of line insulators and surge arresters as a
function of voltage and dose rate. The test also recorded response of operational protective relays,
looking for upset, latching, or damage effects. The assembly phase looked at whether an operational
substation would possibly arc or damage. Response of the simulated substation was examined as a
function of dose rate as well as a synchronized 5,000 A current injected one of the transformers to
simulate, as best as possible, a combined SREMP environment.
Main test results noted that no significant radiation effects on the operational power substation or its
components were observed. This robust response was unexpected and significantly alters understanding
of SREMP effects on the power grid. No arcing occurred during the test despite the realistic voltages and
radiation levels. The unhardened COTS and radio equipment tested was not as robust to radiation as the
operational power grid substation and power grid components.

Application of the Singularity Expansion Method
(SEM) for Multiconductor Transmission Lines
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Abstract—An equation for the SEM poles of long
multiconductor transmission line was formulated on the
base of asymptotic approach. The matrix for the reflection
coefficients is found by the solution of the EFIE with
perturbation theory for thin wires. The analysis of the pole
set allows to extract poles corresponding to differential and
common current modes.
Keywords - Singularity Expansion Method; MTL.
I.

INTRODUCTION

The coupling of high-frequency electromagnetic fields
with transmission lines of different nature is one of the
main problems of electromagnetic compatibility. Coupling
with transmission lines is a special case of interaction of
EM fields with scattering objects. For solution of this
problem the general Singularity Expansion Method (SEM)
was advanced by C.Baum, F. Tesche, D. Giri and other
scientists in earlier 1970th [1]. The positions of poles of
the response function (SEM poles) are a unique
characteristic of the system and do not dependent on the
kind of excitation and position of the current measurement
point, The SEM expansion defines the response both in
frequency and time domain, radiation of the system, its
scattering amplitude, etc.
The method was applied for the case of high-frequency
coupling with long transmission lines in [2,3] with the so
called asymptotic approach [4], where the SEM poles are
defined as roots of the resonant denominator containing
high frequency reflection coefficients for TEM current
waves. In particular, for the thin wire line, these coefficient
can be obtained by the iteration solution of the EFIE [4].
II.
METHOD AND RESULTS
In the present paper we generalized the SEM method for
multiconductor lines. The asymptotic approach for the
long multiconductor line excited by a plane wave was
developed in [5]. In this approach the current near the
terminals has a complex structure, containing TEM modes,
leaky modes, and radiation modes. However, far from the
terminals, in the so called asymptotic region the current
has a simple structure: it consists of forward and backward
running TEM waves and the solution for the current for the
case of infinite wire.
The matrix of coefficients for the TEM waves contains, in
particular, the inverse matrix of "resonance denominator",
which, in turn, includes matrices of reflection coefficients
of TEM current waves from the left and right terminals
and the diagonal matrix of the exponential propagator. The
required matrix of reflection coefficient can be found with
the iteration approach for the EFIE. Assuming that the
determinant of the denominator matrix is an analytic
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function of the complex frequency, we can find its zeros
by one way or another, which yields the SEM poles. Note,
that there are cases when it is not an analytic function and
one such case was treated by Giri and Teshe [7] for
antenna in a conducting medium. In this case an additional
brunch cut appears, which effect requires additional
consideration.
A case of multiconductor open-circuit horizontal line was
considered. For such line the elements of reflection
coefficient matrix can be obtained in explicit form using
the integral exponent function. For the simplest case of
two parallel lines with equal height we investigated poles
in dependence of distance between the lines. When the
distance is essentially larger than the height of the line, the
poles do not differ from the single line case, but with small
splitting. As the distance between the wires decreases, the
splitting increases. When the wires are close to each other,
one can observe two sets of SEM poles. One set of poles
corresponds to the differential current mode with small
imaginary part and the second set of SEM poles
corresponds to the common current mode, with large
imaginary part (antenna regime).
The results were compared with the one obtained by NEC
code with complex frequency and contour integration in
complex ω-plane [6] and an excellent agreement was
found.
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Exposing biological tissue to electromagnetic (EM)
fields may result in many effects; yet the only
reproducible effect known in the RF range is the
thermal one related to heating of the tissue [1]. It is
quantified by the specific absorption rate (SAR).
Differing thermal and non-thermal effects requires
suitable tissue samples under well-defined
environmental parameters (e.g. temperature and
humidity) and an exposure setup providing defined
deterministic or probabilistic EM fields. Multiple test
setups exist, e.g. open area test sites, (semi-)anechoic
chambers or EM reverberation chambers (ERCs). In
contrast to the first two, in which a well-defined EM
field is generated, the fields of an ERC vary
statistically. For a small ERC, e.g. of the size of a
cabinet, the exposed sample (Device Under Test,
DUT) must be electrically sufficiently small. In order
to exploit the advantage of a small and inexpensive
ERC for the investigation of EM compatibility
(EMC), an accurate knowledge of the field
magnitude distribution is mandatory. Investigations
of the effect of EM fields on biological systems
ranges from cell cultures suspended in nutrient
solutions to animal experiments. Such samples often
occupy a relatively large volume, where a spatially
homogeneous distribution of the EM field cannot a
priori be guaranteed [2]. Dosimetry for thermal or
non-thermal effects of EM fields can be achieved
indirectly by determining field magnitudes [3] or
directly via the effect on the DUT. In the latter case,
the spatial distribution of the SAR can be deduced
from the temperature profile of some material at the
spatial positions of interest during exposure via
identification of the balance of all energy fluxes
related to heat transport. However, the number of
probes available for recording temperature profiles is
limited, and a thermographic determination of the
DUT’s surface temperature may be inaccurate. In this
paper, precise determination of the spatial and
stochastical distribution of the SAR is achieved by an
accurate, spatially resolved measurement process,
identification of increasingly refined physical models
for heat transfer inside the ERC, and by an enhanced
estimation of statistical observables via bootstrapping

[4], allowing for a higher level of significance.
Identified SAR distributions are related to those of
other observables, e.g. field strength. To also enhance
the empirical data base, a new method to access the
spatial distribution of the SAR of cell and tissue
solutions is implemented: Patterns of a large number
of nearly adiabatic droplets of a liquid, electrically
equivalent to that of the solvent (e.g. salted water),
are exposed in a polystyrene matrix. Their
temperature profiles are simultaneously recorded by
thermography. From measured temperature gradients,
the SAR homogeneity can directly be evaluated.
Measurement results are compared with simulated
data. Finally, conclusions for the construction of a
“BIO-ERC” are derived.
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Abstract— In this paper, we propose a new ultra wideband
MB antenna for UWB applications. The proposed antenna
can designed to operate from 3.2 to 12 GHz.
WBMB antenna can be designed for UWB signals in the
frequency range of 3-10 GHz with a bandwidth in excess of
1.5 GHz. The antenna has omnidirectional pattern and
nearly consistent group delays across its bandwidth.
Keywords- MB antenna, UWB, Planar monopole.
I.

INTRODUCTION

UWB wireless technology allows transmission of data at
high rates using very short pulses with extremely large
bandwidths. This implies that UWB antennas should exhibit
an ultra wide bandwidth in the frequency range of 3.1-10.6
GHz,
allocated by the Federal Communications
Commission (FCC). The large bandwidth of UWB signals
can cause distortion of UWB pulses. Several broadband
monopole antennas have been proposed [1]. However,
since the ground plane in these antennas is perpendicular to
the radiating element, these antennas are non-planar
structures.
In this paper, we present a planar broadband monopole with
no ground plane. The proposed antenna is a based on the
MB antenna (MBA), ,recently presented by the authors [2,
3]. The antenna's parameter are close to those of a tuned
dipole at each frequency, and it causes very small distortion
on transmitted USB pulses.
II.

THE PROPOSED ANTENNA

The proposed antenna is a version of the MBA, designed for
UWB systems. MBA is a monopole radiator with halfwave delay line. In the wideband version of MBA
(WBMB), the delay line is replaced by a second radiator,
such as folded dipole [4]. Fig. 1 shows the structure of the
proposed antenna. The antenna consists of a monopole
radiator of quarter wavelength at fundamental frequency F,
and a folded dipole whose perimeter is half wavelength at
F. The folded dipole serves as delay line of the monopole
and a second radiator that radiates at 2F. The antenna's
dimensions are given in Fig. 1. Fig. 2 shows the simulation
results for the far-field of the antenna measured at a distance
of 1m from the antenna. As shown in Fig. 2, the antenna
exhibits a very wide bandwidth of several GHz.

Figure 1. The structure of the proposed antenna

Figure 2. The far-field of the proposed antenna (simulation).
III. CONCLUSIONS

A novel planar UWB antenna is proposed. The antenna is a
compact ground-less monopole, whose parameters are
close to those of a tuned dipole. The proposed antenna can
be the basis for developing different omnidirectional
wideband antennas at frequencies up to 20 GHz.
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Abstract—Korea is one of the most interest countries in
HEMP/IEMI. There are much effort to protect HEMP
threats as well as IEMI. This paper introduces
HEMP/IEMI research and practices in Korea, including
the aspects of sources, test methods and evaluation of
vulnerability.
Keywords – HEMP, IEMI, protection, vulnerability,
Korea,
I.

INTRODUCTION

Korea is one of the most interest countries in HEMP/IEMI.
There are much effort to protect HEMP threats as well as
IEMI. This paper introduces HEMP/IEMI research and
practices in Korea, including the aspects of sources, test
methods and evaluation of vulnerability.

AMEREM 2018-Nuclear Environments and Effects
Standards: An Overview
Walter J. Scott
Engility Corporation
Chantilly, Virginia, USA
Abstract–The US Department of Defense began
developing nuclear environment and effects military
standards for specifying nuclear threat environments and
protection of strategic military platforms and systems in
the early 1980s. The first standard issued was MIL-STD2169, the High-altitude Electromagnetic Pulse (HEMP)
threat environment to be used by all military services in
developing survivable systems. Subsequently, MIL-STDs188-125-1, and -2 were issued for protection of fixed and
transportable ground-based systems; MIL-STD-3023 for
protection of military aircraft; and MIL-STD-4023 for
protection of military ships. As our understanding of
nuclear source region, field generation and coupling, and
system effects phenomenology has matured, as well as to
leverage advances in hardening and testing technologies,
these standards have been revised. Most recently,
development of new nuclear environments standards is
underway that specify nuclear environments applicable to
designing, hardening, and testing buried, terrestrial and
space-based platforms and systems. This paper will
provide a top-level overview of nuclear environments and
system protection standards, with added focus on recent
changes made to MIL-STD-188-125-1 for HEMP
protection of fixed ground-based facilities with timeurgent missions.

Michael R. Rooney
Defense Threat Reduction Agency
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standards are being developed that address
scintillation and protection of satellites, and
environments associated with surface and nearsurface bursts:


Nuclear Disturbed Communications Environment
(NDCE), CANES Annex – 4QFY18,
 Satellite System Nuclear Survivability
Interface/Protection Standard (SSNS-P) –
1QFY19, and
 CANES Surface/Near Surface Environments
Annex – 4QFY18
Together, these standards specify the complete subterrestrial, terrestrial, and space nuclear threat
environments needed to harden and test military platforms
and systems.
II.

DISCUSSION

The talk will provide a short overview on the scope
of each of these standards followed by a discussion on
some of the major changes recently made to MIL-STD188-125-1.

Keywords-nuclear threat environments, HEMP, nuclear,
environments, survivability, protection, platforms, systems
I.

INTRODUCTION
Nuclear threat and protection standards define the
nuclear threat environments; enact pass-fail performance
metrics; and define best practices for hardening and testing
critical facilities and systems. Recent standards issued
include:
 MIL-STD-3053, Satellite System Natural and
Nuclear Survivability Standard (SSNS) –
Published 19 November 2015,



MIL-STD-4023, High Altitude
Electromagnetic Pulse (HEMP) Protection for
Military Surface Ships – Published 25 January
2016, and
 MIL-STD-3054, Comprehensive Atmospheric
Nuclear Environment Standard (CANES) –
Published 14 March 2016
In addition, new nuclear environment and protection

Figure 1. Typical HEMP hardening topology.
Major changes made to MIL-STD-188-125-1 affected
the system topology (Fig.1), testing methodologies, and a
few pass/fail criteria. Changes that will be discussed
include:
 Addition of a new appendix that addresses
requirements for Small Shield Enclosures,
 Modification of Continuous Wave Immersion
(CWI) Test Procedures to include allowed use of
minimum phase algorithms, and
 Changes to Acceptance Test requirements
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Abstract— Compact Marx generators have found
increasing use in high-power electromagnetic sources for
the last few decades [1, 2]. The ease with which simple
generators can be assembled often leads people to believe
that these are simple devices that should be an easy path to
high voltage pulses in the 100’s of kV at low energies.
Unfortunately, researchers that build these devices often
find that they seem to behave in a way that is much
different from the simple theory of how a Marx should
work. One unusual behavior that is often seen is the very
poor or non-existent triggering performance of a compact
Marx. In this paper we explore the reasons for this
behavior and the additional factors that practitioners in the
field of pulsed power must take into account when
designing and operating compact Marx generators.
I.

INTRODUCTION

A.

Basic Operation of a Marx Generator
The basic operation of a Marx generator is dependent
on the proper closing of all of the spark gap switches
within a very short time in a process known as erection of
the Marx. One or more of the spark gap switches will be
triggered by an external pulse and the remaining switches
are closed by the overvoltage created by the closing of the
previous switches. In an ideal case, this would result in
sequential operation of the switches and the expected
operation of the Marx would be achieved.
B.

Compact Marx Generators
In relatively large, open-air Marx generators, the
ideal model of operation can often be assumed without any
real impact on the design. However, when a Marx is made
very compact and low-energy the stray capacitances of the
spark gaps and other conductive components become an
appreciable fraction of the value of the Marx capacitors.
This fundamentally changes the operation from that of the
ideal model. The initial design is made more complicated
by the difficulty in estimating stray capacitance.
II.

ERECTION OF A COMPACT MARX

In compact Marx generators, the stray
capacitances that affect the erection process are primarily
the gap capacitance Cg, the inter-stage stray capacitance
Ci,and the stage-to-ground stray capacitance Cs as shown
in Fig. 1.[3]

Figure 1. Three stage compact Marx equivalent circuit.

Note that the usual plate-style construction of compact
Marx generators results in Ci being in parallel with Cg so
these sum to a larger effective capacitance.
When the first switch in the Marx closes, the voltage
on one side of the next switch is driven up. This change in
the voltage on Cg necessitates a displacement current
through the switch. The best sink for this current is Cs. If
Cs is not much greater than Cg + Ci, then the current must
sink through the series impedance of the load, the
remaining unfired switches, and the Marx capacitors. This
creates voltage drops across the load and each switch
leading to a significant reduction in overvoltage on the
second switch. Unfortunately, reducing the size of the
Marx drives Cg and Ci up while Cs either stays the same or
decreases. The high (often open circuit) impedance of
HPRF loads prior to reaching full voltage also exacerbates
this problem.
Addressing this issue requires that the transient
impedance from each stage to ground be minimized. A
common method of accomplishing this – surrounding the
Marx with a grounded metal can has multiple benefits [4]
but results in insulation issues that can be difficult to
overcome. Other methods, including introducing artificial
back-coupling capacitances can be implemented at the
expense of extra complexity and size. Here, the factors
that influence the Marx erection process and its relation to
triggering are examined.
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Abstract— The possibility of a high altitude
electromagnetic pulse (HEMP) event over the US is
existent, although the pervasiveness of consequences to the
power grid are unknown. This paper describes a MonteCarlo [1] based methodology to probabilistically quantify
the consequences of a HEMP event above the power grid.
The approach uses three fundamental steps to characterize
these consequences. First, evaluate the probability of
failure and associated failure modes of select grid
components, as a function of magnitude and direction of
the EMP. Second, sample these distributions to determine
a single possible HEMP scenario to grid components.
Third, impose the failure conditions on a dynamic grid
model, which includes system protection, and determine
the short and long-term survivability of load. After load
survivability has been determined, re-dispatch the grid and
drop load, as required, to ensure system security is
maintained, post EMP event. Results were created after
one hundred scenarios were realized. Histograms were
formed, and a PDF of short and long-term consequence
was created.
Keywords-component; grid, power, power system,
electromagnetic, pulse, EMP, HEMP, probability, MonteCarlo
I.

INTRODUCTION

A high altitude electromagnetic pulse event is an artifact
of a nuclear explosion. Such explostions can be designed
to minimize mechanical damage while maxizing
electromagnetic pulses, which can wreak havoc in electrical
and electronic gear. Many facilities have been designed to
withstand EMP events, including many grid control centers,
however, little is known about the systemic effects of an
EMP event on the electric power grid and there has been
insufficnent motivation to call drastic measure toward
defenses. As an artifact of a nuclear explosion, much of the
information about a HEMP event are withheld, although
some fundamental information exists in open literature that
may shed light on the potential consequences to the grid [2,
3].
Sandia National Laboratory has launched a three-part
multi-year investigation into this topic area. The first part
concerns achieving a better understanding of the
consequences to grid components, such as transformers,
relays, SCADA systems, and PTs and CTs due to HEMP
exposure.

The second part, which is the focus of this paper,
attempts to identify electric power grid systemic
consequences from a HEMP exposure. And the third part
focuses on the development of new material types to
mitigate or prevent damage to the systemic effects of a
HEMP event.
This paper contributes to early research concering the
systemic consequences to the power grid from a HEMP
event [4]. Given the nature and sensitivity of the topic area
and the early stage of this research, the paper will
demonstrate the methdolody using realistic, but simulated
data. The induced EM effects on the power grid are
calculated using generalized EM models applied to the
IEEE RTS 96 system, which includes topology layouts.
An EMP event is defined by three phases [5]. Phase E1,
peaking at about 50kV/m, peaks at about 2.56ns and has
decayed to near zero before 0.1us. Phase E2, peaking at
about 100V/m, occurs extends to several miliseconds, and
Phase E3, less than 100mV/m, extends to 100’s of seconds,
appears very much like a geo-magnetic disturbance
(GMD). Given the body of work accomplished on GMD
events, and their analogy to an E3 event, focus was limited
to E1 and E2 events.
II.

PROBABILISTIC MODELS

Complex systems consist of many smaller subsystems,
which may have independent (regional, local, etc) failure
modes and failure rates specific to them. Traditionally, very
high reliability is expected of each of these components to
ensure reliable power delivery (i.e. adequate CAIDI and
SAIDI operational indices) [13].
Reliability-focused engineering methods, such as
Failure Mode and Effects Analysis (FMEA) [14], and
reliability block-diagrams (RBD) [15] can help identify
different reliability states and causal relationships, and have
been used to identify and characterize the fault and failure
events in complex systems such as power grids.
Induced system voltages due to a generalized EMP
event are calculated for various initial conditions of the
HEMP event with respect to the modeled transmission
system. Probability distributions are created regarding the
location, intensity, and duration of the induced voltages and
currents induced onto the grid model, and FMEA analsyis
is subsequently conducted, resulting in PDFs for grid
component failures, given a HEMP event. These PDFs are
sampled and used as part of a Monte Carlo analysis using a
dynamic grid simulation to determine the probabalistic grid
consequences of an HEMP event.

	
  

EM Information Leakage Threat Caused by Lowpower IEMI and Hardware Trojan
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Abstract—	
   In conventional electromagnetic (EM) information security, a device that unintentionally radiates EM
waves including confidential information inside the device
has been targeted as a threat. On the other hand, in this
paper, we show that it is possible to cause information
leakage through EM waves from potentially leak-free
equipment by low-power intentional electromagnetic interference and hardware trojan.
Keywords-EM information security; intentional electromagnetic interference; hardware trojan

Figure 1 EM information leakage caused by IEMI and HT.	
  

I. Introduction
The threat of information leakage through electromagnetic (EM) waves is caused by unintentional EM waves
generated from the equipment depending on information
processing [1]. For this reason, devices that do not emit
EM waves including confidential information were out of
the scope of the threat described above. Therefore, in previous studies [1], only devices that potentially leaked were
targeted. On the other hand, in this paper, we introduce a
new threat to cause information leakage against equipment
that does not emit unintentional EM waves including confidential information using low-power intentional electromagnetic interference (IEMI) [2] and hardware trojan (HT)
[3].
II. EM Information Leakage Caused by IEMI and HT
In this study, the HT was mounted on the communication line where the target signal was transmitted, and EM
wave irradiation was performed on the HT to induce information leakage. The above information leakage can be
regarded as caused by a mixer circuit that multiplies the
two signals. A mixer circuit multiplies an intercepted signal SBB (t) and a high-frequency signal SC (t) induced by
externally irradiated electromagnetic waves, and generates
an amplitude-modulated signal SAM (t) = SBB (t) SC (t),
where SC (t) is the carrier signal and SBB (t) is the baseband
signal. The time change of SBB (t) is radiated outside the
device as the amplitude-modulated signal SAM (t) through
an unintentional antenna (Fig. 1).
III. EM Information Leakage from Keyboard with HT
In this experiment, we selected the keyboard as a specific target. First, the HT is mounted on the signal line connecting the target keyboard and PC. Then, by using EM
waves radiated from the outside, the information inside the
device is amplitude-modulated and radiated outside the
device. Fig. 2 shows the measurement results. Fig. 2 (a)
shows a waveform obtained by tapping the data signal
transmitted inside the communication line when "Q" is
input. Fig. 2 (b) shows the waveform measured outside the
equipment when irradiating the HT with EM waves.

	
  

Figure 2 Leakage signals.

Waveforms with time variation similar to those in Fig. 2
(a) are observed, and it can be seen that the input information can be acquired outside the equipment. However,
when the EM waves are not irradiated to the HT, the waveform measured outside the device is as shown in Fig. 2 (c),
and information leakage does not occur.
The above results show that it is possible to cause information leakage through the EM waves by using IEMI
and HT from potentially leak-free equipment.
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Abstract— The Säntis telecommunications tower, located
in northeastern Switzerland, has been instrumented since
May 2010 to measure currents associated with lightning
striking it ([1], [2]). The selection of the Säntis tower site
followed an analysis of several candidate sites located in
various regions in Switzerland which revealed that it is by
far the most frequently struck structure in the country and
one of the hotspots in Europe. The functional design
constraints of the measurement system were selected on the
basis of the statistical lightning parameters already available
in the literature [3]. Considerations about the specificities of
the tower in terms of very low winter temperatures and
EMC were also taken into account in the design of the
system [4].
In the first seven years of operation of the measurement
station, more than 700 flashes have been recorded and
analyzed. The obtained data constitutes the largest dataset
available to date for upward negative flashes [5]. As of
today, about 15% of the recorded flashes have been of
positive polarity [6] and 3% bipolar [7].
In this plenary presentation, we provide an update on recent
instrumentations deployed on the tower and on field
measurement stations at various distances ranging from 20
m to 380 km. Recent observations using a Lightning
Mapping Array (LMA), as well as simultaneous data of
lightning currents and fields at 380 km featuring
ionospheric reflections [8] will be presented at discussed.
Keywords-lightning; instrumented tower,
mapping array; electromagnetic fields.

lightning

Acknowledgments – The authors wish to thank all the individuals
involved in the Säntis tower instrumentation project. Special
thanks are due to Prof. M. Paolone, Prof. D. Pavanello, Prof. V.A.
Rakov, Prof. C.A. Nucci, Dr. C. Romero, Dr. A. Smorgonskiy, Dr.

Marcos Rubinstein
Univ. App. Sciences Western Switzerland
Yverdon-les-Bains, Switzerland
marcos.rubinstein@heig-vd.ch

M. Azadifar, A. Mostajabi and A. Sunjerga. The work was
supported by the Swiss National Science Foundation (Projects No.
200020_175594) and the European Union's Horizon 2020 research
and innovation programme under grant agreement No 737033LLR.

REFERENCES
[1] C. Romero et al., “Measurement of Lightning Currents Using
a Combination of Rogowski Coils and B-Dot Sensors,” J.
Light. Res., vol. 4, no. 1, pp. 71–77, 2012.
[2] C. Romero et al., “A System for the Measurements of
Lightning Currents at the Säntis Tower,” Electr. Power Syst.
Res. J., vol. 82, no. 1, pp. 34–43, 2012.
[3] V. A. Rakov and M. A. Uman, Lightning: physics and effects.
Cambridge University Press, 2003.
[4] C. Romero et al., “Instrumentation of the Säntis Tower in
Switzerland for lightning current measurements,” Int. J.
Plasma Environ. Sci. Technol., vol. 4, no. 1, pp. 79–85, 2010.
[5] C. Romero, F. Rachidi, A. Paolone, and M. Rubinstein,
“Statistical Distributions of Lightning Current Parameters
Based on the Data Collected at the Säntis Tower in 2010 and
2011,” IEEE Trans. Power Deliv., vol. 28, no. 3, pp. 1804–
1812, 2013.
[6] C. Romero, F. Rachidi, M. Rubinstein, M. Paolone, V. A.
Rakov, and D. Pavanello, “Positive Lightning Flashes
Recorded on the Säntis Tower in 2010 and 2011,” J.
Geophys. Res., vol. 118, no. 23, pp. 12'879-12'892, 2013.
[7] M. Azadifar, F. Rachidi, M. Rubinstein, V. A. Rakov, M.
Paolone, and D. Pavanello, “Bipolar lightning flashes
observed at the Säntis Tower: Do we need to modify the
traditional classification?,” J. Geophys. Res. Atmospheres,
vol. 121, no. 23, pp. 14,117-14,126, 2016.
[8] M. Azadifar et al., “Analysis of lightning-ionosphere
interaction using simultaneous records of source current and
380 km distant electric field,” J. Atmospheric Sol.-Terr.
Phys., vol. 159, no. Supplement C, pp. 48–56, Jun. 2017.

Mathematical and Statistical Models for the
Electromagnetic Coupling in Complex Systems
Zhen Peng, Shen Lin, Evelyn Dohme, Edl Schamiloglu
Electrical and Computer Engineering Department
University of New Mexico
Albuquerque, New Mexico, USA
pengz@unm.edu

Thomas Antonsen
Electrical and Computer Engineering Department
University of Maryland College Park
MD 20740-3421, USA
antonsen@umd.edu

Abstract—This work aims to develop fundamental
mathematical and statistical algorithms for the spatiospectral analysis of electromagnetic coupling in large,
complex electronic systems. The objective is attained by
cutting across traditional disciplinary boundaries between
electromagnetic theory, wave chaos physics, random
statistical analysis and computational science. The work
achieves a physics-based model and simulation capability
that predicts both spatial and spectral characteristics of
high power radio-frequency induced current and voltages
in complex electronic systems.
Keywords-electromagnetic coupling; statistical analysis

This paper aims to answer this growing and pressing
science and engineering need. One significant outcome is
the stochastic Green’s function (SGF) method. The SGF is
an innovative theoretical solution to Maxwell’s Equations
in the complex wave-chaotic media [4]. The derivation of
time-harmonic SGF leverages the physics of wave-chaotic
dynamics and the mathematics of random matrix theory
(RMT). Comparing to existing statistical EM approaches,
the SGF rigorously integrates the coherent and incoherent
propagations within a comprehensive form, which does not
appear to be available in the literature. Based on the SGF,
a novel stochastic integral equation (SIE) method is
proposed. The SIE-SGF method statistically replicates the
multipath, ray-chaotic interactions between transmitters
and receivers. The work accomplishes a first-principles
mathematical model resolving the transmitting correlation,
propagation correlation, and receiving correlation in the
multipath, wave-chaotic environment.
Furthermore, we recognize that most real-world EM
systems often exhibit mixed chaotic and regular wave
dynamics. Therefore, it is of great practical importance to
rigorously study and incorporate these non-universal
effects. We have developed a hybrid deterministic and
stochastic formulation incorporating component-specific
characteristics, investigated an in-situ SGF addressing the
site-specific short-orbits, and designed a Lorentzianweighted frequency averaging to predict the systemspecific ensemble behavior. The developed predictive
models have been validated and verified in various
experimental settings, including complex 3D metallic
cavities, quasi-2D interconnected cavities, and 3D
cascaded cavities.

I.

RESEARCH OVERVIEW

The directed energy (DE) high power radio-frequency
(HPRF) weapons have become an increasing threat to
various mission-critical and safety-critical defense systems
and facilities. The intentional electromagnetic (EM)
interference from the HPRF sources may introduce noise
or signals into circuits and electronics of the target system,
thus degrade, disable, or damage the system. To rapidly
assess the vulnerability and susceptibility of electronics
due to the HPRF attack, it is essential to develop a deepdomain understanding of the physics of HPRF-to-target-toelectronics coupling.
As recognized by many scientists and engineers in the
DE and Counter-DE research community, the physics of
HPRF-to-target-to-electronics interaction is extremely
complex. Most of electronics are hosted inside protective
metallic enclosures, metal castings, and computer boxes.
The HPRF energy first needs to couple into the target
enclosure/casing through open apertures or seams, and
then interact with the sensitive electronics. In the highfrequency regime, the complex boundary of the enclosure
can lead to high modal density and high modal overlap [1].
Wave solutions inside these enclosures show strong
fluctuations that are extremely sensitive to the exact
geometry of the enclosure, the location of internal sensors
and electronics, and the operating frequency [2]. Research
regarding HPRF effects on missiles has shown large
variations not only between designs, but also between
different serial numbers due to assembly methods, cable
routing, and component variations [3].
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